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4-17 ZH| S0 QI 1tieeiiirreennnsssrresnnsssrrensssssrresnssssssrennsssssresnnnsssssennnnnan 521
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[Z£ 1-1] Non-PRIVILEGE 2 & FL HEN cicviririevermrererrarnsiniananaes
[E 1-2] TOP (PRIVILEGE) 25 T2 FH M ucvsrrrrrrmnsssrrrrnnnsssrrrenns
[E 1-3] CONFIG 25 T2 HE M utiverererererararsrsnsasasaserarassssnsasasanns
[£ 1-4] VLAN €3 2E FQ HBWH.icvcrcrarerararinimnasmsserrasssinnananans
[E 1-5] DHCP 2% 2E FR HEHuurerrrmrmrararmmmmsmsmrararsnssnsnsaranns
[E 1-6] INTERFACE 25 F2 FHO0 wcvisrrrrmmssssrrrsmnsssssrsnnsssssennnns
[£ 1-7] LINE €& 25 T2 BN iicrcrararrararnnininsrrrarasnsissanana
T 1-8] QoS CLASS-MAP Z2E FL FHH icvcrrrerararinsmvarararararnnnnes
[E 1-9] QoS POLICY-MAP Z2E F2 N cuvvrcviiinrrsisinnaa.
[E 1-10] Main Commands of QoS POLICY-MAP-CLASS

I e I B O - = 0~ S
[E 1-12] U+ AL2ol= show BN viviiiiiiiiiiisiin s,
H 1-13] Timezone (GMT AlZf)iiicicrimrrimrerimserimsassmsassnsassasasnannnnns

[E 1-14] Interface Default & .....ccciciiiiiiiiiniiiiiire e

T

FH

T

FH

T

2-1] show gvrp machine?| state gt (GARP E&F)...cccecvmrerarans
2-2] Load Balance HH ...cccciiimimierrrmnminissesere s ssssssasasasnsasnss
[E 2-3] LLDP / CDP B|1 cicicrcrernrinienmseseserasassssasasasasasasassssnsanananns
2-4] LLDP / CDP K& WY rirorurrerarrerarrerassarassaransasnssasnsnnsnnnns
2-5] LLDP-MED Civic Address Type (ANNEX B) .....c.ccvverienunss
I 2-6] STP2 RSTP2| Interface AEH HlL.icicrcrcrarnsimmmrererararnnnnnnns
[E 2-7] STP2 RSTPL HEE A&, . iiciicrrerararininimrerese s sasssnsasasasns
2-8] path-cost 2! ...c.cciiiiiiriieriie e s
2-9] QoS Default Map .....cccvcrvemiemmmmmrnrs s r s snmnnns
2-10] Multicast Address Range......ccccivemtrem v trnsrnn s snnsnnnss
2-11] Multicast Routing Protocol Address ........ccecvverimriennnns
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H1& 2eldls

rH
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e
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H1ig. &e2l7ls

22l XH= SG Switch SeriesOl Al M Z6t= RJ-45 EEi2l Console Port2t 22|H2sS HAZoH
O 2elgr = USLICH Console Portfl HZE &Y Z2E(Terminal Mode)2l && 2 0Ofci 2t
25U

& = | Baud Rate Parity Data Bits Stop Bits Flow Control

o 3 9600 bps | None Parity 8 bits 1 stop bit No Flow Control

Switch =2 RJ-45 J{9iHiE HELMH, 2cl &2 =2 98 RS-232 HUYH=z AZE LI

RS-232 J{9iEHe & 432 USH €sLIth

Console Port Pin-Outs

Switch=(R3J-45) PC= (DB-9) SwitchZ # J|s PCE T J|s
3 2 TX (Data &4!) RX (Data #=4!)
6 3 RX (Data ==4I) TX (Data &)
4,5 5 GND (&XI) GND (&XI)
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M1&. 2ellls MGMT 2 &

1.2 MGMT =ZE

22| Xt= SG Switch Series? MGMT(RJ-45) Interface0l Cable2 HZa6t0 22I& = U
&LICH. MGMT Interface= Firmware Upgrade Fail S22 ©QIol Booting T Xl 2= &=
Bootloader 2E=0M Firmware UpgradeS= ot HLI DebugE2 =2 AtE0ot= InterfaceOl

0, et O2= AT X 2SLICH

MGMT InterfaceE AIEotHM O3 BEUHE AEoHNAIL.
g0 B s
interface mgmt {ip | ipv6} CONFIG Management interface =45 &%
address IP_Addr/M grLICH,
interface mgmt ip route CONFIG Management interface2l Gateway
default Gateway_Addr F=AE &FELUILCH

MGMT InterfaceE AtMIctel® O BHUHE AMESIYAIL.

oo 2ec s
[ i Management interface =AE ALK

!'10 interface mgmt {ip | CONFIG ) g

ipv6} address gLl Ct.

no Interface mgmt ip route CONEIG Management interface Gateway

default =25 A ELICH
— SG2128G, SG2128GX, SG2152G, SG2152GX Series = MGMT %
5= EE X&ASHN %20, Bootloadertfi M2 Firmware =57 2g2 =2
gn HAHAM "4.80S Fd0IE FailAl 57 28"S & SHAID| BHELICE
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M1&. 2eldls CLI V= MEHE

1.3 CLI 7|2 AtE8H

1.3.1 30 NA

SG Switch Series Switch= 22l X2l PCOHl Terminal Program2 & XI5t0 Console Cable
S AW AlABE 43 & 22/g = JUSLICH 0 I 22/ X= HandreamnetOll A OH
25t CLI (Command Line Interface) E3 0 MHE AMESHH & LICH

= dFANUAM= SG2124G, SG2124GP2l ZSIZE AEHE JIE22 4HELICH

AX5lH =
SG Switch Series oted= Switch0ll RJ-45-to-DB-9

2= HoI=S AZ LI

== =y

: 22 Holgol
- AXE PC

©
JY
0
i
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M1&. 2eldls

HAN MAH Tree

TOP Z2E ___ CONFIG £&% 2L

VLAN &3 2C&

DHCP €3 ZC

INTERFACE &% 2&E

LINE €3 2C

CLASS-MAP £3 2CE

POLICY-MAP &3 Z2E

Non-PRIVILEGE 2 &

ZZ HOlE2 Sdil Switchtl 83X 22 Logindt™ Non-PRIVILEGE Z2SDJt Al&&ELICH
Non-PRIVILEGE 2E= HE8H LE AIZSUSHA )| M8 252 A3E 229 ¥
OS2 Soll U9 €3 Ugs o8 5= ASLt
[E 1-1] Non-PRIVILEGE 2E =2 O

g8a J s

clear 2R JIssS2 S Jl=tgutt

clock Switchel AlI2t & @WME & LICH

enable TOP (PRIVILEGE) 252 XM&tgLlLCh.

exit Logout &LICt.

logout Logout & LIC}.

show FUle 28 WEsS =elgLIth

terminal EOlE A28 =85= & =5 AdFELICL.
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CLI V= MEHE

TOP (PRIVILEGE) 2%

S1J| HSHeE JiXl= 20| otLliet HHIE &HE6t= ASHNA JtXHH TOP RLEZ MEHal Ot
& LICH. Non-PRIVILEGEZE0IAM “enable” ZEHE 2 SotH, ZTEZEDJL SG2124G> 0
N SG2124G#= HIHHA TOP 2E=2 MetELICH TOP 2E0M= Switch &ME 2L
E{&(show, ping, traceroute &) & = USLICIH. TOP 25E Soll CONFIG 252 M
g = JAsUC
[¥ 1-2] TOP (PRIVILEGE) 2E =2 930

g0 s

clear 22 JIsS9 =S Il

clock Switch2l Al2t & SWME &S LICH

configure terminal CONFIG 2=2 MetELIC.

TFTP, FTP, SFTP Server, USBE &0dli startup-config It =

Py B0t 9 = ELIC

disable Non-PRIVILEGE 25 & &&LICt.

exec-timeout SN E=E HOIE0 st A= Logout Al2tES A& eLICE.

exit Logout &LICt.

logout Logout &LICt.

ping Network & &AEHE EOISLIC.

reload SwitchE CtAl S8 &LICH

show ZUle €8 WEsS =elgLIth

ssh SSHZ U2 &Il &EX&LIC.

telnet duloz C2 AUl 58U

traceroute Packet 8& BAZ2E FHELILH

terminal BHOIE AQE0 =35 = & =5 d&&LICL

write H¥E Ws2sS HEELICHL

wizard IPT, MGMT, MDS & &£ 2tttotH 28 == USLICH

19



M1&. 2eldls CLI V= MEHE

CONFIG Z2E

TOP ZE0IM configure terminal ZYENHE 2LEolH, ZSZEI SG2124G# 0 A
LI

S$G2124G(config)#= HIHEHAN CONFIG RE=2 MaELIL. CONFIG 2E= A2 &
HE SZote MEHHQI Jlst SNMP, SyslogsS &£ &ot=0l AHEELICH. CONFIG 222

=
ol VLAN, DHCP, INTERFACE €& 2t S22 Mg = UsUICh

[E 1-3] CONFIG 2E =2 HE0

gE0 s

aaa AAA oI5 DJlsS & eLILL

arp ARP Table0ll IP Address@? MAC AddressE SS=g&LICH

banner tHHE & & & LICH

class-map QoS CLASS_MAP R2=2 X&EHL|CH.

dot1x 802.1x AtEXt 21EE enable &LICH

enable password Non-PRIVILEGE _D:EOH/\-I TOP 2229 ME Al g
password € &&&LICt.

end SN 2EE SZotl] TOP 252 MetgrL| b

exit S REE 2ot Ol LEZ MEELIC

factory-default Config WE= =J|=t&LICt.

hostname Hostname= S & &fLICtH

interface INTERFACE 25 = ME&LIC}.

ip (dhcp) IP ProtocolOil CHoll &&&LICtH. (DHCP & 252 Mgl
Ch

ipv6 IPv6 ProtocolOil CHAol & & &LICE.

line LINE &8 &= MEELIC

log SyslogE & &getLIC.

mds MDS Engine0il et &S HZELICH

ntp NTP ServerE &XF&LIC.

policy-map QoS POLICY_MAP 2E2 M &H&HL L,

acl QoS Access ListE & & &HLIC.

snmp-server SNMPE & & &fLILCt

timezone TimezoneES &&F&LICH

update OS ImageE Update&fLILt.

username AZX HEZ =OIGEHLE passwordE B & &LILC.

vlan VLANO 2tet &3S LI

20
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VLAN £F 2Lt

CONFIG 2Z=0ilA vlan database H3 0 E &5tH, &
ol A SG2124G(config-vIan)#§ HHH A VLAN &3
2E0M= VLANS M4, AR S22 &8 LI

SEZEJI SG2124G(config)#
Ltz MetgUlth, VLAN &3

[E 1-4] VLAN £€F 2 =2 FE0

g0 s

end SN 2EE SZotl] TOP 252 MeteiLl L.
exit Sl 25 206t 0l =2 MBELICH
no MHE VLANS AfHIELICH

shared-vlan shared-vlan = &35t ?loff £F&LICH
vlan VLANS &S LICH

DHCP £33 2C&

CONFIG 2=0lA ip dhcp pool pool-name ZZHE 235t DHCP Pool Name2 &
dotH, ZEZEJ SG2124G(config)#UH AN SG2124G(config-dhcp)#= HIHHEA
DHCP &8 2tz HMNMet=ELICt. DHCP €3 Z2Z0iMd= DHCP ServerOlAl AtE3dt= IP
Address <, Subnet ¥ Group= AI&GtL), Subnetl Default Gateway s& &3 &Ll
Ch.

[E 1-5] DHCP &% 2C =2 %30

g0 s

default-router DHCP Pool2| Default Router IPE && & LICH.

dns-server DHCP Pool2 DNS Server IPE &&&LILCt.

domain-name DHCP Pool2l Domain Name2 & & &LILt.

end S REE S20t1) TOP =2 MEEkLICH.

exit Sl 252 =0t 01 E&E=2 HSELIt

host £Z& MAC AddressOll OHol D&EE IPE AIZot=E dF LI
lease DHCP IPE €% &0t AIEEY = U= JI= Alts ZFE LI
network DHCP Pool2 Network tHiE A& &LICH

no HXE DHCP 2 E =DISt&LICt.

range DHCPZ &Y g IP Address2 HeIE A& LIC.
shared-network DHCP Pool2 shared network2z & &&LICt

tftp-server DHCP Option 1502 & & & LICt.
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CLI V= MEHE

INTERFACE &

CONFIG Z2E=0lM interface interface-name YSZHE &glH, IZEZE)}
SG2124G(config)#0ll Al SG2124G(config-if)#= HI#HA INTERFACE &8 2%
MetELICH. INTERFACE &8 2 S 0lAM= 2 Interface0ll Ciet DHCP Filtering, NETBIOS

Filtering, Negotiation

s €38 % HEELICL

[E 1-6] INTERFACE 2E =2 HH

==y

s

arp-ageing-timeout

ARP2| ageing-time=2 & &&LIC.

channel-group

Lacp2 MemberZ & & & LICIH

description Interface 2| description & & &LICt.

dhcp filter dhcp filter JI5s& &&&LILC

dot1x dotlx °I& Jls& &FELICH

end Sl 255 =0t TOP 2= MatetLICt.
exit Sl 2EE 206t 0| 22 HMEHSLICH
flowcontrol 88 X ASE BUe JIss £3EUL0L
ip VLAN Interface0i 2| IPE & &Lt
max-macs MAC Address =S Xigt JIls=S £&&LILL
mdix MDIX s% Jlss 4&&gLIC.

mirror Port Mirroring2 & & & LICt.

mtu MTU gtS SHZELICH

netbios filter

NetBIOS filter JIs= £&¢&LIL

port-channel

Link Aggregation?2l Load Balancing &8 & &&&LICt.

rate shaping

Traffic 8&5ES Kbps @92 &&&LIC

redund-group

Port Redundancy Jls& &&E&LICt

service-policy

QoS Policy-Map0fl st BMs HZgLIC.

shutdown

InterfaceE HI& 43t AIZLICE

spanning-tree

edgeport, portfasts2| JIs& £&F&LIL.

static-channel-group

static channel group2l Memberz & & & LILC}.

storm-control

Storm Control JlsS & XE& LI

switchport

ModeZ B1ZAGIHL VLANS Memberz2 & XA &HL|LC}.
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LINE €3 2C

CONFIG 2Z0IM line Option Y3 E H5tH, TEZLEI SG2124G(config)# 0l
AN SG2124G(config-line)#= HI#HA LINE &8 &=z MS&SELICH LINE &8 25
Ol M= Console ¥ Telnet 01 et &&= HASLIL
[¥ 1-7] LINE &3 2E = 3380

g3 s

exec-timeout XS Logout AlZtE2 FELICH

login Login Al Password& =HETSE 3L

end S REE =20t TOP 2==2 HstELIt

exit S REE =206t 0™ REZ &L
QoS CLASS-MAP mode
CONFIG SEAM class-map name FEUHE A A5HH, TEZED}
SG2124G(config)# U A SG2124G(config-cmap)#= HIFHHAN QoS CLASS MAP

dF ez MEELICH QoS CLASS MAP &3 Z2E0A= QoS &2 #dl acl, CoS, IP-
DSCP, IP-PrecedenceS= &8 & B1A&LICH.

[E 1-8] QoS CLASS-MAP 2C =& 320

gg0 s

end SN 2EE SZotl] TOP &2 MetetLl .
exit SN 2EE SZotd] 0l BEE=2 MSHELI.
match Packetl] =21E SEiGIH class-map0l & & &LICt.
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QoS POLICY-MAP 2

CONFIG 20 M policy-map name
$G2124G(config)#0l Al SG2124G(config-pmap)#2 HIFHAM QoS POLICY MAP
4% &2 MdStELICH QoS POLICY MAP &8 Z2E0lA= QoS CLASS-MAPOIAM Al & st
CLASSOl ol CoS, IP-DSCP, IP-PrecedencesS &8 ¥ HAE LI

HPHE  YAGY, DEIED}

[E 1-9] QoS POLICY-MAP 2C =2 a0

g0 s
class Packet &2 (class-map)2 & & &tLILCh.
end 8 REE S=0t1] TOP 2E2 MEgLILC.
exit SN REE =0t Ol REg MEELICH
[£ 1-10] Main Commands of QoS POLICY-MAP-CLASS
g0 s
class Packet &=21(class-map)2 &EHELILCH.
end S SEE EZ0t1] TOP RE= MEteLIT.
exit SN RLEE =0t Ol REZ MEELICH
Police B Traffic ¥ 2AHX =1t Packetl Xcl et AFELICH
set CoS, DSCP, ip-precedenceE H&ol= JlsL LI
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20|

oIr

CLI V= MEHE

1.3.2 Al2 7}s8H

o =

<OlX>TOP 2=0IA AtE JtsE &

g Jtst ZE0E s FE0=s 2SE)SLIL. 2 HE0o ZE0M SSH(?)
ot oig ZE0A AIEE = UAs BE0E € = UL, B0 A0l =S H(?)
gotH FHO P Sk =elg = UASLICH
S8HM)= L8 stHll= SN %20 Enter JIE +2X &
Ot ZE0 2IAEE =aisUt
=¥ - _ _
= - more-Jt SHE HHOUAM ?°S Al 2SotH A IJtss 0
3 00| JtsE LIt —-more- HEi0IA spacet= zE =29 &M ct
eI0tE =2LIM, EnterE 29 12401838 sEELICL s8EH= A
£ SHotAdY q L= Ctrl+CE LEFLICH

SG2124G#7?
Exec commands:

— o3} M2f —-

arping
clear
clock
configure
copy

debug
disable
dot1x
enable
exec—timeout
exit

help
logout
net-trace
netbios—scan
no

ping

por t-scan
quit
reload
remove
show

ssh

telnet
terminal
traceroute

SG2124G#

=

Ol

Send ARP Request message to a neighbor host
Reset functions

set system clock

Enter configuration mode

Copy from one file to another

Debugging functions

Turn off privileged mode command

|EEE 802.1X Port-Based Access Control (802.1X)
Turn on privileged mode command

Set timeout value

End current mode and down to previous mode
Description of the interactive help system
Exit from the EXEC

Network Trace Tool commands

NETBIOS scanning

Negate a command or set its defaults

Send echo messages

Port scanning

Exit current mode and down to previous mode
Halt and perform a warm restart

Remove file

Show running system information

Open a ssh connection

Open a telnet connection

Set terminal |ine parameters

Trace route to destination
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Jo

2elD|

MI1&.

{ID
o

&

ioll

i

uy

180

S
50
g0 - c
S
K :mrtd
~lc| o| < —
Ulw|o|lw | E|>
o
— | E
© | S
2|8
1
El o s
9| £ ©
c 0
15| o |8
=)
Slz || 3|t | ¢
Mlfolc|olB| s
N|lw|o|lw|E|l>S

ol
Mr
or

)
5o

=
{0

ol
XA

HH O Buffertl JISEI

ZIOh 5090t XI

=ENES

ok

M

[y
&3

0

<

S

H

First In First OutOll et ¢

S0t
NZ X2 XFXA =SHA, U

5004 Ol&te
38012

K0

A
[

o S=0l JISE LI

A AR,

110

00

0HE A

50

(u]

00

oteA® Ch

ol
o

o
o

0
fall

o
0
el

s

Non-

PRIVILEGE
TOP

M0
30

show history
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BIELE E0eE A2 28g 2RI ASLULCH Old0 YHs HAUE Al =22
g P g SAH(MNE AMSOHYAL. 7 2 FaHE SHOE X220 LHe BF0HRH
Ol M0l =4E 80 == ol 20sLIt

2 & : show clock — configure terminal — interface vlanl.1 — exit

ANAE DEDE NEHUA 9 28 SAEMNE F20

exit — interface vlanl.1 — configure terminal — show clock =AMz Z&&LIC}.

<OH> 0™ FE0 =2

SG2124G#show clock

Tue May 05 15:21:44 2009

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface vlani.1

SG2124G(config-if)#exit

SG2124G(config)#

SG2124G(conf ig)#exit
SG2124G(config)#interface vlani.1
SG2124G(config)#configure terminal

SG2124G(config)#show clock
SG2124G(config)#

Ol HGEUHUAN SH2eE 0l 9380 WHE2 98¢ Buffertil DI
T U= history === AISEHLICH

i ]

Bufferfil= =l 5002 history ==0| JISELICH
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CLI V= MEHE

1.3.6 TOP 2t ¥H

330

do TOP_COMMAND

<0l H> CONFIG 2=0lA Ping E& AtE0ot)|

SG2124G(config)#do ping

Protocol [ip]:

Target |P address: 10.1.1.15

Repeat count [5]:
Datagram size [100]:

Extended commands [n]:
PING 10.1.1.15 (10.1.1.15) from 10.1.1.55 :
.15:
.15:
.15:
.15:
.15:

108 bytes from 10.1.
108 bytes from 10.1.
108 bytes from 10.1.
108 bytes from 10.1.
108 bytes from 10.1.

]
1
1
1
1

icmp_seqg=1 tt[1=128 time=0.783
icmp_seq=2 ttl1=128 time=0.801
icmp_seg=3 ttl1=128 time=0.751
icmp_seg=4 tt1=128 time=0.763
icmp_seg=5 tt1=128 time=0.755

-— 10.1.1.15 ping statistics ——
5 packets transmitted, 5 received, 0% loss, time 4040ms
rtt min/avg/max/mdev = 0.751/0.770/0.801/0.035 ms

SG2124G(config)#

ms
ms
ms
ms
ms

100(128) bytes of data.
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CLI V= MEHE

ST IR0 GBS 2P & ASUG

HE AEScHYAIL.

HAHN Qec s

show COMMAND COMMAND] ALL ANEE BUEZ AED= 848 UsS
[ | begin WORD] EoIsHLICh

show COMMAND [COMMAND] ALL ANEE 2XE0| TSR &2 &8

[ | exclude WORD] Ligs olgLIt

show COMMAND [COMMAND] ALL ANEE 282 Z8ote 83 g2
[ | include WORD] SoIgtLICh

show COMMAND [COMMAND] ALL OtXI% NE2o 43 UWssS =olgL

[ | tail <1-100>]

Ct. (Default 2ol == : 10=)

<0l Xl> CONFIG ModeUl M2l show HEOHS &

SG2124G#conf igure terminal

Enter configuration commands, one per |ine.

SG2124G(config)#show ?

&

End with CNTL/Z.

cli Show CLI| tree of current mode
debugging Debugging functions
list Show command |ists

running-config Current Operating configuration

SG2124G(config)#
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CLI V= MEHE

[E 1-12] X+ AIE5l= show FEO

==y

s

SG2124G#show running-config

SN €8& 22ls¢el ConfigE =4
s

(5G2124G#sh run)2x =Dt

SG2124G#show startup-config

Flashol H& &0 A= Configeg &

SG2124G#show version

Firmware versions Al

SG2124G#show system alarm

System?2| FAN | Temperature | PSU2
Alarm &EHIE &=

SG2124G#show system cpu-load

System? CPU MEZEZ2 20=M,5s,30s,
1 min, 5 min, 15 min, 60 min, all-time2 2

SG2124G#show system fan

SG2124G#show system memory

SG2124G#show system sfp
[Port_No]

Combo Port0ll SFP Module0| & =g s A
<, SFP Module?l H2E &=ZolM sfp 212

SG2124G#show system system-
info

Vendord, 223, Serial No 2| JI2 88

=2 =24
= =

SG2124G#show system
temperature

0

2% % FAN Start|Stop, Alarm

tH
A ow|High %9 g2 =2

=
-

tn |0

|
y

[}

g

SG2124G#show system uptime

system uptime &

SG2124G#show ip arp

ARP Table Cache& LIS &¢

SG2124G#show ip igmp
[group | interface | snooping]

IGMPA & Al group¥, interfaced,
snooping, source specific multicast
mappings2l UWEs £

SG2124G#show ip interface
[IFNAME | brief]

interface AfEH
IFNAME(gel S Al Y Interface2l

AEHOH EOIE £ U2D briefE L& Al &
=

mo
"
f

~—

SG2124G#show ip route

S &&8& 0 e routing table2 ==

SG2124G#show acl

HAADN U= aclE &=, access-listIt OfL
aclE AIS

SG2124G#show aaa

AAA 281 2t E £ gt 23

SG2124G#show bandwidth
[IFNAME]

& Al Portll Traffic A
M, IFNAMEZS &£3& A

s stol

o 08
©
jo
fo
o
]
>
)
10

SG2124G#show bridge

BridgeOll 2Z & host

iy
o
ro
—
N
wn
z
—
(@]
>0
ml
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CLI V= MEHE

S&otE2 =2 bridge 1 8t AFZ, show MAC-
tablelt S2UE0l &

SG2124G#show cable-diag
[IFNAME]

Fast Ethernet Port0il ol & &

Cablel AR} & HelE #olg £ S
Cable 0| Open& AEHUHIAMEH Z2UXIIF &
€1, Jl2 Default= Cable0l HZ&ZH UK
20etE 1 Meter ZAIZIMH, Interfacedl
Link up &0 J= E=R0 = - Meter2 £

SG2124G#show class-map NAME

A HE class-map=2 &2l

SG2124G#show clock

el &M times ¢!

0

SG2124G#show dotlx [all | brief |
interface | statistics | web-auth]

dot1x(802.1X) 01Z RS HE2 =0l

SG2124G#show etherchannel [<1-
65535> | detail | load-balance |
summary|

LACP 2tegid 23Uiss &2

SG2124G#show lacp sys-id

i
fo
o

LACP 43 & system id

SG2124G#show lacp-counter

Port2 LACP BPDU &S &MEH 201

SG2124G#show interface [IFNAME
| media | stat | switchport]

interfacell statusE EFO_'%E* = A2,

IFNAMEZ &3 Al &

@%* = A2M, mediaE && Al Interface
Z & Port2 media type= &0l

statE XI& Al Portl Input|Output Packet

2 Error Packet, Packet2 SizeS2 &0I&t

% QUS M, switchport bridge 12 XI& Al 2

Portel S& Mode% Accept Frame Type, &

M VLANEQ EHBE =

% .ILOE

SG2124G#show gvrp [configuration
| machine | statistics | timer]

ol

[

0ol
uo
I

GVRP2| configet 2t E NS A

SG2124G#show mds config

I~

mds &% WS &ol

SG2124G#show mds arp-table [all
| dynamic | static]

mds2| arp-table2l g2 200, 0 JIs
2 ARP-SpoofingI|s0l &8 &0 ANO0F AtE

ts
SG2124G#show mds detect-list log | mdsOll &M XEHE listE 20 =0, loget
KeyNo keyNoE &2 Al BH%* LD N2 LogE
§|I-OI

SG2124G#show mds detect-history
[desc | log KeyNO]

mdsOll XHEHZIAA A2 HistoryE =0l
% USM, descE &8 & I
E5tH, log KeyNo% =35

Liste] M®LogE &Y
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CLI V= MEHE

SG2124G#show mds log-server

ZHHIAI A B0 VNM Server? IP2F AFE Port

No, M AEHS &ol

SG2124G#show mds permit

Confighil Al mds permit2= A& st Ol 2 &2

o s =9

SG2124G#show mds extended
permit

Confighll A mds extended permit2 2 &&

B (™Mol oS £

SG2124G#show log syslog remote

remote syslog server® 3 Ugs &0l

SG2124G#show max-macs
[IFNAME]

PortOff &&= =3 S MAC Address2l i ==

- =
g &<

SG2124G#show mac-table

mac tablelll SEZH U= HES ==

SG2124G#show history

Login & At&8t Command?2l HistoryE &

SG2124G#show mirror [interface
IFNAME]

Port Mirroring JIs2 &€& Al #&& Config
= 30|

= —

Jhon

SG2124G#show mis qos
[aggregator-policer |
interface|maps]

QoSJls2 £dliss &

SG2124G#show process

ArEZ0l Process?| ListE =¥

SG2124G#show services dhcp

i

0|
—/ —

dhcp server|relay J1s2 S&AE|

SG2124G#show snmp-server

=

snmp-server? S&EAMEHE &0l

SG2124G#show spanning-tree

spanning-treel2| SXAEHE &olg = U2
!

[interface IFNAME | mst config | 04, interface IFNAME=2 XI& Al XI& &

detail | interface | pvstp] Interface2 Spanning-tree2 SXAMHE &
#5t], mste &2 MSTP protocol? &
L AMENEOIZ ol R AIE

SG2124G#show static-channel- static-channel-group?l config LiY &&

group

SG2124G#show storm-control storm-controlJ)| S0l &850 U= ER

IFNAME =

broadcast, multicast, DLF2| & & XIE & 0I5}
= Yd0lH, IFNAME €& Al §& porte &

g =4

02 T
M

SG2124G#show ntp [associations
[detail] | status]

NTP ServerE €& Al €88 UHE & &Y

BHE ==

SG2124G#show syslog [auth |
backup | desc | dhcp | igmp | imi |
imish | interface | lacp | lldp | mds
| mstp | nopager | nsm |
pimpktgen | pvstp | rstp | sflow |
stp | tail | unspec]

&Hl8l Event LogE £=6tH option £& Al

HELHEE =5
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CLI V= MEHE

SG2124G#show vlan [<2-4094> |
all | brief | classifier [group
GROUP_ID| rule Rule_ID] |
dynamic | static | vlian-stacking]

<2-4094> : VLAN ID && Al dlE &=
VLANO| &85 Ues InterfaceE &=
all bridge 1 : bridge 10l &&& VLANS =

==
=

classifier : config2 VLAN classifier0il & & &t
Lzgs =4

dynamic : Dynamicez &3&& VLANS W<
£ &g

static : Staticez && & VLANS LHES =

==
S

vlan-stacking : VLAN Stacking2z && &

VLANS LHES =9
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1.3.8 O|X ZEE M3

S AMPES0 220AM 0l 2&E2 MEGHHLE TOP 22 &Mae = USLICH

=E=10! 2= s
exit

CONFIG 0|9 2E 2& Ol 2E=Z MEELICH
Ctrl + D
end e

ALL TOP 2= MEEHLICH
Ctrl + C

<OH> 0l 22 MEtsH|

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface gel

SG2124G(config-if)#exit
SG2124G(config)#
SG2124G(config)#
SG2124G(config)#interface gel
SG2124G(config-if)#end
SG2124G#

1.3.9 Ed0o ®7|H

» ISIZEE= SG Switch Series ##& 8101 SG2124G=Z HJIgLICH

= 22| X0 YSEoli0F ol= B OIS M2 HIIELICH

= B2 JI20 89 Atge A2 [HZs]etol EOIEUC

» UEY = AE =4 HRE <ZAH Z2S>0t0 HIIELICH

= Oidd JHAl B2 Jt20 BtEAl dE6HA & =Eoli0F ot A2 {E33oH0l BEIIELICH
» 8 JisE S22 FAM(])e2 Us0 2IIgLt




M1&. 2eldls

8= & 22 IP €8

1.4 M& U o2 IP 4%

1.4.1 Login

Switchel &X[JF L% 2}

—/

==K

InterfaceJt Networkel 22| & PC01I =Ht=2

A =25 oA, 2 8401 ELIHEH, 83 SwitchE AL

A2 LICH.
Login Prompt0ll Login IDE & &3tH Password PromptJt £ &1, PasswordE & &6t
M TOP f=2 0|S&LICH Login ID2t Passwordll ZJ|gt2

a2 root / root iLic

A

Login & TOP BC2 M5t OIS HANES AIEGHAAIR
22 of oc s
Non- -
TOP RS2 FaaL .
enable PRIVILEGE
<Ol H> Login

SG2124G login: root
Password: **xx%xxxxx

SGOS version 2.2.6 SGL2-0S 05/23/14 03:51:32
SG2124G>enable

SG2124G#
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1.4.2 Password HZ

Switchg &% % 22|ot= &S Jt&l 2elXt= PasswordE HAE £ JUSLICH EC
otMet EetS fIHAM= PasswordE =AIZ2 BHZol F= A0

0
Q
(7]
(7))
=
O
bn )
Q.
He
m
-]
Q
S
15
v
Q
n
0n
=
O
bn )
Q.
g
oY
Mo
®)
@)
2
il
o
o
[N
=2
x
x
2
o
-
[l

2= Al Jl2 PasswordE
A

p)
A, SF==XE 2 1A 0l

AMEZX password ¥ enable passwordE BHZ5td ™ U2 S UHE AIESHA A L.
HAHN Qec s
username NAME password MEX HE 2l PasswordE HZAEL
PASSWD CONFIG Ct.

Privileged Mode &2 PasswordE

2d¢gLICh

enable password PASSWD CONFIG

write TOP 23 WES MEELICH

enable passwordE AtHioted® US YHUHE AISoIYAIL.

880 ec Ns

no enable password CONFIG Enable PasswordE 4t Mg LICtH

<0l Ml > Password ¥1&

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SG2124G(conf ig)#username root password s

% INFO: you need to save your configuration changes to NVRAM so that the changes are
applied
SG2124G(config
SG2124G(config
SG2124G(config
SG2124G(config
SG2124GH#wr i te
Building configuration...

[0K]

SG2124G#show running-config |include username
username root password x*xxxx*x

username hdnet password *x*x*xxx

username testl privilege 5 password x*xx*x*x
SG2124G#

#enable password **x*xx*x

#username hdnet password x**xx*xxx*

#username test1 privilege 5 password *x*x*x*x
#end

—_ — — —
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N al
=

22| IP 88

Firmware Version 2.2.6 0|&0iAl= Password 20210| = Z3IEASLICH

=]

Password E2CtAStE fIotH B&E=D|st AEHQ! Factory Default &HHUHM 28 =
Login Al Default 22| MHHE W & PasswordE HESIEE R Eot= JIs0l FHE Y
SLILCH
Password 2&0|Lt HE Al BtEA| 9Kt Ol&dCE JUEAN, 42N, <k, S=SLNE
EA 1K Ol&M =86t A& 0F & LICH
<O0IX> Z= = Login Al Default 2I2|XtH & Password HE |&
SG2124G login: root
Password:
SGOS version 2.2.6 SGL2-0S 05/23/14 03:51:32
Press any key to continue.
- Setting Administrator(root) password -
% Enter new root password :
% Retype new root password :
SG2124G>enable
SG2124G#
1. AFEX HE =II Al passwordE 22&6HK %= 2 HEO F
A ISRl & LICH
= 9] 2. Password & Al 20| Z&=E HL ZUHs I&o6Id £AC
22 FOIotAIDJ| BFELICE.
1. 23E passworde NS2=2 ASSITIM MHETID, **kx*kxkk
= o 22 "HEel2 LIEELICY.
= o _
T 2. Password= @ Z, =Xk, S NE EZEGHOH =0 314 DX
da3e > AsLC
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1.4.3 XIS Logout 7|=

22X 2 HOlE 2382 A & M NelE HRA He= 8% HS Login AEHZ 2XI
SI0H, OIE AE0l 8388 BEE =5 UAHL Telnet S22 Ex=52 AlTote E=R0=
Login Ji#= Nistez 2t &&%2 Rote SA0 LME = USLICH
22| I Holi =2 A2t St IIEE 20| 8™ Us2=2 Logout &= JIsE It
ULH, O Al2t2 22|k 838 = ASsLIC

XS Logout JIsg HE0tHEH U2 BSBUHE AMEIAAL.

o0 2c Jls

exec-timeout 0 TOP A& Logout Jls2 ol MIELICE.

2 XoF A& AlZ2E S0 22 Holg
exec-timeout <0-35791> TOP Ol 2I12E 0| gleH AIAEZ XS
[<0-2147483>] Logout &LICH AlZte HRE=E x2 [X

=12 ud

<O0IX1> XS Logout

SG2124G login: root
Password: ***x*x*x%

SGOS version 2.2.6 SGL2-0S 05/23/14 03:51:32
SG2124G>en

SG2124G#

Vty connection is timed out.

SG2124G login:root
Password: **xx%xxxxx

SGOS version 2.2.6 SGL2-0S 05/23/14 03:51:32

SG2124G>en

SG2124G#exec-t imeout 30

SG2124G#
— 1. XS Logout JIS2 Logout AlZtel Default &3 22 10 min
= LI
#a 2. &M Logingt HOIEHS HEE0H HEEKX 2ZSLICH

38



M1&. 2eldls

& el IP AT

= v

XS Logout A2t HA = HASIHH 25
sl M2t 838 x2 [xx] &@9IZ2 85st

£ /REgELUh

Console % Telnet &= Al Xt= Logout Jls=

2 Telnet 848 2= B¥ F XIS Logout
HESIH CHE Login A0 HEE UHE2

8ot Us EUHE ASoteAIL.

g0 Lo s

line con 0 CONFIG ZZ LINE €8 &= MEtatLICh.

line vty First_NUM Last_NUM | CONFIG Telnet LINE &8 R2==2 Mt LIC.

exec-timeout 0 LINE A= Logout Jls= oHM&ELIC
el g 88 Al2b Se JIEE ¢

exec-timeout <0-35791> LINE 20| QOB AIAHZS XE Logout &

[<0-2147483>]

t
LICH Al2te] &2l= xE[x=]SLILCH

Console % Telnet &= Al A& Logout J|s2 £F WEs =0otdEH U2 GEUHE A

SO AR,
g0 = s
. : TOP el O s
- d¥E 2= Uss EgUC
show running-config CONFIG H | Ct

Console £ Telnet &% Al Xt= Logout JIS= Default 8822 HAGHE U3 2N

£ MESIAAIL.

80

no exec-timeout

LINE

A& Logout AlZ2+HZ2 Default &8 gt
oz HHELICH
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0/ < v

<OIXI2> Console % Telnet ¥= Al XS Logout JISE Console2 15 min, TelnetE 5

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#line con 0
SG2124G(conf ig-Iine)#exec-timeout 15
SG2124G(config-line)#exit
SG2124G(config)#line vty 0 5

SG2124G( config-1ine)#exec-timeout 5 30
SG2124G(config-1ine)#end
SG2124G#wr i te

Building configuration. ..

[OK]

SG2124G#sh running-config | begin |ine

...Skipping

line con O
exec—timeout 15 0
login local

[ine vty 0 5
exec—timeout 5 30
login local

|

end

SG2124G#

<O0IX3> Xt= Logout AlZt= Default a8tz &&

=2 o

o
{on
b
024

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#line vty 0 5

SG2124G(config-line)#no exec—timeout

SG2124G(config-1ine)#end

SG2124GHwr i te

Building configuration. ..

[OK]

SG2124G#
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Jo

2elD|

MI1&.

1.4.4 AFX} =7}

20|

{ID
o3
<k
ioll
0y
"0
ol
2l
T

e}
e

RO
u

A AL,

1o

00

HE M

30
4l

00

otA®

T

RO
el

oI
o)
s

ok

s

MNEX HES MAstHL Password

FHLE Password

un

CONFIG

CONFIG

M0
30

username NAME password

PASSWD

username NAME privilege

<1-15> password PASSWD

SHYAIR.

00

HE At

0
fall

00

otd® O

o
ol

)
)
oD
ol
o
ol
oo
)
Ul
™
]
o] ro
~ Rl
9
=
Uulg s
] m O
o
U=
C
@]
?
(@)}
£
C
C
2
S| =
30 o
gl 5

A A2,

110

00

HE A

s

M LICt,

!

T

ol
RO

INE= PN

CONFIG

M0
30

no username NAME
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iRl
I

2 2 IP 28

=

b
("]

AZXE HE F=I1 Al passwordE &otK L= HR AHHOI
JHEl Xl &£&LICH

w

Password && Al 380| Z&&
password)l 88& 22 F2|5AlD

= oy
= 0
08
JE
nio
i
]
ol
2

i ]

A O
T BA

i)y

AET HE AH Al DHXIZC 2 & L

Ct.

MEX HE PasswordE 4 Hel FR0= 252 “4.7
BootloaderOl M2l Password % config recovery” WEg &1
StA M AFZ X HE 2 PasswordE HHZGHAID| BHEILICE.

ro

Al

0
ro

AN

ol

HZE passwordeE NS2=2 2SeE0 NEELICH

Passworde €&, =X, JISE Z&ot =4 1X0A 31X Dt
A 88 = ASLICH 0= HAZRE 2EELICH
L =

IH:'l @, #, $ %, ~, &* I()]

privilege levelO| 2HEXl 22 AIEX
T SHELICL (Privilege Level 15

AEX HE2 =0 1000H0HK €8 = ASLILH (root ZLE)

Password &&Al ® =At= 82 AlXotH CHELICH (HEW 82
gSsE SELULH)
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Privilege JIS0IA AlEE = U= MODEs Gst €&LICH

Mode L2, L3 Static ZH| L3 Dynamic &H|

Non Privilege (EXEC)

TOP (EXEC)

Configure

DHCP Pool

Interface

VLAN

MSTI

Class map

Policy map

oOlo0o|o0ofO0o|jO0O|j]O|O|0O]| O

Policy Class map

Keychain

Keychain key

BGP

BGP IPv4

BGP IPV4M

BGP IPV6

BGP VPNV4

RIP

OSPF

VRRP

c|ojo|jo|jlo0of0oO|j]O0O|J]O]j]O|]O|]O|O|J]O|O|J]O|O|O|0O|O]|O

RMAP
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| IP &&

I O]

(i)

<WHM1> AFZ2X HE =0t 2 &8 WE
- A2 X HIE : HDN, TEST1, PASSWORD : SG2124G!
SG2124G#conf igure terminal

Jon

Enter configuration commands, one per line. End with CNTL/Z.

SG2124G(conf ig)#username HDN password sxxxxxxsx
SG2124G(conf ig)#username TEST1 privilege 5 password xxxskss
SG2124G(conf ig)#end

SG2124G#wr i te

Building configuration. ..

[OK]

SG2124G#show running-config |include username
username root pPassword #*xx*xxx*

username HDN password xx*xx*xx

username testl privilege 1 password **xx*xxx*
SG2124G#

<OM2> ALSX HE A H

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SG2124G(conf ig)#no username HDN

SG2124G(conf ig)#end

SG2124GH#wr i te

Building configuration...

[OK]

SG2124G#show running-config |include username
username root pPassword #*xxsxxx*

username testl privilege 1 password *x*x*x*x*
SG2124G#
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1.4.5 2| IP 4 AH

il

22| kt= Al2ld &2 0186t Login & 22| & IP Address (IPv4, IPv6)E & & OF
2 IP Address= Default VLAN(VLAN1.1) Ol & &&LIC

NetworkE 0188t &2 &Y (Remote Syslog, SNMP Trap, VNM E‘% S), 32 HAI(SNMP,
VNM 3= &), Telnet, OS Image Update S= AtEotedAH 22|& IP & Default Gateway
£ BtEAl &F3HA0F ELICH

-

X
=)

& =0t Al ZUYl0l IP Address)t 8& T UK LSLICH 22l Xt= Network Ao T
ct ot= IP AddressZ &3&3dt0 AtE2E == USLICH
IP =AE HA36lHY S GEUHE AMSoIAAL.
HHO = s
interface IFNAME CONFIG INTERFACE 2=& YHASHLICH.
ip address IP_Addr/Mask =
IP AddressE &3& % SHE&LICEH
[label LINE] INTERFACE | Ct
i Secondary IP AddressE It &3
ip address IP_Addr/Mask INTERFACE > VY
secondary [label LINE] grLICt.
ip route Network/Mask - o =
NFI Default Gateways=2 & & &LIC}.
Gateway_Addr co G Y
HEE IPFA 2 Gateway S22 S0I5tHTE U3 HEUHE AMEGHAAIL.
==R=10) = s
show ip interface [IFNAME] | 1 Interfacedl AXE IPS =0IEHLICH.
brief
Show ip route TOP S=¢& Routing TableZ2 & QI&LICE.

0K
ol

A AL,

HFE IP FAS ANGS OGS YOS A

330 R s

no ip address

IP A = AHIELIC
[IP_Addr/Mask] INTERFACE ddressE AtHIEHLICH

no ip address IP_Addr/Mask | INTERFACE Secondary IP AddressE AHHI&HLICE.
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secondary

no ip route Network/Mask
[Gateway_Addr]

CONFIG

ol

Default Gateways2 4HHI&LICH

[

3ot Us BSUHE AISotdAl2.

=L Sc s

interface IFNAME CONFIG INTERFACE 2= HZEE&LIC.

ipv6 address X:X::X:X/M INTERFACE IPv6 AddressE & & %L HZHELIC.
(XX IPv6 Address2 &0l E 2RIt S4H

Ipv6e addres§ X X. X:X/M INTERFACE " ¢

[anycast|eui-64|link-local] = XN&EgLIC.

i ! Stateless Address Auto Configuration

ipv6 address autoconfig INTERFACE S =510 IP2 NS AFELC.

HFE IPv6 =4 2 Gateway SS 20lotddB US BEUHE AISotEAIL.
g0 oc s
show ipv6 interface TOP Interfacelil &&= IPv6 =45 &0l
[IFNAME] brief g LICt.
Show ipv6 route TOP =5 Routing TableS = QI&LICt.

A& E IPv6 FAE MHGIHHE OUS BEUHE ASSHNAIL.
==L BE s
no ipv6 address X:X::X:X/M | INTERFACE IPv6 AddressE AtHIELICEH
[ X:X::X: X/M Secondary IPv6 AddressE AHH &L
no |.pv6 a_ddress / INTERFACE Y
[eui-64|link-local] Ct.
Stateless Address Auto Configuration
no ipv6 address autoconfig | INTERFACE | 2o Avqisit |0t 9
no ipv6 route Network/Mask
[Interface <1-255> | CONFIG IPv6 GatewaysS= AfHI&LICt.

Gateway_Addr]
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<0l H1> IPv4, IPv6 &H

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface vlani.1

SG2124G(config-if)#ip address 192.168.0.1/24
SG2124G(config-if)#ipv6 address 2000: :2/64
SG2124G(config-if)#exit

SG2124G(config)#ip route 0. 0 0.0/0 192.168.0.254
SG2124G(config)#ipve route ::/0 2000::1

SG2124G(config)#

I~

<0 X2> IPv4, IPv6 Routing Table =0l

SG2124G#sh ip route
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i — IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* — candidate default
Gateway of last resort is 192.168.100.254 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.0.254, vlani.1
© 127.0.0.0/8 is directly connected, lo
© 192.168.0.0/24 is directly connected, vlani.1

SG2124G#show ipv6 route

[Pv6 Routing Table

Codes: K - kernel route, L - local , C - connected, S - static
R - RIP, O - OSPF, | - IS-IS, B - BGP

Timers: Uptime

C ::1/128 via ::, lo, 00:00:36

C 2000::/64 via ::, vlanl.1, 00:00:29
L fe80::/64 via ::, vlan1.1, 00:00:29
SG2124G#

1. INTERFACE ZZ=0IAl IP AddressE B &
Address= S Al ¥ EZE LIC.

of, HAE IP

—y [

o]

Default Gateway € HAE A< J|E2 Default Gateway =
Aso2 MM 222, “no” 80 E 60 AT HISHAIDI
gt&rLICE.

i ]

A Secondary IP & Al Primary IPJt HEEX LEF F2I6tAID| Bt
g LICH

i
10
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1.4.6 Telnet 5! SSH

22| K= SwitchZ2l &% Al Console, Telnet E£= 20t0| 23E SSHE 0126t &8
%= A20 Telnet, SSHE Sall U2 &HIZ %610 Configg &QI6HLE =8 £ US
LI CF.
£5| SSHE A=20lH R E Datall 2sstE D Traffic 2ECN O #HE2 s 88 ¢
2 = USLITHL
SG Switch Series= IPv4, IPv6 SSH MH/22I0IHEE 2% XJELICH
Telnet & SSHE AZ256IHY US YHEOUHE AMSSIAAIL.
==E=10! oc s
TelnetS 0|25t L2 &HIZ2 A
telnet IP_Addr [Port] TOP Py
SSHE 0|&35t¢ CtE &bz 33 &
ssh IP_Addr [Port] TOP =t
=gHLICt.
service telnetd CONFIG TELNET Serverg &4 3t&LICH
service sshd [regen dsa SSH ServerE 43t &LICh.
vl [reg | CONFIG
regen rsa] (SSH 21& Il &£&)
Telnet & SSHE &0 S YHEOUHE AMSSHAAIL.
HEO oc s
show users TOP A2 =& AEXNE ZHOIEL L
show service sshd
{[fingerprint | private | TOP SSH Server?| 215 JI1E =QI&LIC
public] | [dsa | rsal}
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Telnet & SSH AHIAE SZotHU HEE HEZS SZotdH O3 SE3UHE AIE0HAAIL.
FEO oc s
HEE A HZ2 2Hz S8
clear line LINEINDEX CONFIG Lc
no service telnetd CONFIG TELNET ServerS HI &4 3H&HLICE
SSH ServerE H|& A 3t&L|C}.
no service sshd CONFIG

(Default)

1. Default &4&
Telnet Server : Enable
SSH Server : Disable
Telnet / SSH Client : Enable

2. SSHD & TELNETD Servicelt 2d3t= &Ei0A 5= AIZX
Jb EMotH, oY ServiceE 2 M &= = SlSLICL

3. v2.2.8 OI&UHMRHE BtEEHE RFJ|IsS 5ot fIotH
SSH &= Al AFE &= key exchange algorithm2l
MAC(Message Authentication Code) algorithm= hmac-sha2-
256, hmac-sha2-512 SItXIZ NIStotASLICH TekA Y
MAC algorithm& AtE0tA 2= HOIEEsS T2 )82 SSHE
£0| 2Jt&LIL

i ]

<OIHd> &2 AHEX 20l & SSH Server &4 3t

SG2124G#show users

Line User Uptime Host(s)
0 con O root 00:07:37 local
130 vty O root 00:00:13 10.1.1.15

SG2124G#show syslog desc
May 3 21:51:34 SG2124G login[348]: root login on ‘pts/0' from 10.1.1.15"
May 3 21:51:31 SG2124G in.telnetd[347]: connect from 10.1.1.15 (10.1.1.15)
May 3 21:50:39 SG2124G inetd[259]: pid 319: exit status 1
SG2124G#show running-config | include ssh
no service sshd
SG2124G#
SG2124G#show service sshd fingerprint dsa
Fingerprint: mdb 71:38:aa:f1:cb:44:08:12:c9:fb:ed4:e6:19:68:e2:fd
SG2124G#show service sshd fingerprint rsa
Fingerprint: md5 43:64:38:be:98:ff:bf:a2:be:e7:56:fa:a6:f6:1b:94
SG2124G#
SG2124G#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#service sshd
SG2124G(conf ig) #end
SG2124G#show users
Line User Uptime Host(s)
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0 con O root 00:01:13 local
130 vty 0 root 00:00:26 10.1.1.15
131 vty 1 root 00:00:04 10.1.1.15
SG2124G#

SG2124G#clear line 130
SG2124G#show users

Line User Uptime Host(s)
0 con O root 00:01:13 local
131 vty 1 root 00:00:04 10.1.1.15

SG2124G#conf t

SG2124G(config)#no service telnetd

% Telnet session is already in use.

SG2124G#

SG2124G#show syslog desc

May 3 21:45:19 SG2124G login[320]: root login on ‘pts/1' from ‘10.1.1.15'
May 3 21:45:16 SG2124G in.telnetd[319]: connect from 10.1.1.15 (10.1.1.15)
May 3 21:44:58 SG2124G sshd[314]: login OK from 10.1.1.15:4955

May 3 21:44:52 SG2124G sshd[314]: Child connection from 10.1.1.15:4955
SG2124G#

SG2124G#show running-config | include ssh

service sshd

show service sshd L& &Y

- fingerprint : Host Key2| HHs GRS =016t 28t gt
- private key : ZHJ| 2= ZA0NAME HIZII.

- public key : SoH2| 25 2A0MME SIH3|

i ]
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Mz o 2ol 1P EF
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1.4.7 A 5% =+ ANgls

Hot &Ae|E ol 22IX2 Telnet, SSH =10 22 2 FS[ME =2 Hstote JIsd
LICt.
SA BEX = HSIIsS MEotddY US HEUHE MEoHAAIL
HEO Qc s
line vty First_NUM Last_NUM | CONFIG Telnet LINE &8 R2==2 Mt LIC.
shutdown LINE VTY HI&2 bI&4d3 &Lt
SA BEX = HeI|IsS dlMotds US HEHE MEoHAAIL
=E=10! oc s
no shutdown LINE VTY H&2 43 LIl

<OX> 642 VIY(RAES) MES 1012 M&ECH 5ot LIHAI 500 M&EE XtH

SG2124G#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#line viy 1 5
SG2124G(conf ig-1ine)#shutdown
SG2124G(config-1ine)#end
SG2124G#show run
-1

line con O

login local

[ine vty 0

login local

[ine vty 1 5

shutdown

login local

|
end
SG2124G#
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1.4.8 Login Al A] &K S

IS XM 2etAStE oK O] Password 27 ZMAl AFE Al St &
= = ol
= — =

85 = 33
HZo &2 | Ct

Login-fail auto-deny JIs2 J|l2&43 Tl UA2M, Console, Telnet, SSH &0 2%
ol &= LICh.

Login-fail Al &XE JIsS AIE0td® U5 BE0UHE AIESHY A L.

330 Rl s

login-fail auto-deny [1-1440] | CONFIG A2t SOt 858 XIHGIES &LIC
(Default: 5 min)

Login-fail Al E8&XE JDIS2 &0I5tH™H OS BEUHE MESHNHAIL.
==L 2= s
. . QISAIN & IPRt &2 XHAIZ4S =
show login-fail auto-deny TOP ol & &L,

Login-fail Al E=XE JISS AHHGHAY O8 TEHE AMESIAAL.
gE0 = s
QISAII Al E5 XY Jls2 ANE
no login-fail auto-deny CONFIG Lct

<0l K> Login-fail auto-deny Jls 243t

SG2124G#conf igure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#login-fail auto—-deny 10
SG2124G(conf ig)#end
SG2124G#show login-fail auto—deny
login-fail auto-deny is enabled
block time is 10 minutes

Blocked Host Remaining Time(sec)

192.168.254.95 291
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1.4.9 BE|X 53

7|gtel CLI EZ SH|

CLI JIEte] H2SH Jlse EUIH S=& User 22 Privilege 8t2 JtA PrivilegeOll o
2t 2o AX &HHIQl CLI Jls2 M &L,
Privilege gt &&F0l W2t 1~1529 gt JiXIGY, 10| Jt& =2 gt0112, 1501 JId 2 &t
QLICH HFH2elX HE2 DEF2=Z 159 g2 JHNLD JA2H username BB UHE ot
4 Privilege 22 YAIE == UM, TAGHA %= 22 IHE =2 159 g2 &L
CLI J|8t H2S8H JIsS MEotHE U2 HHEHE MBS AIL.
oo 2c s
Vi <1- 2t modeZ2 2 level2 200t A2
privilege MODE level <1 CONFIG - © > T a
15> [CLI] st = QU= CLIE & FEgLIC.
<ho vilege use Top S U0l S=& Users2
W priviiege users Privilege gt& 20 =LILCH
CLI D|Et E2EHM JlsS MHoHAH OUS HEUHE AMSSHYAIL
oo 2c s
no privilege MODE level - = —
CONFIG sS& level & CLIE AMHIELICEH
<1-15> [CLI]
no username WORD CONFIG S5e MEBXNE AMELIC
Privilegetl Al AIEE = U= MODE= CtSt 2&LICH
Privilege MODE | JIsS
oxe Non Privilege Mode 0O|21L}, Non PrivilegeOil M enable S HE
xec S5l TOP ModeZ X &8 Mode LICk.
Radius /&2 &8 AAA user Default Privilege Level Mode &L
aaa
Ct.
config Configuration 0| Jts& Mode LUICH
dhcp DHCP Configuration &4 & Mode & LILC}.
interface Interface Configuration &34 Mode 2 LI|Ct.
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line ConsoleOlLt SSH Session0i] 2tst 4&0| Jts8t Mode & LILC.
qgos-class QoS Class map= 43¢ =+ U= Mode 2LILCt
qos-policy QoS &#&2 policy map2 &&& %+ U= Mode LIC}.
gos-policy-class QoS2| Policy mapdt Class 2t 4&0| Jt=g8 Mode &LICt
vlan VLANZ &3g = U= Mode LIC

== 8% Al 3l9 Level? Privilege? CLIE &9 LeveltlME &F5IX
E %Ot AFBE £ A28 =, CLIS Level &F Al =23t 0F &LICE.

<Ol Xl> Privilege Jls &%

SG2124G#conf igure terminal

Enter configuration commands, one per line.
SG2124G(config)#privilege ?

AAA users default privilege level

aaa
config

dhep

exec
interface
line

mstp
gos-class
gos-policy
gos-policy-class
vlan

SG2124G
SG2124G
SG2124G
SG2124G
SG2124G
SG2124G
SG2124G
SG2124G
S62124G
S62124G
S62124G
S62124G

e A S E R EEEEEE

)
)
)
)
)
)
config)
)
)
)
)
)
)

SG2124G#

config)#privilege
config)#privilege
config)#privilege
config)#privilege
config)#privilege
config)#privilege
#privilege
config)#privilege
config)#privilege
config)#privilege
config)#privilege
config)#privilege
SG2124G(conf ig) #end

Configuration Mode
DHCP Configuration Mode
EXEC Mode

End with CNTL/Z.

Interfce Configuration Mode

Line Configuration Mode
MSTP Configuration Mode
Q0S Class map Configurati

on Mode

Q0S Policy map Configuration Mode
Q0S Policy map Class Configuration Mode

VLAN Configuration Mode

exec level 1 show

exec level 1 enable
exec level 2 config
exec level 2 show

config level 3 show
config level
config level
config level
config level
config level
config level
config

3 ip
4 dhcp
4 line

4 poe

SG2124G#show privilege

mode

type level command

3 interface

4 threshold

level 4 hostname
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exec command 2 show

exec command 1 enable
exec command 2 config
config command 3 show
config command 3 interface
config command 3 ip

config command 4 dhep
config command 4 line
config command 4  threshold
config command 4 poe
config command 4 hostname
SG2124G#

SG2124G#show privilege users
AAA default privilege : 15

username level

test
test2
test3
test4

A~ wnND =

<Username “test1”Z LoginAl A& =% U= CLI>

login as: testt

test1@192.168.11.100"'s password:

SG2124G>enable

SG2124G#?

Exec commands:
enable Turn on privileged mode command
exit End current mode and down to previous mode
help Description of the interactive help system
quit Exit current mode and down to previous mode
show Show running system information

SG2124G#show ?
cli Show CLI tree of current mode
list Show command lists

<Username “test2”Z LoginAl A& % U= CLI>

login as: test2

test2@192.168.11.100"'s password:
SG2124G>enable
SG2124G#7?
Exec commands:
configure Enter configuration mode
enable Turn on privileged mode command
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exit End current mode and down to previous mode
help Description of the interactive help system
quit Exit current mode and down to previous mode
show Show running system information

SG2124G#show ?

aaa AAA Configuration commands
access—|ist List IP access lists
acl List QoS (MAC & IP) access lists
bandwidth Inter face bandwidth usage
bridge bridge protocol
cable-diag show cable diagnostic information
cdp Cisco Discovery Protocol(CDP)
class—-map Class map entry
cli Show CLI tree of current mode
clock Current time
cpu-acl show CPU access |ist

— 0|8 4= —

SG2124G#conf igure terminal

SG2124G(config)#7?

Configure commands:
exit End current mode and down to previous mode
help Description of the interactive help system
show Show running system information

SG2124G(config)#exit

SG2124G#show ?
cli  Show CLI tree of current mode
list Show command lists

<Username “test3”"2 & LoginAl AIE&& =% U= CLI>

login as: test3

test3@192.168.11.100"'s password:
SG2124G>en
SG2124G#7?
Exec commands:
configure Enter configuration mode

enable Turn on privileged mode command
exit End current mode and down to previous mode
help Description of the interactive help system
quit Exit current mode and down to previous mode
show Show running system information

SG2124G#show ?

aaa AAA Configuration commands
access—|ist List IP access lists

acl List QoS (MAC & IP) access |ists
bandwidth Inter face bandwidth usage

bridge bridge protocol

cable-diag show cable diagnostic information
cdp Cisco Discovery Protocol(CDP)
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class—map Class map entry
cli Show CLI tree of current mode
clock Current time
cpu-acl show CPU access |ist
—- olsh Mzf —

SG2124G(config) #7?
Configure commands:

exit End current mode and down to previous mode
help Description of the interactive help system
interface Select an interface to configure

ip Internet Protocol (IP)

ipv6 Internet Protocol version 6 (IPv6)

show Show running system information

SG2124G(config)#ip ?

acl Setting IP and MAC access list
connection—limit Source IP based connection |imit

dhecp DHCP Server configuration

domain-1list Add a domain to the DNS
domain-1ookup Enable Domain Name Service (DNS)
domain-name Set default domain for DNS

igmp Internet Group Management Protocol (IGMP)
name-server Add a Nameserver to the DNS

radius RADIUS configuration commands

route Establish static routes

tacacs TACACS+ client configuration commands

<Username “test4”Z LoginAl A& =% U= CLI>

login as: test4

test4@192.168.11.100"'s password:
SG2124G>en
SG2124G#7?
Exec commands:
configure Enter configuration mode

enable Turn on privileged mode command
exit End current mode and down to previous mode
help Description of the interactive help system
quit Exit current mode and down to previous mode
show Show running system information

SG2124G#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config) #7?

Configure commands:

dhcp Configure dhcp filter
exit End current mode and down to previous mode
help Description of the interactive help system

hostname Set system's network name
interface Select an interface to configure

ip Internet Protocol (IP)
ipv6 Internet Protocol version 6 (IPv6)
line Configure a terminal |ine
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poe Power-Over-Ethernet
show Show running system information
threshold Threshold configuration

SG2124G(config)#dhcp ?
filter Enable dhcp filter
log DHCP log configuration

SG2124G(conf ig)#threshold ?
alarm Temperature alarm
fan Fan setting

SG2124G(config)#line ?
con Primary terminal l|ine
vty Virtual terminal

SG2124GP(conf ig)#poe ?
pm-mode Power management mode
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M1&. 220ls SES
1.4.10 CPU-ACLZ St &2 2 SX|
22| X SwitchZ22 22 38 IPY XUHE IPE ZF5IH EZRE AAEXY 22
xetg = USLICH
ACLZ HZ2SHE ot A S26t0, ACL 82 & ol ol= HELIC
SG Switch Series= IPv4, IPv6E 25 X[&&LICt.
CPU-ACL J|sE AMEotdHH U3 HEUHE ASSHAAIR.
g2 2ec s
cpu-acl [snmp | ssh | Switch2 82¢g =+ U= snmplt
telnet ] [deny | permit] CONFIG ssh, telnet2| IP =48 S50l &
[IP_Addr | IPv6_Addr | any] 26 E0ILE HEE = JAEE LI
show cpu-acl TOP 28 WEs =og = UsLIb
CPU-ACL J|sE AMHSHHH OIS BEUHE ASSAAIR.
2380 BE s
no cpu-acl [snmp | ssh |
telnet] [deny | permit] CONFIG SE& CPU-ACLZS AMMIELIC
[IP_Addr | IPv6_Addr | any]
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<0l > CPU-ACL JIs29 &4dst

SG2124G#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig) #cpu-acl ?

snmp SNMP access |ist

ssh SSH access list

telnet Telnet access list

SG2124G(conf ig)#cpu-acl ssh ?
deny Specify packets to reject
permit Specify packets to permit

SG2124G(conf ig)#cpu—acl ssh permit 192.168.254.99
SG2124G( conf ig)#cpu—acl ssh permit 192.168.254.95
SG2124G(conf ig)#cpu—acl telnet permit 192.168.254.99
SG2124G( conf ig) #cpu-acl ssh deny any

SG2124G(conf ig)#cpu—acl snmp permit 192.168.254.99
SG2124G( conf ig) #cpu-acl snmp deny any
SG2124G(conf ig) #end

SG2124G#show running-config | inc cpu-acl

cpu-acl snmp permit 192.168.254.99

cpu-acl snmp deny any

cpu-acl ssh permit 192.168.254.99

cpu-acl ssh permit 192.168.254.95

cpu-acl telnet permit 192.168.254.99

cpu-acl ssh deny any

SG2124G#show cpu-acl

type action IP-Address wildcard bits
snmp permit 192.168.254.99 0.0.0.0
snmp deny any any
telnet permit 192.168.254.99 0.0.0.0
ssh permit 192.168.254.99 0.0.0.0
ssh permit 192.168.254 .95 0.0.0.0
ssh deny any any

1. Terminal JIs2 &M &% a0l Hoh M2t HEELILE

Terminal LengthE 022 &X&5H -More- E Al 80|
2= WHEs 88Ul 2E0WsLICH

E’;lC|
= I

i ]
N
[1}]
rr
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274

1.5

riok
ox

1.5.1 Host Name AH

2elXte 2elo HOE QoA ¥E ZTESITE) LEHLE HostnameS B1ZE £ USLICH
=& Z0tAl2 =D| Hostname2 “Z2 2 H(SG Switch Series) 2/ LIC}.

Hostname=2 B1&dold ™ S YEUHE MBI AIL.

==E=10! oc s

hostname name CONFIG Switch2 Hostnames B3 & LILCH
HostnameS Default 2t 2 HAGIHH S HEUHE A2oIAAL.

=E=10! Qc s

h CONEIG Switch2l Hosthame= Default & &

no hostname o2 wAsL|CH

<0l Hl> Hosthame HH& &

=

Pob
tol

I3t

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#

SG2124G( conf ig) #hostname HDN-TEST

HDN-TEST(conf ig)#

HDN-TEST(conf ig)#no hostname

SG2124G(config)#
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MY

1.5.2 2% S AlzZH 4%

2elel HoE ol Al2ts €8 € BHIY = Ue JIsS HMSELILL

ANAE AlZtS BEotdE US BE0HE ALEotEAIL.

[m=} —

o

330 = Jls
clock HH:MM:SS dd mm PREVIOUES ST AIZIS AEELC
yyyy TOP
ANAE AlZtS &0lotd8 Us BE0HE AISotEAIL.
880 2c Jls
show clock TOP HEE Al2tES =olgLt

<OlM> &M & A2t 28

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G#clock 16:24:10 10 05 2015

SG2124G#show clock

Tue May 12 16:24:10 2015

SG2124G#
= 1. AIZIS BZ0tH HAE AU As MEELICH
o Yo
ETEn] 2. NTPE &8t B2 +=32%2 AlZts €38 = glsut
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1.5.3 NTP / SNTP Setup

Time Server=z

NTP (Network Time Protocols)= Network &0 A Al2t2 HIS3dl=e 3
=0 AFSELICH

SH AZES HHAS22EZMN AAE Al2FS 1/1 000 sHtAl HEtotH &3

9.ﬂ Jlm

ol

NTP= A&ES Al2FZ2 NBoHI <{dh o Jhel Time ServerE Al
Time Server &0
Ct. NTPE &35

[m]

t=0l, tcd JHe
| AlI2t0] €&l Time ServerE Ot S AlZ2t0l HEetXE =QIgL
I Switche XI&E&E NTP ServerSlF XN&EXo= Message (UDP Time
O

Packet)S =1 ZOHA A2t BXE XFOIH SIISEH2ZM &M Al2tS &6 %=
0, NTPE &30t LFZA A2+ #HEQI0 |XIELICL
Switch?l syslog 2 mds detect-list, detect-history S2| Al2tE T &S| &0CI5tI| fIoHA

£ NTP ServerE S50t A2t RF= 20 SELICHL

0o
ol
4
0

NTP Server= Z2¢I& NTP ServerLl XAIHESZ 20t= NTP ServerE 25 A

o0, S5 [Ml= IP AddressLt Domain Name= AIZE&HLICH.

SNTP (Simple Network Time Protocol)= NTP2 Ot&EIIXIZ HESH A2tE 2&6H)| <ok
ANESHXI S, S&et delES MEoIH cdl JH2l ServerE AIE6t= NTP2t= 2l Al2t
2 Y| 2ol otLte Time Server2t AIEol)| 20 O A6t AIAYE Ss0E I8

g OIXIAH ELICH

L8, SNTP= Time ServerS Soll Al2tS JtAS [MOICH Al2tS Updatedotd| IH20I Al2*
O XD gg = JASLICH Clientdt AFESH= Time Server(l SHIJF st B2 UHS0l
S=& Time ServerE Soll Al2ts A SLICH

SG Switch Series= IPv4, IPv6E 25 XI&&LICH

NTP / SNTPE &&GI2H [0S YYUHE AIESotAAI2.
g3 Lo s
ntp authenticate CONFIG NTP 21&5= & & ELIC

ntp authentication-key <1-

NTP OI= key= MAELICH
4294967295> mds worp | CONFIG 4 o

ntp server IP_Addr [key <1-
4294967295> CONFIG
| preger | verison <1-4>]

NTP Server?l =AE XI&GtH, NTP
Clientz & &E&LIC

ntp trusted-key <1-

NTP KeyE A& LILE
4294967295> CONFIG eys A Tt
.B.C. jori SNTP Server2| =45 X[&GIH, SNTP
sntp server A.B.C.D priority CONFIG o}
<1-3> Client2 & X &HLICt.
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to int | <60-65535> CONFIG SNTP ABIOIA =D13 Al interval2
SNEp Interva A FELICH (Default: 720 sec)
to t t <1-10> CONEIG SNTP ABH 22| S&I Al Timeout AlZt
ntp tim - _
sntp eou £ A& gLICH (Default: 3 sec)
NTP /SNTP && LHES 05l US HEUHE ASold AL,
=L Lo s
show clock TOP ANAEN &FE Al2tS EOolgLICt.
show ntp associations ToP NTP serverol &FLioiS HOIBLICH,
[detail]
AAEO EF8 NTPS AEIE &olE
show ntp status TOP LiCh
SNTP server?| &S =QIEHL
show sntp TOP
Ct.
NTP /SNTP &4& LHES AtMsIAHE US HHEUHE ASola AL,
g3 Lo s
no ntp authenticate CONFIG NTP 21E= =DI|St&LICt.
no ntp authentication-key MAHE NTP QIZ keyE ZJ|318L
<1-4294967295> md5 CONFIG ol
WORD ’
no ntp server IP_Addr CONFIG NTP server2l =AE AMHIELIC
no ntp trusted-key <1- . oo
SFE NTP KeyE =J|3t&tLICt.
4294967295> CONFIG y et
no sntp server WORD CONFIG SNTP Server2| =45 AMHIELICEH

i ]

UESGPS

OF &LICY.

Network Time Server& 2 2H AlZ2t2 It SI13 Al21I| <
ol M= Management IPE Sot0 2|2 Time Server2t S&10]
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2. NTP/ SNTP Server= =04 300tA &&8< = UAsLILH
3. NTP/ SNTP ServerE &%

OlE2st A2t 2F JIs2 M

oo !
QI_I
4 40
%0
i)
-
o

<OlH> NTP && % &0l

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#ntp server 203.248.240.103

Translating "203.248.240.103"... [OK]

SG2124G(config)#ntp server 211.115.194.21

Translating "211.115.194.21" ... [OK]

SG2124G(conf ig)#ntp server 203.238.145.102

Translating "203.238.145.102"... [OK]

SG2124G(conf ig)#end

SG2124G#show ntp associations

address ref clock st when pol reach delay offset disp
-~203.248.240.103 204.123.2.5 2 = 64 377 0.0 0.1 1.0
*~211.115.194 .21 192.168.18.6 2 = 64 377 0.0 0.1 1.0

-~203.238.145.102 203.248.240.103 3 52 64 377 0.0 0.0 0.9
* master (synced), # master (unsynced), + selected, - candidate, ~ configured

SG2124G#

SG2124G#sh ntp status

Clock is synchronized, stratum 3, regerence is 211.115.194.21

actual frequency is 0.0000 Hz, precision is 2**x=17

regerence time is cd9dc526.aaeeab3b ( 2:21:42.667 UTC Mon Apr 26 2009)

clock offset is 0.000 msec, root delay is 18.343 msec

root dispersion is 10830.000 msec,

SG2124G#
1. NTP ServerE Mz X&st 22 5 min 04 Zd1 & NTP
Server2t2| SYNCOt &I D] Al & gL Ch.
2. NTP associations &Y
- address : NTP ServerZ XI&E €2 Server IP
- ref clock : NTP ServerJdt &J|3tE= &<2] NTP Server
=% - st : stratum Number
2= (301 160l Li2= B2 oY Serverll 858 £ g18)
#a -poll : s &2 Polling 2t
-reach : & JiIsst Al XIAH
-k : NTP Server2 SYNCZ 1D US
-+ : NTP %2 JIsohX2 SYNCE ©oF &
- - : NTP &2 JisohAIBE SYNC Jbts 2lA2ENAM
el e
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1.5.4 Timezone A%

22| Xt= Switch0l Timezone E@&E AtE0 J2lLIXI & AlZHGMT, Greenwich Mean
Time) Ui d&8a = UASLILL Timezone= tﬂjﬂoUﬂ SH AIAE2 M AlZE HE
= HE AIZUS A2 2 HECHH, syslogsWll JISEE= MZ2 eventtil M B EE Al2H0
HZELICH (TimezoneE H&5HI| &l JI=E sysIogEI AMZte HEE X LSLICH).

Ct.
P

[E 1-13] Timezone (GMT Al2).

Timezone | = Jt Timezone | = Jt
GMT+0 London, Lisbon, Dublin
GMT+1 Berlin, Paris, Rome GMT-1 Greenland, Portugal
GMT+2 Athens, Cairo, GMT-2 South Georgia
Jerusalem
GMT+3 Moscow, Dubai GMT-3 Buenos Aires, Brasilia
GMT+4 Tehran, Kabul GMT-4 Halifax, Manaus, Santiago
GMT+5 New Delhi, Karachi GMT-5 New York, Boston, Miami
GMT+6 Yangon GMT-6 Mexico City, Chicago
GMT+7 Bangkok, Jakarta GMT-7 Edmonton, Denver
GMT+8 Singapore, Beijing, GMT-8 San Francisco, LA, Seattle
Taipei
GMT+9 Seoul, Tokyo GMT-9 Anchorage
GMT+10 Melbourne, Sydney GMT-10 Honolulu
GMT+11 Vladivostok GMT-11 Midway Islands, Samoa
GMT+12 Auckland, Suva GMT-12 Howland Isnand

1. Default2 280 U= Timezone2 GMT+9L LICH.

2. Timezonel &&E GMT, GMT0, GMT+0~12, GMT-0~12,
Greenwich, Seoul, Tokyo, UCT, UTC, Universal, Zulu & &&i
ot HAE %= ASLICT

i ]
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Timezonel| €8 BdotdH S EHE MEHE AL,

380 ec Ns

timezone WORD CONFIG timezone= HZ&LILCH

Z& & Timezones 0ot S YEUHE MESHHAIL.

HEO Qc s
how running-confi . o
show running-config | TOP SHE timezoneS 2QI8LICH
include timezone
Timezone 882 XJ|&6ldH O3 THUHE AZ26IA AL,
==E=10! Qc s
no timezone CONFIG timezonesS =J|&}&fLILC}.

<0l M > timezone B1&

SG2124G#show clock

Thu Jun 12 11:05:35 GMT+9 2014

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#timezone GMTO

SG2124G(conf ig)#end

SG2124G#show running-config | include timezone
timezone GMTO

SG2124G#

SG2124G#show clock

Thu Jun 12 02:07:03 GMTO 2014

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#no timezone

SG2124G(conf ig)#end

SG2124G#show running-config | include timezone
timezone GMT+9

SG2124G#

SG2124G#show clock

Thu Jun 12 11:07:33 GMT+9 2014

SG2124G#
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1.5.5 DNS A%

Telnet, PingS2 FENHE AIE2E M IP Address U4l HostnameOlLl URLE &E 25}
H 22 Jlss =88 = UsLIL. URLS=S &2E 2E6t)| fiofd= DNS Serverg Xl
ol =0{0F &LICt.
DNC 2c2I0IHE J|ls2 IPv4, IPV6E 25 X2 &LICH
DNS ServerE 235t U3 YHUHE AIESHAAIRL.
=L RE s
[ - DNS server?| ip addressE & & &Ll
ip name-server [IP_Addr | CONFIG p
IPv6_Addr] Ct.
) o DNS client2 domain list& FJt&LI
ip domain-list WORD CONFIG ol
ip domain-lookup CONFIG DNS clientE &4 3sterLlC.
) ) DNS client® default domain2 &%
ip domain-name WORD CONFIG sHLICH
DNS Serverg &0igtei™ U3 TEUHE MESHNAIL.
==L BE s
) DNS server?2| ip addressE =QI&L|
show ip name-server TOP o
. o DNS client2 domain listE€ & 0QI&L|
show ip domain-list TOP o
] ) DNS client2| default domain2 &0l
show ip domain-name TOP _
gfLICt.
DNS ServerE AtHicted® O3 ZEUHE AMSoHAAIL.
T ec s
i - DNS server?| ip addressE AN gL
no ip name-server [IP_Addr CONFIG p
| IPv6_Addr] Ct.
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DNS client® domain list& 2tHIEHLI

no ip domain-list WORD CONFIG o

no ip domain-lookup CONFIG DNS clientE =XIgLICt.

DNS client2 default domains AHA

no ip domain-name WORD CONFIG SHLICH

<Ol Xd> DNS &€& & 4Kl

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z
SG2124G(config)#ip domain-I|ookup.

SG2124G(config)#ip name-server 192.168.10.10
SG2124G(config)#exit

SG2124G#

SG2124G#show ip name-server

192.168.10.10

SG2124G#

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#ip domain-1ist SGDNS

SG2124G(config)#exit

SG2124G#

SG2124G#show ip domain-1list

SGDNS

SG2124G#

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#ip domain—-name SG2124DNS.net
SG2124G(config)#exit

SG2124G#

SG2124G#show ip domain-name

SG2124DNS . net

SG2124G#

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#no ip name-server 192.168.10.10
SG2124G(config)#no ip domain—1ist SGDNS

SG2124G(config)#no ip domain-lookup

SG2124G(config)#no ip domain—name SG2124DNS.net
SG2124G(config)#

=== =
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1.5.6 Banner AHN

o)
]
on
J
ol
2

Login 3t G4 JtXl Messag 2 2 TelnetS Sl E55t= AAEXHOIA
&% 2 Login Al S58 MessageE MEZg = USLUICH O JIs= 0I8otH 22l Aot

== L
E A0 =2 AFE0ILE 8 E AMtetE SEE = AUsLICHL

BannerE &€& ot HL B8 ot LS EUHE AISotEAIL.

=E=10! BE s
=% Al 52 &= MessageE S5¢
banner begin word CONFIG LicH = ’

Login &Il Al £& &= MessageE

banner login-fail word CONFIG =50}

Login &2 Al &%= MessageE
banner motd {word | CONFIG :9 =N ;E g
default} S22 & XISt

Z& & BannerE AMl ot O3 S UHE MESHYAIR.

==L IS s
) &% Al =8 &= Messages A HE
no banner begin CONFIG
LICt.
) . Login &I Al &%= MessageE
no banner login-fail CONFIG AHIELICH
b td CONFIG Login &3 Al 2% = MessageE
no banner mo AFHIEHLCH,

<0l X > Banner &&

SG2124G(conf ig)#banner motd Welcome to HDN Switch Hub!!
SG2124G(config)#end
SG2124G#exi t

SG2124G login: root
Password: **x*x*xx*

Welcome to HDN Switch Hub!!
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SG2124G>
1. BannerZ X&E = U= SASE 2 256X AEE =
= U UICH
= o
E 2. “banner begin” & “banner login-fail’S =J|atcts R X

2 Login &1 Al Messagell &8 & Xl LSLICH
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1.5.7 L3 License

==
o -

SG Switch Series®| Routing JISs=S AE0otld ™ L3 License S5 2 L3 Firmware update
JF 2 EHLICEH
BGP, OSPF, RIP, VRRP s1} Z2 Routing JIS& Licenselt s5& 0IF2H AIEIJts &
LICFH.
LicenseE SE0otAl &2 *EH01I/d L3 Firmware2t &OIOIE & &d< TOP / EXEC /
CONFIG / INTERFACE ModeE H 28t LKAl 2&2] 20| Jts otH, NEE & 2
ol Cte 22 22 IEérm L3-0S License is required" HIAIXNIE ZAlStL] Top 2
ZH &2 LI
SG3000, SG3100, SG3200 Switch Series?l Z< License Keye= 252 EE LXK E2H,
License install ({22t Z AlE LIC}.
LicenseE SSotcdH Uis FEUHE MESIAAL.
o0 2c s
license install 13 KEYSTR CONFIG License KeyE S=¢&LILC.
S2¢5 LicenseE QlotaiH S HHANE AI=Z2oIAAIL.
==R=10) BPE s
show license TOP EE=& License 20 =g LIC
1. L2 Firmware &EI0 M LicenseE SE&t 32 AlAE THAIE O
2= ALt
2. L3 Firmware2 &HI0IE8t 0= LicenseE s=6t 42 AlAH
— MAIZOl 2ER5tH, MAIXGHA 2= E2 Licenselt SEEIX &
S= &LICH (Reboot E =
- gl . C ey . o
3. License = J|l& ME& XA ZSLICH Licenselt ERst 22 M3
A = YA SEEZ 22I6HAII| HHELICH
4. SG2008G Series HZ2 L3 License JIs= X&0o6tAl Z&LICH
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rr
N

<0 X> L3 Firmware update 0|% LicenseE S5}

SG2124G login: root
Password: #**%%xkkkx

SGOS version 2.2.5 SGL3-0S 01/22/14 11:39:55
% L3-0S License is required.
% |f you do not have the I3 license to upgrade your L2 0S image.

SG2124G>en
SG2124G#show |icense
L3 Dynamic Routing feature : Not installed
SG2124G#con t
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#router ospf 1
% L3-0S License is required.
% |f you do not have the I3 license to upgrade your L2 0S image.
SG2124G#
SG2124G#con t
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#license install 13 9bfbbff98183abab—001AF4.123456-287ed2c3c7aef58a
% Reload is required. Do you want to continue? (y/n): vy > AAE] TA|E T
% Successfully installed

SGOS version 2.2.5 SGL3-0S 01/22/14 11:39:55
SG2124G>en
SG2124G#show | icense
L3 Dynamic Routing feature : Installed
License Key . 9bfbbf f98183abab—001AF4.123456-287ed2c3c7aef58a
SG2124G#
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1.5.8 AA L =g

22| X0 CLI S8 E Aol 23 UEs HAS F0ls oo HHEOE 0l8oty &
HE RDE UHWES & o8 4 JASsUITH
Sl 28D Us HES &olsiddH UsS HEUHE MESIEASL
=E=10! 2c J|
TOP
show running-confi o wEss 2dsLt
9 9 CONFIG

=

<0l Hl> Default-Config Li& =0l

SG2124G#show running—-config

|

éervice password-encryption

|

Qsername root password xx*xx*xx
|

ip domain-lookup

|

snmp-server disable
|

bridge 1 protocol pvstp

!

bridge 1 pvstp vlan 1

no bridge 1 pvstp enable bridge-forward bpdu-flood
!

mds enable gel1-22 detect

mds uplink ge23-24

mds syslog enable

mds auto-config config-save

|

mls gos enable
|

inter face gel
|

inter face ge2
!

interface ge3
|

interface ge4
|

interface ge5
|

interface ge6
!
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interface ge7
!

inter face ge8
!

inter face ge9
!

interface gel10

interface geli

interface gel2

interface gel3

interface gel4

interface gel5

interface gel16

interface gel7

interface gel8

interface gel19

inter face ge20

interface ge21

interface ge22

inter face ge23

inter face ge24

!
interface lo

ip address 127.0.0.1/8
ipvé address :

interface vlanl.1

timezone GMT+9

!
service dhcp

no service sshd

[ine con O
login local
[ine vty 0 5
login local
!

end

SG2124G#
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23 U8 NZ

s 2 2 83 23 HE = W RE =0k HZolH €83 WES RAXoH)| fINA=E
A 288 WSS Switch WS MES A0 MEOHK0F SLICH

=L RE s
write [memory] TOP HEE HES JEIS0 HESLICH
SN €350 U= EEE HU 2
write terminal TOP ELICH (show running-config?t =
28h)
A H4F LES A& =L [ Switche MRS OffolH &8 UHES &
Belld, Switch S0 ZHot gag = AU

£

<0l M > Hostname % &

=3
-

SG2124G#conf igure terminal

Enter configuration commands, one per |ine.

SG2124G(config)#

23 MF

End with CNTL/Z.

SG2124G(conf ig) #hostname HDN-TEST

HDN-TEST(config)#
HDN-TEST(conf ig) #end
HDN-TEST#wr i te

Building configuration. ..
[OK]

HDN-TEST#
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d3 HE =018
s 2 2 #HF HdH0| HAE SwitchE & &0t Al JI2 83 Mz d8g = US
LICtH.
SwitchE Z2& =06tAIQ D2 &8 &t xJIg6llA ot dR0e O3 G8HE AIS
St AL,

HAHN I s

H48 HEs S& E0tAIY JIEa =z
factory-default CONFIG |51l

“factory-default” &
= LICH

i ]

A5lH XAsS2Z reboot

<OH> 28 WHE =JIst

SG2124G#conf igure terminal

Enter configuration commands, one per line.
SG2124G(config)#factory—defaul t

full reset to factory-default? (y/n): vy

HDNBR-2.5.12

* 0S Number : 1
: SG2124G 0S Image v2.2.6

End with CNTL/Z.

* 0S Name

* 0S Size 13119 KiB

* Build Date : 2014. 5.30 14:44: 5

Loading: ........ 16777216 bytes read
Initializing ......... .. Done

SG2124G login:
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1.6 A|AH! ME| HE

1.6.1 Network E{j =I91(Ping Test)

22| X2l SwitchJt Network0l SHIEH HZEH U=kl HEE 2I| f/AdiM= ping 23
HE MEBELICH. IP NetworkOiM ping Z&0H= ICMP (Internet Control Message
Protocol) Echo MessageE & &ELICH ICMP= LI &AEZS 2 =1 IP Packet =4IX &
22 HSot= 2HY Protocol2LICt. ICMP Echo MessageE 2t2 #4IXl= ICMP Echo
Reply MessageE S4IXZ2 =2 ZH-LICH

I

SG Switch Series= IPv4, IPv6E 25 XA LIC

ANEBHI A
2121 0f ac s
_ SHES HH5H0! Network 91Z Al
ping TOP EHE 2rolE ),

o Network & AEHE =QI&LILH(3
ping ip-address TOP

3l)
Ctrl+CE =d =XIoto| &EMX XX
ping ip-address infinite TOP MO Z Network HZ AEHE ZO0IE
LICt.
IPv6 Ping HAEE 5tad® 2 YHBUHE METAAL.
==L 2ec s
o ] Network o1& &EHE &OCIELICH (3
ping ipv6 ip-address TOP 3)
Ctrl+CE =d SXotol 8NtAl X
ping ipv6 ip-address infinite | TOP MO Z Network & AHE &0 &
LICt.
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ol

iy

<0l Xl > Network &2 AEN

o

SG2124G#ping 164.124.101.2

PING 164.124.101.2 (164.124.101.2) from 192.168.254.11 : 56(84) bytes of data.
64 bytes from 164.124.101.2: icmp_seqg=1 tt1=128 time=5.44 ms

64 bytes from 164.124.101.2: icmp_seq=2 tt1=128 time=0.688 ms

64 bytes from 164.124.101.2: icmp_seq=3 tt1=128 time=0.667 ms

-—— 164.124.101.2 ping statistics ——-

3 packets transmitted, 3 received, 0% loss, time 2124ms

rtt min/avg/max/mdev = 0.667/2.265/5.441/2.245 ms
SG2124G#ping

Protocol [ip]:

Target |P address: 164.124.101.2

Repeat count [5]:

Datagram size [100]:

Extended commands [n]:

PING 164.124.101.2 (164.124.101.2) from 192.168.254.11 : 100(128) bytes of data.
108 bytes from 164.124.101.2: icmp_seg=1 tt1=54 time=4.39 ms
108 bytes from 164.124.101.2: icmp_seq=2 ttl=54 time=4.73 ms
108 bytes from 164.124.101.2: icmp_seq=3 ttl=54 time=3.45 ms
108 bytes from 164.124.101.2: icmp_seqg=4 ttl=54 time=4.18 ms
108 bytes from 164.124.101.2: icmp_seq=5 ttl1=54 time=5.06 ms

-—— 164.124.101.2 ping statistics ——-
5 packets transmitted, 5 received, 0% loss, time 4040ms
rtt min/avg/max/mdev = 3.455/4.365/5.068/0.549 ms

SG2124G#ping ipve 2000::3

PING 2000::3 (2000::3): 56 data bytes

64 bytes from 2000::3: seq=0 ttl1=64 time=3.940 ms
64 bytes from 2000::3: seqg=1 ttl=64 time=1.242 ms
64 bytes from 2000::3: seq=2 ttl=64 time=1.214 ms

-—- 2000::83 ping statistics ———

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 1.214/2.132/3.940 ms

SG2124G#
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1.6.2 Packet A=z =9I

ol

i

A O]
PV

Switch 22| Xt= PacketOl SHX=Z JEA HA It B2

]
o
ol
I

LICt.

Traceroute & & Packet=
ES§LICH 2+ HA PacketOl &

s EX(*)Jt =52EULCH

= o3
A2H0I 2 Xl Packetel SEOI 2= 3R

po o
=}
rr
oY

W = HYIle ZZ20iCH DIS0t 2= Alzt

5l
=10

SG Switch Series= IPv4, IPv6E 25 XA LICH

Packet Z2E &0olotai® S BEUHE MESHHAIL.

=E=10! 2c s
S XX IP Address £= Hostname
traceroute TOP S99 SHsEsS H4F5I0 Packet 8=
HAZ2E F=HELIC
¢ te /1P Add S X X9 IP Address £= Hostname
raceroute {IP_Addr | TOP S Q5% Packet M ARE =X
IPv6_Addr} .

<0l Xl> traceroute =0l

SG2124G#traceroute 192.168.2.1

traceroute to 192.168.2.1 (192.168.2.1), 30 hops max, 38 byte packets
1 192.168.1.1 (192.168.1.1) 9.897 ms 9.599 ms 9.883 ms

2 192.168.2.1 (192.168.2.1) 9.921 ms 9.753 ms 9.893 ms

SG2124G#traceroute

Protocol [ip]:

Target IP address: 192.168.2.1

Source address:

Numeric display [n]:

Timeout in seconds [2]:

Probe count [3]:

Maximum time to live [30]:

Port Number [33434]:

traceroute to 192.168.2.1 (192.168.2.1), 30 hops max, 38 byte packets
1 192.168.1.1 (192.168.1.1) 9.897 ms 9.599 ms 9.883 ms

2 192.168.2.1 (192.168.2.1) 9.921 ms 9.753 ms 9.893 ms

SG2124G#traceroute ipve 2000::3

traceroute6

2000::3

traceroute to 2000::3 (2000::3), 30 hops max, 16 byte packets
1 2000::3 (2000::3) 4.908 ms 0.749 ms 1.068 ms
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Cable-diag Jls2 0Ol Z2dAl Cable &#& & CableliA 270t st 2AX & Zdst
Cable 2% &30 pe & HEE 22X

| et REES 22 % A0 Cable2 Ol4 8T %
o

Cable2l Z0/E 0!

A2t Domain BtAb SEB(TDR) JI&S AE5t0 Interfacel H&= Cablel
t

& = ¢}

& ¥ E4= JAMELILH BHEE Cable 20l ZAXIO0IEZ 242t9] EHIIF /S = U
A

SLICH

Switch®t PC & ZH|2t2 HZ0] H&(Link up)@! &% “ok"Z2 HAIZIH, Cable Z0/1E H
AGHRl 2 SLICH Switch0Bt Cable0l HZ T A0 ALEX PCOl= Cabledl A&
UK 2 2(Link Down) B2 “open"22 HAIEIHA Cable 201Jt ZAIELIC

HZ & Cable Z20/E &0lotcdd S FEUHE ASOHYAL.

02
oy

O 2c s

_ Interface0il H&ZE Cable 20/1E &
show cable-diag [IFNAME] TOP

2 SLICH
<0l X > Interfacetil HZ& Cable 20| &0l
SG2124G#show cable-diag gel
Port/ Cable State/ Pair Fuzz Length Cable
Port(Pair) Pair State Count Length
gel 0Ok 4 +/- - Meter
gel(A) Ok +/- - Meter - Meter
gel(B) 0] +/- - Meter - Meter
gel(C) 0] +/- - Meter - Meter
gel1(D) Ok +/- - Meter - Meter
SG2124G#show cable-diag ge2
Port/ Cable State/ Pair Fuzz Length Cable
Port(Pair) Pair State Count Length
ge? Open 4 +/- 1 Meter
ge2(A) Open +/- 1 Meter 3 Meter
ge2(B) Open +/- 1 Meter 3 Meter
ge?2(C) Open +/- 1 Meter 3 Meter
ge2(D) Open +/- 1 Meter 3 Meter

e

cable-diag 2&= 2~33 AdiolH O Z&&t Cable 2012 &0l

= UAsLICH

i ]
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1.6.4 8iX| H&Xt ol

Sl E58 AISAS0l ol E58 g4,
o 2 s= #og = UsLit

Login ID, &0t AtESQ! Al2t, &858t Host

HEO oc s
M EEDH Us AISXE =HoIEL
show users TOP 0
<UH> S X &0l
SG2124G#show users
Line User Uptime Host(s)
0 con O root 01:40:52 local
130 vty O test 00:00:09 192.168.254.120
SG2124G#
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1.6.5 MAC Table / MAC-Count

HZBE 2 Network EHILL Z2FE S22 FEH Data FrameOl ==4l1%H Switche= g
Interface? MAC AddressE MAC TableOll J|S5tH, JIS& MAC Address 2= Aging
Time (Default 300 s) & MAC TableOlA =J|3t& LIC.

MAC-Count = Interface®22 HZE 0 U= MAC Address®| =& &QIot= JIiO'LIEP
max-history= £& JI2F Hour (5 min &%), Day (1 h &2[), Month (1 d &%=)& JIE

O A= MAC Address ==J M ZAH InterfaceES MESILD XL2t Loge sz 1HI
JIgt= JlsgLU .

MAC-Count History Jls2 AIEdleiH S HEHE AESSIAAI2L.

==L 2ec s

- -hi Interface €2 JIS& MAC Count?
mac-count max-history CONFIG . == 5= |
enable History JI=S &4&3teiLICt.

Interfacelil JI=S& MAC TableS £8g [i= S BE0HE AIZotYAIL.

o0 2ec s

show mac-table [IFNAME] TOP MAC AddressE & &tLICH

h ¢ TOP Interface €2 J|=& MAC Address
mac-coun _ s

show mac-cou £ countsto EELIC

show mac-count max-history TOP /A28 &2l2] Max MAC Count

{day | hour | month} 2 Interface 82 E & &LIC

|./\I}\|9

OI|

MAC Table 2t&d HE Jletotcd® s BE0E AIE

880 ec )

i
b

or

clear mac address-table
{dynamic | multicast |
static} [address MAC_Addr | | TOP MAC TableE2 =D|&t&fLICt.
interface IFNAME | vlan
VLAN_ID] bridge 1

Max MAC Count 82E =J|st&Ll

clear mac count-history TOP ol

- -hi MAC-Count History Jls2 SXI&LU
no mac-count max-history CONFIG y =
enable Ct.
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<0l Xl > MAC Table &

Ol

= o

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G( conf ig) #mac—count max-history enable

SG2124G( config)#exi t
SG2124G#show mac-table

bridge VLAN port mac fwd timeout
1 1 ge24 000d.65e6.8504 1 300
1 1 ge2 000e.0c4e.d0d5 1 300
1 1 ge24 0010.308.4c86 1 300
1 1 ge24 00d0.ch22.1alb 1 300
1 1 ge24 00e0.ed10.8a38 1 300

MAC Count(Dynamic) = 5

SG2124G#
SG2124G#show mac—count

port mac-count

ge2

ge24

Total =

SG2124G#show mac-count max-history hour
Measurement Time (1 Hour) Incoming Port Max MAC Count

Thu Feb 25 10:28:10 2009 ge24 23
Thu Feb 25 10:23:10 2009 ge24 20
Thu Feb 25 10:18:10 2009 ge24 21
Thu Feb 25 10:13:10 2009 ge24 21
Thu Feb 25 10:08:10 2009 ge24 24
Thu Feb 25 10:03:10 2009 ge24 19
Thu Feb 25 09:58:10 2009 ge24 21
Thu Feb 25 09:53:10 2009 ge24 24
Thu Feb 25 09:48:10 2009 ge24 20
SG2124G#
1. MAC TableOil= 8K~Z ] 32KJHAl MAC Addressjf sS8E =
USLICH &HI'E MAC Address Entry === HE &XIJ10/=2]
AMIHEE ZDG6HAID| BHELICH
— - 2. MAC Aging Time (Default 300s) 0] U2 = &3& &=L
= MAC TableOl Fullel0i &5+ MAC AddressE S50tAl 26t0
E 1 DLFOt &g = USUC U ZH &&3&E Z=20l= MAC

Table2 2H MAC Address)t &= FJI2 AtetXlJ| S0l oY
MAC AddressE Destination®Z ol= Packet=2 DLF £
£ Clot & Network(ll Z2 Flooding0l Z445t04 Network

°f EHEOt Botg = UsLILH
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1.6.6 ARP Table

ARP Table2l W& Switch 22| IP2t =28 Network® 23S ARPE Edll IP Addresset
2 XI5tl= MAC AddressE ZU=ZS M XN=2Z JIZELICH. Network ZelXts EF IP
Address2 MAC AddressE ZI& ARP Tablell S&25l0d AI2E =% USLILCH

£3& IP Address?t MAC AddressE 2XIAII|cdEH S HHUHE AIEcHAAIL.

330 Rl s

IP Address2t MAC AddressE ARP

arp IP_Addr MAC_Addr CONFIG TableOll S=&HLC}.

ARP Table=S &0olctai® S YEHE MESHAAIR.

2 0f 2c ols

show ip arp TOP ARP HEE2E =& &LICH

S& ARP Tables AfMotd®H S EHE MESHEAIL.

880 ec s

+=Z2Z SE8 ARP TableE AMME
no arp IP_Addr CONFIG U

b,

<Ol Hl> Static ARP =Jt/AHA|

SG2124G(config)#arp 192.168.100.3 0000.0000.0007
SG2124G(config)#exit
SG2124G#show ip arp

[P Address MAC Address Interface Type
192.168.100.3 0000.0000.0007 vlani.1 static

192.168.100.5 00d0.cbOb.e37e vlani.1 dynamic
192.168.100.90 00e0.8161.9e8f vlani.1 dynamic
192.168.100.99 00e0.4ca5.6334 vlani.1 dynamic
192.168.100.100 001a.f400.0301 vlan1.1 dynamic
192.168.100.140 0013.2041.fbb2 vlani.1 dynamic

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#no arp 192.168.100.3

SG2124G(conf ig)#exit

SG2124G#show ip arp

87



M1&. 2eldls

Ir

System Status

[P Address

192.168.100.
192.168.100.

192.168.100
192.168.100
192.168.100
192.168.100
SG2124G#

MAC Address
3 0000.0000.0007
5 00d0.cb0b.e37e
.90 00e0.8161.9e8f
.99 00e0.4ca5.6334
.100 001a.f400.0301
.140 0013.2041 . fbb2

Interface Type

vianl.
vianl.
vianl.
vianl.
vianl.
vianl.

1

—_ s

dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
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1.6.7 Uptime {©H

22| Xt= M AlZH Switchel MRS H1) 2ES 0/F2H HHIE ALES A2t &2 1 min,
5 min, 15 min2t2| Switch2l Load AverageE &0lg = USLICH
Switch AtE Al2tS 0I5t O3 BHUHE AMESHYAIR
g3 Qec s
Switchel MRAZ2 A 0|F2H AIE&t
TOP o =
A2t S =elgLICt,

show system uptime

<OH> AIAE ALZ AlZE =0l

SG2124G#show system uptime
6:11am up 13 days, 11:29, load average: 0.06, 0.02, 0.00

SG2124G#
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1.6.8 CPU A\I8%

el Xte Switchel CPU AFEE 0
(RE8 0l SENR)C EZF A

4

CPU B2 AISEs oot Us 80 E MEotEAIL.

330 Rl s

Ja
o
o

Switchel CPU B2 AIEES

= UASLICH

show system cpu-load TOP

<OlX> AIAE CPU AtEE ol

SG2124G#show system cpu-Iload

Time sum user system
5sec 0.00% 0.00% 0.00%
30 sec 0.03% 0.03% 0.01%
1 min 0.03% 0.00% 0.03%
5 min 0.00% 0.00% 0.00%
15 min 0.00% 0.00% 0.00%
60 min 0.00% 0.00% 0.00%
all-time : 0.32% 0.01% 0.02%

SG2124G#
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1.6.9 Memory A%

22| e & 22 Daemon ProcessOll &&=
Memory EE2E &olg £ USLICH 22 Xe O

Il =2HE o2

Memory E 22t SwitchOlAd ALZ

Jls= Soi Zdlol

el
S 2ot =

Memory0fl gt B2 E &0Iotel®H O2 S UHE AESIAEAIL.
FHEO RE s
show system memory TOP Switch2 Memory AIE HEE &0l
[detail] &tLICt,
Switch2l Daemon process0il &Y &l
show memory TOP Memory ®EE 208},
<OIX> AAE Memory AIEE &0l
SG2124G#show memory
Library memories for [MI
Memory type Alloc cells Alloc bytes
Temporary memory 7181 725296
Hash : 1 80
Hash index : 1 4144
Hash bucket ; 28 2240
Thread master : 1 1072
Thread : 13 1456
Link list 42 3360
Link list node : 58 4640
Show : 1 560
Show page : 1 8240
Show server : 1 112
Prefix IPv4 : 4 320
Route table ; 4 320
Route node : 165 18480
Vector 3639 291120
Vector index 3639 297520
Host config 2 160
Message of The Day 1 176
Host config password ; 2 160
VTY if : 28 15680
VTY connected : 2 160
Message entry 9 720
Message handler 2 224
Host 1 176
Log information 2 224
Context 1 560
—- of3l Mz -
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1.6.10 Process AME}

ProcessE &0Iotel™ g Y

2olgr = UL 2elk= 0l JIsS St Zlol
Ae d2E Wag = AsLit

HEO Qc s
itche Daemon ProcessE & Q& L|
show process TOP ol

<0l XM > Daemon Process &

SG2124G#show process

PID NAME TIME FD
1 nsm 1d01h56m 6
14 authd 1d01h56m 8
15 lacpd 1d01h56m 10
16 stpd 1d01h56m 9
17 rstpd 1d01h56m 11
18 mstpd 1d01h56m 12
24 rmon 1d01h56m 14
26 |ldpd 1d01h56m 15
27 sflow 1d01h56m 16
29 pvstpd 1d01h56m 13
30 erpd 1d01h56m 16

SG2124G#
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1.6.11 FAN/ 2 Alarm &% gl =19l
Switch= FAN ¥ W2 2%0 2 Alarm Jls= HEotl A2, 22Xne 432 Solf
FAN S& 2& 2 Alarm 2& 432 HEE = UASLICH
2% Alarmo AR EE S0 2= 24N ChipE Sofl WE2 2% #olstod U
£ 250t 470 T Ol&0IHU -20 T Olotel B0l =&+, FAN Alarm2l 2 Switch
LH2 0l &EE FAN2 SZ0 Ol&t0] ZMs A S&ELIC.
ZHl2l FAN, Alarm &3 g2 HEGIHH U3 EEHE MESYAIL.
HAHN Qc s
threshold alarm high {VALUE
| default} low {VALUE | CONFIG Alarm 2% & Fg8LICt.
default}
threshold fan start {VALUE |
default} stop {VALUE | CONFIG FAN S& 2 &F & LI
default}
el LR 2% Z FAN, Alarm &€& 22 &01otel™ 02 S8 UHE AIEStAAIL
=E=10y 2= Jls
show system temperature TOP Switchel 2& & = oIgLIC.
<OH> &l W2 2% =0l
SG2124G#show system temperature
M/B Temp 43.0C
Qutside Temp : 30.0 C
Fan Start 20 C
Fan Stop 15 C
Alarm Low =20 C
Alarm High 70 C
SG2124G#
_EE. 1. Temperature Alarm= £&8& = U= 259 HA=
— Z|A -20 COIM ZCH 80 CLILICH
-l
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1.6.12 Version dH
S 23510 A= 0S Image2l Version & Build Version2 &0lg &= USLICH
=J| X Al X #S& = 0S Image Versions #01510f %4 OS ImagellXIE &0}
ADI BEEFLICEH
OS Image Version2 &QI5tHH 42 Y UHE AMESAAL.
=L RE s
show version TOP OS Image Version=S &QI&L|CH
50|

l

<0l Hl> OS Version

SG2124G#show version
SG-2124G-2.2.6 05/30/14 15:36:26
Copyright (C) HanDreamNet. All rights reserved.

SG2124G#
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1.6.13 System H™H

Switch2l Model Name, Main Memory Size, Flash Memory Size, Serial Number, MAC

Address, Boot Loader Version &8 &

=

= T/ o

stolst

= UsLICh

System 2 E E0Iote{H O2 BEUHE AMESIAAIL.
=R=10 Qc s
show system system-info TOP System 2 E EQISLICt

<OlH> A28 HE =0l

SG2124G#sh system system-info

Vendor . HanDreamNet

Mode | 1 SG2124G

Serial No : SG12387C0018
Main Memory : 512MB

Flash Memory . 64MB

MGMT MAC : 00:1A:F4:BC:00:3B
SF BASE MAC © 00:1A:F4:3C:00:3B
HW Version V1.2

BootLoader Version : 2.5.12

0S Version : SG-2124G-2.2.8
L3 License Feature : Installed

SG2124G#
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1.6.14 SFP Mode Definition (MOD-DEF)

Uplink InterfaceZ SFP Typelt 10/100/1000Base-T Type2l COMBO InterfaceE AtS&
F

= U2M SFP Modules &8 &S SFP Moduleg 2 % &M sZ&ol=
TypeOl (™ AHQIXE =Olg =~ A2, SFF-8472 #AE XI&dt= SFP Module
482 SFF-8472(Tx/Rx Power, Voltags, Bias current, Temperatures) 82
USLICH. SFF-8472722 Xl&ot= SFPUIA Alarm L£= Warning0| Z24s& &

Interface

iF%
=52
b

-

E

S0l &

A
= T

J

< syslog

Ol EventE J|=0olH, SNMP Traps & &EotEE 88 Z<0l= SNMP Trap-Servers 2

& EventE M S EHLICEH

SFP2t 10/100/1000T 250 Cable0l HAZZN U= AR SA=RI0t
T2 H0 U201, SFP Module L= Fiber Cable0l O0]At0] 2AY
10/100/1000TZ2 S4&IE AIZELIC

ron Hr

Ho
o T

A AR,

0F0
Ol

Combo PortOfl tHet E2E &elotdH Us EHE M

2 SFPIt

O oM
|0 JA

ot
At ==

880 ec Ns

show system sfp Port_No TOP SFP Module2| E2E =0lg

show interface media & =0l Interface Type=

[IFNAME]

o o

TOP

<0l K> Combo Portel H& =0l
- ge230ll SFP Module &%, Fiber2 S4l.

SG2124G#show system sfp 23
Identifier . SFP transceiver
Connector : LC
Encoding . 8B10B
BR. Norminal : 1300MBits'sec
Rate ldentifier:
Transceiver
Gigabit Ethernet Compliance Codes:
1000BASE-LX
Fibre Channel link length:
long distance (L)
Fibre Channel transmitter technology:
Longwave Laser(LC)
Fibre Channel transmission media:
Single Mode (SM)
Fibre Channel speed:
100 MBytes/Sec
Length 5
Link length supported for 9/125mm(SMF) fiber, 15000m
VendorName - HG GENUINE
VendorOUI > 0x000000
VendorPN : MXP-243S-15KM
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VendorRev :

WavelLength : 1310 nm

Options :
TX_DISABLE is implemented
TX_FAULT signal implemented
Loss of signal implemented

BR. MAX D 0%

BR. MIN D 0%

Vendor SN : 0187975
DateCode : 2007.05.09

Monitoring Type:
Enhanced Opt.
SG2124G#
SG2124G#show int media ge23
Interface: ge23 Active medium: Fiber
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1.6.15 Scanning 7|s

SG Switch SeriesOl A= NETBIOS2H TCP PORTE scanning ot Jls

LICt.

Mo
>
00
o
I
30
o>

Scanning JIsS 3ot US ZE0UHE AISoHYAIL.

330 =EE

s

netbios-scan {IP_Addr |
IP_Addre/Mask} TOP
[MAX_IP_Addr]

Hol& IP HRLHC netbios EEE
A0 SHLIC.

port-scan TOP

i

el A IPSH Port
TCP Port E25 AN

& =0oto
LICt.

i

port-scan {IP_Addr | TOP ol & IPS| TCP Port 1~1024 &2
IPv6_Addr} £ A ELICH
port-scan {IP_Addr | TOP doli& IPS] & TCP Port E2E &
IPv6_Addr} <1-65535> 20 SHLICH.
port-scan {IP_Addr | M IPo| KFE 9o TCP Port
IPv6_Addr} [MIN_Port_ Num | TOP o= A L0
MAX_Port_Num]
<0l Xl> Scanning &2 &0l
SG2124G#netbios—-scan 192.168.1.1 192.168.1.255
[P address NetBI0S Name Server MAC address
192.168.255.30  <unknown> <unknown> 00-21-9b-08-9a-66
192.168.255.60  COM-PC <server> <unknown> 60-eb-69-fe-11-f f
192.168.255.211 HDN-PC <server> <unknown> 00-02-b3-98-3a-22
SG2124G#

SG2124G#por t-scan 192.168.1.10 23 500
Scanning 192.168.1.10 ports 23 to 500
Port Proto State Service
23  top open telnet
80 tcp open WIWW
179  tcp open bagp

474 closed, 3 open, 1 timed out (or blocked) ports

SG2124G#

i ]

Scanning JIs& SwitchtH&™ 2.x Ol& 0 M8 XI& &fLIC
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1.6.16 TFM 7|

TFM(Traffic Flow Monitoring)2 FlowJ[gt2] ZLIHEE MSot= JIsSLIt
TFM Jis= &3d80otH X&et Portztel Protocol ANEES #Ho & = UsLIt. Jiss &
datet g/E8 EE= FYHC2 A9F Jls 28 =+ SlsLUIth £3, YSEENA
XEe Eci® 0122 IHA 2 drop MelgUt

ZI0H 320H0HA €8 Jtsottd, S8 ZEN default2 2=t &2 all drop rule0l =Jt
=)

TFM2 ACL rule2 AME0I2Z TFM rule 2822 ACL €8 It 123 ZagL
(TFM 30 2€38 Al ACL €& I+ 4010t =201SH SLICH) Wl JHSl rule AFLEAIOIE
g 8N 4&E ruled ek S&ELUCH

-

otLtel ARAXINA EdZES 2Fot0 2
o

Ch.
ot

IEHE otJ| RIHA= N:1Z mirror Al2! EciEE

cable loopE Sofl TFM FHEEN HZolH ZLIEHE /28 ZES2 vlans 2clAlZ

S ZFoldE ZE2ES0| E8EHE=E ZES 1:N22Z £F6H0{0F &LICH

vlanez Z22I& TFM ZEW A egress mirrorst EZHE S cable loop2 Sofl &S &ER

vlan H& &2 FOtal =00k &LICH (vlan 102 EHEEZ vlan 2022 mirror A2l &
cable loop2 & vlan 300 HZ5tH vlian 3022 X &S ZEN vlian 10 tag)t SHIAH &
, 21 IH2!'2 drop ELICH W2tM vlan 30 ZE0 vlan 10 tag IH2!2 vlan 30 tag®

 f

6PC§ ip monitor vlan-translate 10 30 && 0| ZR8&LICt.)
TFMOl AtE&l= Port E&= OfteHet 2 &LICH

= Mirroring Port

= Mirrored Port

= Input Port of TFM

* Output Port of TFM

[2% 1-1] TFM Port 8%

Mirroring Ports Cable Loop  Output Ports of TFM
7\ T — /‘\
7N \
« VLAN 10
e VLAN 20
* VLAN 20

, \ X |
ll‘ l.lﬂ“ Mirrored Port \ m m Server Group B

Server Group A (Flows 2 L|E{ @& A{H{)
(Flows =& C{{AF AH) Input Port of TFM
(VLAN translate from X to Y
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TFME Soil =2 = U= FlowE A= Otci2 Z5LICH

o

» Layer2 Source/Destination MACs
» Layer3 Source/Destination IPs
» Layer4 Source/Destination Service Ports

TFM JI52 SF62® 1S YB0E ABSHIAS.

330 Rl s

{ip | ipv6} monitor {any |
icmp | raw | tcp | udp}
SRC_PORTRANGE
DST_PORTRANGE
{SRC_MAC | SRC_MAC/Mask
| any} {SIP | SIP/Mask | CONFIG TFM Jls2 £ & &L
any} {DST_MAC |
DST_MAC/Mask | any} {DIP
| DIP/Mask | any}
[Comment | ratelimit <64-
100000> | vlan VLAN_ID]

DLHY dl= EHEN €2 VLAN
tagE mirror EciZE 54
Interfacel VLAN tagz &2t

SZ UL

ip monitor vlan-translate
ingress_packet_VLANID INTERFACE
New_VLANID

TFM D152 &Qloteid U3 ZEOUE ASSHYAIR.

80 L= s

show {ip | ipv6} monitor TOP TFM B 28 =olgrLICh.

TFM JIs2 AHoHHE O Y80 E ASE0tAAIL.
HAH N RIE s
no {ip | ipv6} monitor {all |
any | icmp | raw | tcp | udp}
SRC_PORTRANGE
DST_PORTRANGE CONFIG TFM &% Uois ARIELCH

{SRC_MAC | SRC_MAC/Mask
| any} {SIP | SIP/Mask |
any} {DST_MAC |
DST_MAC/Mask | any} {DIP
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| DIP/Mask | any}

clear count {ip | ipv6} =& & TFM count 82E€ =D/ &
. TOP

monitor LICt.

no ip monitor vlan-translate |\ repen o | VLAN tag BES SHEIELIC

ingress_packet_VLANID

<0l Xl > TFM(Traffic Flow Monitoring) && U

[eZ]
=

- oftLtel A0l A EEHE 28 2ULHE
1) gel-3 : TFM &2 ZE(22|= EiE £4), vlan 20 &F
2)ged :TFM %!é.* EZE,vlantag & &%, vlan 20, ge5%t loop HZ
3)ge5 : mirror £E, gel3-14 Eci® 4 &3F, vlan 10, ged4%2t loop A&
4) gel3 : UWIESA =4l ZE, vlan 50 &
5)gel4 : UERZD S& EE, vlan 60 & &

SG2124G#show running-config

vlan database

vlan range 10,20,50,60 bridge 1

|

mls gos enable

mds enable ge6-22 detect

mds uplink ge23-24

ip monitor any ge4 gel-2 any 192.1.1.2 any a

ip monitor any ge4 ged any any any 192.1.1.2

ip monitor any ge4 gel any 192.4.1.2 any any
!

inter face get

switchport access vlan 20

!

inter face ge2

switchport access vlan 20

|

inter face ge3

switchport access vlan 20

!

inter face ge4d

switchport access vlan 20

ip monitor vlian—-translate 50,60 20

!

interface ge5

mirror interface gel3-14 direction both
switchport access vlian 10

|

interface gel3

switchport mode trunk

switchport mode trunk acceptable—frame-type

= mirror SHX| ZE 3 TN &/EH
EZE+= mds disable

ny - gedollM =AE IS SIP It

192.1.1.2¢21 |31 2 gel,ge2 LEZ
SALSt &

> ged oM =AlFE THZF DIP 7t
192.1.1.2 2l T2 ge3 ZEZ MS

> ged oM =AE IS SIP It
192.4.1.292 T3 gel ZEZ ME

> gel-4 ZTE= TFM ruleol| MA™E A
olelel 2Tt EgEs WX TS
vian 22|

> ge13-14 2| egress mirror EgfjE 2
vlan50, vlan60 tag O[22 O|E&
vian20 22 H3t

- mirror ET 0|29 ZEL3
Egjmes g9x| AT E ylan 22]

al
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switchport trunk allowed vian add 50
|

interface gel4d

switchport access vlan 60

!

interface gelb

switchport access vlan 60

|

interface ge24

switchport mode trunk

switchport mode trunk acceptable—frame-type all

switchport trunk allowed vlian add 50,60
|

SG2124G#show ip monitor

[P monitor information.

SRC_PORTS DST_PORTS

|[P_Protocol Count VLAN Rate Comment

Source_MAC Source_IP SPort Destination_MAC Destination_IP DPort

ged gel-2

any 8 any

any 192.1.1.2 any any

ge4d ge3

any 30 any

any any any any 192.1.1.2 any

ged gefl

any 62 any

any 192.4.1.2 any any any any
1. TFM rulelt match Tl= EHE0| MDSUHAM 2 XAl MDS2| 24

i
10

=20t =J1 W20l TFM rule0l S0tk Z2ot2Z mirror X
A ZEQ TFMO &/&8 XL E&= mds disable2 & & &LILCH
48 Port EHIMA= Unit0l & MHZ U=HAH A 20 =

Unit& 0l &&aH0F &LICH (gel-24, xel : Unit0 / ge25-48,
xe2 : Unitl)

i ]

SG2024 Series, SG2200 Series, SG2128G Series,
SG2128GX Series, SG2152G Series, SG2152GX Series HMZ
2 ip monitor vlan-translate JIs2 XI&otXl Z&LICH

IPv6 TFM Jls& SwitchtH& 2.x Ol&f 0l A B XI& & LICH
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1.6.17 Mode Button AH

Switch &2 =20 Mode Button= AtE5t0{ MDS J|s2l DETECT/DROP £&E HEol=
A
e

s NEE ASLICH

L8t Mode Buttons 8=x0|& ZH 29 SwitchJl Resettl= Jlss 43 & £+ US
LIC}.

AL,

Oll

teA® C HE AtE

OII
0l0
02
0

Mode-button JIsS &

H
In

s

330

MDS 2E £ AHO Mode-button 2

mds mode-button enable CONFIG Z DETECT/DROP 2EDJ} HALES
S A& sHLC,

Mode-button=2 ZH 23 Switch

eset mode-button enable CONFIG _ = L
res . Ot resetsts JlS2 BASHELIC

Mode-button JISS AHMGIHHAYE TS BEUHE AIEotYAIL.

s

H
In

380

MDS 2EE AHO Mode-button 2

mds mode-button enable CONFIG Z DETECT/DROP R2ED} HALESE
S A& SHLIC.

Mode-button=2 Z H 23 Switch

reset mode-button enable CONFIG I} resetsle Jl=S EABELICH
= SG2000 Series, SG2200 Series, SG2128G Series, S5G2128GX
3= Serles SG2152G Series, SG2152GX Series M &2 Mode-button
& Jls2 A3l £&LICH
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1.6.18 XA HAl 7|

Switch= Config, Process, Hardware0il CH&t XtXl AL JISS HISgHLIC.
Switche FI|&Eez AF3OY L AXTMASH et KM ZAE o, 24 A
Z0 M0l Fl&EE Xz HUHE IR Y 210 =S ELICH
X AIEE ot Y Z2HAE &016ted U2 YEHE MESIAAL.
HAHN Qec s
X AlIEE 3ot AIE U4 =2
show process ToP NA 2= M2s sHolsL.
A AIE ZUE &5t U3 Y8HE MESAAL.
HAHO 2ec s
T2 NAO CHet TtMZAH Z2UE &ol
show self-test process TOP _
gtLICt.
SISOl CHEE KHMIZAF Z2UHE &0l
Show self-test hardware TOP sHLICH
X RZH ZAIE 8ot ZUE &QI5teM O3 TEHE MESIAAL.
HAHEO BE s
show integrity-check TOP UM 24 ZAE +8otD ZUE
(process|config) ES LI
St 0|

<OXM1> XA Al 23

=

SG2024G#show sel f-test process
process self test result
nsm daemon is running
ripd daemon is running
ripngd daemon is running
ospfd daemon is running
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ospf6d daemon is running
bgpd daemon is running
pimd daemon is running
piméd daemon is running
authd daemon is running
lacpd daemon is running
stpd daemon is running
rstpd daemon is running
mstpd daemon is running
imi daemon is running
rmond daemon is running
| ldpd daemon is running
sflow daemon is running
uipd daemon is running
pvstpd daemon is running
erpd daemon is running
snmpd daemon is running
inetd daemon is running
SG2024G#show self-test hardware
hardware self test result
Flash memory test success
Memory test success
Temperature is normal (37.5)
Fan status is normal
PSU status is normal
CPU load is normal
Memory usage is normal
SG2024G#

<0H2> 2Z4 AL 213 =0l
SG2024G#show integrity—-check config

- startup-config -

Original Hash : a9e115c742f10097933ba42011c659963c7edd5d1fe15805ec314576949919e5
Current Hash : a9e115¢742f10097933ba42011c659963c7edd5d1fe15805ec314576949919e5
Compare Result : Success

SG2024G#show integrity-check process

- nsm -
Original Hash : 31eab8835236949f13a73753c4aacd0c1792d2c4falae51c815d86e3c29af f7e
Current Hash : 31eab8835236949f13a73753c4aacd0c1792d2c4falae51c815d86e3c29af f7e
Compare Result : Success

- lacpd -

Original Hash : 6e39655aaf76dc3d66c1259¢ f4acd012af38a2ad98a0dfaac36a662c0b68e3a
Current Hash : 6e39655aaf76dc3d66¢c1259¢1fdacd012af38a2ad98a0dfaac36a662c0b68e3a
Compare Result : Success

- stpd -

Original Hash : 19f78a6cc4775402aec411afdb02fd72b79f0bd858268caa42171c490c586081
Current Hash : 19f78a6cc4775402aec411afdb02fd72b79f0bd858268caa42171c490c586081
Compare Result : Success
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- rstpd -
Original Hash
Current Hash
Compare Resul t

- mstpd -
Original Hash
Current Hash
Compare Resul t

- rmond -
Original Hash
Current Hash
Compare Resul t

- |ldpd -
Original Hash
Current Hash
Compare Result

- sflow -
Original Hash
Current Hash
Compare Result

- pvstpd -
Original Hash
Current Hash
Compare Result

- erpd -
Original Hash
Current Hash
Compare Resul t

- sensor -
Original Hash
Current Hash
Compare Resul t

© ed17d306b701e082e15c904f6200421aa7db71e46a20f c7c6d75e05d96deb2da
: ed17d306b701e082e15c904f6200421aa7db71e46a20f c7c6d75e05d96deb2da
: Success

. 52399af2660c04eb0901ce046a2eeeb85ebead440101860353a0b7d5064a852¢
. 52399af2660c04eb0901ce046a2eeeb85ebead440101860353a0b7d5064a852¢
: Success

. 59528965a56¢56db4afb3929e142¢32dfe67bad7af0f33a3989a46af1dba8713
. 59528965a56¢56db4afbh3929e142¢32dfe67bad7af0f33a3989a46af1dba8713
: Success

: 9fe8feel1c077505d9372cd77aab7dabbb8ec34b6fb46a0ae f900b68599bebf6
. 9fe8feel1c077505d9372cd77aab7dabbb8ec34b6fb46a0ae f900b68599beb f6
: Success

© 990482a721903b9a8e f£606836cc2e85376910248691 f57343ab0e85894b7395
© 990482a721903b9a8e f£606836cc2e85376910248691 f57343ab0e85894b7395
: Success

© 7bef03e316b063a47c09c6c7e79f329dfe86afb435300d229a5f 356822620159
: 7bef03e316b063a47c09c6c7e79f329dfe86afb435300d229a5f 35682262159
: Success

: 59305732ee3e370a32f212ce4{8627973ddd5154c85963 f b54e855364d3952d2
: 59305732ee3e370a32f212ce4{8627973ddd5154c85963 f b54e85536403952d2
: Success

. 5d45169ccbfa815aee77837bc1f1c57677e10ccce84827dd202e70d4b6acdba?
. 5d45169ccbfa815aee77837bc1f1c57677e10ccce84827dd202e70d4bbacdba?2
: Success
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1.7 Interface

1.7.1 Interface AEj| M H

SG Switch Seriesti A= Interface2t 2= AF F2E &0Iol= 0l X FEOUHE
MBS0t USLICH Interfacedt ActiveMEHCIX| OIHXIE EQlgle Aoz Mo HZE &
Ei =2 Interfacel Negotiation, =& AEHE &0Ict= YE W, Interface2 Inbound /
Outbound & AME¥=2 =0lots HdON, &M HZH0N S&otse Interface TypeOl SFP
Type®! x| RJ45 TypellXIE =0lot= BAN, Interfacelil 2&& Inbound / Outbound&l
ME2ESE Y Packet Error &M 21 S2 &olg = Uz PN S= Sofl == At
O 2tE Parameter gt= 0I8olM &HOH X2l ¥ Networkel ZH&E L Interfacell AISE
= Packetll HMelzs =tolg = USLICH
[E 1-14] Interface Default &3
HE =243
Interface AEH =& Jts
Auto negotiation Yes
Forward State FORWARD
VLAN VLAN1.1
Spanning Tree Protocol RSTP Enable
Interface S &8 AEIE 0ol H OIS YHUHE Ao AL,
g3 RE s
Interfacell H& AHH HEE &og
show port status [IFNAME] TOP Lic
show interface [IFNAME] TOP Interface & A2 E2E =0l &LICHL
show interface media TOP S& =0l Interface TypesS & Q&L
[IFNAME] Ct.
_ Interface & error S0l et N2
show interface stat [IFNAME] | TOP A2 Mus= =olst o,
) . Interface & switchport mode,
show interface switchport TOP VIAN 4% XS == =018t 0},
show interface bandwidth TOP Interface®l Traffic 82 & &QI& L]
[IFNAME] Ct.
Interface Al EEE x=JIgoieiH OIS BEOUHE AMSoIAEAIL,

107



M1&. 2eldls

Interface

=R=10 = s
| ) ¢ 1ENAMET | Top Interface & error S0l OIS NS
clear interface stat [. ] A2 "Mu= xo|sel 0
<0 HM1> Interface HZ AR} &0l
SG2124G#show port status
ena/ auto forward learn inter lastTime
port link speed duplex nego state  oper face | inkChanged
gel up 1g FD  Yes * FA  SGMII 2012/06/04 13:30:52
ge2 up 1g FD  Yes * FA  SGMI1 2012/06/04 13:30:52
ged up 1g FD  Yes * FA  SGMII 2012/06/04 13:30:52
ged4  down HD Yes * FA  SGMI|
ge5 down HD  Yes * FA  SGMII 2012/06/05 17:16:41
ge6  down HD  Yes * FA  SGMII 2012/06/05 11:14:43
ge7 down HD Yes * FA  SGMI|
ge8  down HD  Yes * FA  SGMI|
ge9 down HD  Yes * FA  SGMI|
gel10 down HD  Yes * FA  SGMI|
gell down HD Yes * FA  SGMI|
gel2 down HD  Yes * FA  SGMI|
gel13 down HD  Yes * FA  SGMI|
gel4 down HD Yes * FA  SGMI|
gel5 down HD  Yes * FA  SGMI|
gel6 down HD  Yes * FA  SGMI|
gel7 down HD Yes * FA  SGMI|
gel18 down HD  Yes * FA  SGMI|
gel19 down HD  Yes * FA  SGMII
ge20 down HD Yes * FA  SGMII
ge21 down HD Yes * FA  SGMII
ge22 down HD Yes * FA  SGMII
ge23 down HD Yes * FA  SGMII
ge24 down HD Yes * FA  SGMII
xel  down FD No * FA  XGMII
xe2  down FD No * FA  XGMII
SG2124G#
SG2124G#show port status ge7
ena/ auto forward learn inter lastTime
port link speed duplex nego state  oper face | inkChanged
gel up 1g FD  Yes * FA  SGMII 2012/06/04 13:30:52

SG2124G#

i ]

Learning operation2| &Ef =2

F : SLF (Source Lookup Failure) packet =&

==

forwardot= AHE

H
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A : SLF Packet == Learn (L2 FDB 0l &) ol= AtHY
D:FAERSE &0 UX LS AEH (Disabled)
C: max-macs &£&& MEHE UEHHH, max-macS XI&EGHAl &2

2L max-macl 2 XN&E=E A0 e FR0= HAl &
=l

<0l H2> Interface AIS &2 &0l

SG2124G#show inter face gel > EX Interface 27|

Inter face get
Hardware is Ethernet, address is 001a.f43c.000a (bia 001a.f43c.000a)
index 5001 metric 1 mtu 1500 duplex-full arp ageing timeout O
<UP,BROADCAST ,RUNNING, MULT | CAST>
VRF Binding: Not bound
Speed 1g
input packets 2,242,185 bytes 174,305,858 dropped O multicast packets 379,294
output packets 981,759 bytes 64,345,555 multicast packets 60,225 broadcast
packets 916,556
30 Sec input rate 6 pkts/s, 558 bytes/s, 0.00 percent utilization
30 Sec output rate 3 pkts/s, 373 bytes/s, 0.00 percent utilization
linktrap Enabled

SG2124G#show interface > Al Interface E7|

Inter face get
Hardware is Ethernet, address is 001a.f43c.000a (bia 001a.f43c.000a)
index 5001 metric 1 mtu 1500 duplex-full arp ageing timeout O
<UP,BROADCAST ,RUNNING, MULT | CAST>
VRF Binding: Not bound
Speed 1g
input packets 2,242,715 bytes 174,353,806 dropped O multicast packets 379,402
output packets 982,063 bytes 64,375,129 multicast packets 60,239 broadcast
packets 916,696
30 Sec input rate 7 pkts/s, 615 bytes/s, 0.00 percent utilization
30 Sec output rate 3 pkts/s, 420 bytes/s, 0.00 percent utilization
linktrap Enabled

Inter face ge2
Hardware is Ethernet, address is 001a.f43c.000a (bia 001a.f43c.000a)
index 5002 metric 1 mtu 1500 duplex—full arp ageing timeout 0
<UP,BROADCAST ,RUNNING, MULT | CAST>
VRF Binding: Not bound
Speed 1g
input packets 776,686 bytes 61,401,395 dropped 0 multicast packets 386,202
output packets 2,512,995 bytes 192,436,989 multicast packets 321,913 broadcast
packets 78,288
30 Sec input rate 1 pkts/s, 140 bytes/s, 0.00 percent utilization
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30 Sec output rate 7 pkts/s, 659 bytes/s, 0.00 percent utilization
linktrap Enabled

Interface ge3
Hardware is Ethernet, address is 001a.f43c.000a (bia 001a.f43c.000a)
index 5003 metric 1 mtu 1500 duplex—full arp ageing timeout O
<UP,BROADCAST ,RUNNING, MULT | CAST>
VRF Binding: Not bound
Speed 1¢g
input packets 121,954 bytes 9,609,965 dropped 0 multicast packets 340,497
output packets 3,095,725 bytes 229,818,539 multicast packets 275,510 broadcast
packets 23,055
30 Sec input rate 0 pkts/s, 114 bytes/s, 0.00 percent utilization
30 Sec output rate 9 pkts/s, 757 bytes/s, 0.00 percent utilization
linktrap Enabled

— ol M2t —

I
©

<0l M 3> Interface M2 AIE AE

SG2124G#show interface stat gel

Inter face get

iflnOctets 3 174,374,822
i fInUcastPkts : 1,006,997
i f InNUcastPkts : 1,235,988
ifinDiscards ; 13,935
iflnErrors ; 0
i f InUnknownProtos 5 0
i fOutOctets : 64,391,658
i fOutUcastPkts : 865,248
i fOutNUcastPkts : 116,966
i fOutDiscards : 155,090
ifOutErrors ; 0
i fOutQLens : 0
EtherStatsPkts640ctets : 2,893,297
EtherStatsPkts65to1270ctets : 213,836
EtherStatsPkts128t02550ctets ; 69,568
EtherStatsPkts256t05110ctets : 18,833
EtherStatsPkts512t010230ctets : 28,510
EtherStatsPkts1024t015180ctets : 1,155
Dot1dTpPort InFrames ; 2,242,985
Dot1dTpPor tOutFrames 5 982,214
Dot3StatsInternalMacTransmitErrors : 0
Dot3StatsExcessiveCollisions : 0
Dot3StatsInternalMacReceiveErrors 5 0
Dot3StatsLateCollisions : 0
[ fHCOutMul ticastPkts 5 60,246
| fHCInBroadcastPkts 5 916,779
EtherStatsBroadcastPkts 5 973,499
EtherStatsMul ticastPkts : 379,455
EtherStatsDropEvents : 0
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EtherStatsUndersizePkts
EtherStatsFragments
EtherStatsOversizePkts
EtherStatsJabbers
EtherStatsCRCAl ignErrors
EtherStatsCol lisions

SG2124G#

OO O OOO

i ]

2ol A2

MH

1. CRC Errordt £Mot= 2 : HZE Cable0|
g

=
04
=
0

2. Collisions Error)} &Mol= 2 @ & t Negotiation
o

Ol =tz 285X @2 3R

<0l X4> Interface Media Type &2l

SG2124G#show interface media

Interface:
Interface:
Interface:
Interface:
Interface:
Interface:
Interface:
Interface:
Interface:
Interface:
Interface:
Interface:
Interface:
Interface:
Interface:
Interface:
Interface:
Inter face:
Inter face:
Inter face:
Interface:
Interface:
Interface:
Inter face:
SG2124G#

gel
ge2
ge3
ge4d
ged
geb
ge’
ge8
0e9
gel0
gell
gel2
gel3
geld
gel5
gel16
gel7
gel8
gel9
ge20
ge21
ge22
ge23
ge24

Active medium: -
Active medium: -
Active medium: Copper
Active medium: -
Active medium: Copper
Active medium: -
Active medium: -
Active medium: -
Active medium: -
Active medium: Copper
Active medium: -
Active medium: -
Active medium: -
Active medium: -
Active medium: Copper
Active medium: Copper
Active medium: -
Active medium: -
Active medium: -
Active medium: -
Active medium: -
Active medium: -
Active medium: Fiber
Active medium: Copper

!

|
I

[

13
d

SG2124G Series= Combo Interface(SG2124G ge21-24, SG2148G
ged45-48, SG2124GXF gel13-24)0l Copper ¥ SFP Interface0l SAl
ol &8st Z2< SFP Interface Jt Copper Interface 2Ct & 01AE
LICH.

<0l X5> Interface AT £& HE =0l

SG2124G#show interface switchport
Interface Switchport Ingress Acceptable Default Configured
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name mode filter frame type Vlan Vlans

gel access disable all 1 1

ge2 access disable all 30 30

ge3 hybrid disable all 1 1,20

ge4d hybrid disable all 1 1,20

gebd access disable all 1 1

geb access disable all 1 1

ge’ access disable all 1 1

ge8 access disable all 1 1

ge9 access disable all 1 1

gel0 access disable all 1 1

gel1l access disable all 1 1

gel2 access disable all 1 1

gel3 access disable all 1 1

gel4d access disable all 1 1

gelbs access disable all 1 1

gel6 access disable all 1 1

gel7 access disable all 1 1

gel8 access disable all 1 1

gel9 access disable all 1 1

ge20 access disable all 1 1

ge21 access disable all 1 1

ge22 access disable all 1 1

ge23 access disable all 1 1

gez24 trunk disable all 1 1,2,3,4,

5,6,7,8

SG2124G#
<0l HI6> Interface Bandwidth AIES& & &0l
SG2124G#show interface bandwidth ge23
port receive receive receive sent sent sent
name time pkts/s bytes/s bits/s pkts/s bytes/s bits/s
ge23 b5s 1 68 544 0 57 456
ge23 30s 0 56 448 0 87 696
ge23 1m 0 68 544 0 160 1,280
ge23 5m 0 49 392 0 128 1,024
ge23 15m 0 34 272 0 60 480
ge23 60m 0 27 216 0 20 160
SG2124G#
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1.7.2 Interface

Cable0l HZEH O =CH2=ZE=
= UASLICH

=

=clHeZ HE2ds dHz g

S35 MEHQ! InterfaceE HIEAHS AEHE A80IHdMH O3 HEHE AIE0HAAIL
HEO 2 s
InterfaceE HIE 43 ABZ &3 LU
shutdown INTERFACE o
Interfacelt S43H/HIZH3 AEHCIA 20I5tei®H OIS HEHE AIE3NAIL
=E=10! Qoc s
h AZ AE H2E Soll Interfacel &
show port status IFNAME TOP M3 AEIZ OIS T}
show running-config TOP S MEHE S Interfaces 243
interface IFNAME AEHE S olg LIt
HEAH3 MEHIEZ 433 YE InterfaceE CtAl 24SAII1HY OS SEUHE ASHYAL
HEO 2= s
no shutdown INTERFACE InterfaceE 43t Atz &F&LIC
<0l Xl > Interface E43l/HIEH3}
SG2124G#conf igure terminal
SG2124G(config)#interface ge9
SG2124G(config-if)#shutdown
SG2124G(config-if)#end
SG2124G#show port status ge9
ena/ auto forward learn inter lastTime
port link speed duplex nego state  oper face | inkChanged
ge9 lena HD Yes = FA  SGMI| 2009/04/13 22:25:55
SG2124G#

SG2124G#show running-config interface ge9
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interface ge9

shutdown

[

SG2124G#

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#inter face ge9

SG2124G(config-if)#no shutdown

SG2124G(config-if)#end

SG2124G#
SG2124G#show port status ge9
ena/ auto forward learn inter lastTime
port link speed duplex nego state  oper face | inkChanged

ge9 up  100m FD  Yes FORWARD FA  SGMII 2009/04/13 22:27:53
SG2124G#

SG2124G#show running-config interface ge9

!

interface ge9

|

SG2124G#

Interface® AEND} “lena”2 EAIZHAM HIEAS AEjR 2L, =2l
MOl Linke HZEL &H AEE == SisLCh

i ]
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1.7.3 Interface Negotiation &7
Switch@| Interface= A& & U2l 85 =52 Duplex 2E0 AU=Z22 XF0H =XH6t

= Auto Negotiation J/s0| Default2 & &0 USLICH

A

Interface® &% =5 2 Duplex

DEE SN US I

S0 E AMESOIEAL.

=L Lo s
Interface®l Auto Negotiation2 =Xl
speed {10m | 100m | 1g} INTERFACE 5D M2 ac= MRS
Interface®l Auto Negotiation2 =Xl
duplex {full | half} INTERFACE 513 duplex RC2 SFELIC
Interfacel #& =& 2 Duplex 2EE E0I5ta¥ U3 B OHE AIESHYAIRL.
2380 Lo s
h IENAME Top oz A HEE Sl Interface?)
show port status ML G AEHZ BOISHL|CH
show running-config TOP HF MEHE Sl Interfacell &S
interface IFNAME =5 MEHE =olgLIL.
Interfacel && =& 2 Duplex 2EEE IS5t H OIS BEUHE MEIIYAIL.
g3 Lo s
Negotiation &EHE Auto=2 HEE LI
duplex auto INTERFACE cl
Negotiation &EHE Auto2 HIeL
speed auto INTERFACE cl
1. Speed % DuplexE & &8t Interface= Auto Negotiation Jls
Ol No2 &Z&ELILCLL
2. Auto Negotiation J1s0| Yesg& H&T X %2 Interface=
== Auto MDIXZ XI®I5tX 220, Auto MDIX S 0/25t7| 2/ Al
&= mdix force-autoE &G OF & LICt (1.7.4 Interface
#n
MDIX &€& &=xX)
3. Fiber Media Ethernet2l &< Full Duplex2¢8t S&3IE 2

DS BHEg &+ glsLIth

Duplex
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<0l KI> Interface0ll Negotiation &&

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#inter face ge9

SG2124G(config-if)#speed 10m

SG2124G(config-if)#end

SG2124G#
SG2124G#show port status ge9
ena/ auto forward learn inter lastTime
port link speed duplex nego state  oper face | inkChanged

ge9 up 10m FD  Yes FORWARD FA  SGMII 2009/04/13 22:34:07
SG2124G#

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#inter face ge9

SG2124G(config-if)#duplex full

SG2124G(config-if)#end

SG2124G#
SG2124G#show port status ge9
ena/ auto forward learn inter lastTime
port link speed duplex nego state  oper face | inkChanged

ge9 up 10m FD No FORWARD FA  SGMI1 2009/04/13 22:35:23
SG2124G#

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#inter face ge9

SG2124G(config-if)#duplex auto

SG2124G(config-if)#speed auto

SG2124G(config-if)#end

SG2124G#
SG2124G#show port status ge9
ena/ auto forward learn inter lastTime
port |ink speed duplex nego state  oper face | inkChanged

ge9 up  100m FD  Yes FORWARD FA SGMII 2009/04/13 22:36:37
SG2124G#
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1.7.4 Interface MDIX A%

DirectE L
Cross)Jt %ﬁLIEP %
Mz g J182e o

DI (Medium Dependent Interface)2t CrossE
gidoz 2 J|E &4l 22l HZ Y M= Cross Cablez HAZSIH
2 Direct Cable2

LIEtLH= MDIX (MDI

AZ3H0 HAZSLICY.
Interfacelil= Auto MDIXJF E&E 0 JUNH Switchet HZ &= Cable Typelll &2810] At
2 £+ UAEE T JUSLICH DU Interfacell &8 2 BHZ 50 Auto MDIXJL Disable
MElZ S&6te Z220= Cable TypesS 22l XD &016H0{0F &HLICEH
22| Xt= Interfacell MDIX ¥ S Soll Interfacelil 2Z %= Cable2 Types ZH=Z &
dotd 28 = USLILHL
Interfacel MDIX S& 2S£ HFoIHH U2 YEUHE MESIAAL.
HAH O ec Jls
Negotiationt A2t810| &4 Auto
mdix force-auto INTERFACE MDIXzZ S&ol=s Z4F&E LI
(Default)
) Auto MDIXZ Disable otH, &4 MDI
mdix normal INTERFACE 2 =xzc= M™ELC.
) Auto MDIXE Disable at(H, &4
mdix xover INTERFACE MDIXZ SX3lc= A=atLCl,

= X*
S =

Interface2l MDIX

CEEE =0otdY S

=R=]0 = s

show running-config TOP Interfacell 4% AEHE Sol MDIX &
interface IFNAME a3 MNEIE ZOolELICh.

show port mdix TOP MDIX & & &AEE =QClgLICt.

Interface® MDIX S& ZEE XD|56tHE OIS HEOE A=ZoIA A2,
HHO oc s
mdix auto INTERFACE mdix &8 ZEE =J|&ELIC.
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= Gigabit Ethernet Interface2l MDIX &#&& force-autoE Default2
= XI&56tD UANH Negotiation2 L &ol= R0 & MDI & MDIX Cable
-1 g ] £ EE0ot0 AMEE = USLICH

<0l Ml > Interfacedii MDIX &&

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface ge9
SG2124G(config-if)#mdix xover
SG2124G(config-if)#show running-config interface ge9
!

interface ge9

mdix xover

|
SG2124G(config-if)#
SG2124G(config—if)#mdix normal
SG2124G(config—if)#show running-config interface ge9
|

inter face ge9

mdix normal

!

SG2124G(config-if)#

SG2124G(config-if)#mdix force-auto
SG2124G(config—if)#show running-config interface ge9
!

inter face ge9

mdix force-auto

!

SG2124G(config-if)#

SG2124G(config-if)#mdix auto
SG2124G(config—if)#show running-config interface ge9
|

inter face ge9

[

SGZ124G(config—if)#
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1.7.5 MTU 44

MTU (Maximum Transmission Unit)= Ethernet &&0lA &%= Packet?l

™ 1,518Byte2Ct 2 Jumbo Frame2 =4lg == USLICH

Interface®l MTU gtS Z£&otdd® US SE0HE MESHHAIL.

ESu
S22 Ethernetlld 31E &= H<= 64Byte~1,518ByteLICt. Network EHIS=2
22 Ol&0ID{LE 0I5t2! PacketE =#4ldte 22 oY Packet2 RAIEIG, MTUg

=2
=

0d & A
Qb o OF

M
=

330 Rl s

mtu <64-9208> INTERFACE MTU gt= &

Interfacelil €& & MTU gt =05t s BEHE MESYAIL.

g8 == s
show running-config TOP Interfacell €& &tHE Sofl £F&
interface IFNAME MTU gtS =l gL,

Interfacelll &&= MTU &2 =J|stotd® U3 BEUHE AMESotAAIL.
880 ec s
no mtu INTERFACE MTU gt2 =JIst& LI,

<0l XMl > Interfacedi MTU &3

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface ge9

SG2124G(config—if)#mtu 9208

SG2124G(config-if)#show running-config interface ge9
|

inter face ge9

mtu 9208
|

SG2124G(config-if)#no mtu

SG2124G(config-if)#show running-config interface ge9
|

inter face ge9
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|
SG2124G(config-if)#

Default MTU gt2 1500 Frame&! L|C}.

[
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1.7.6 Flow Control AH

Switch@| Ethernet Interface= =4! Bufferfil (& 32!

HdE= HMEtotdl o &4l Interfacell Al €& A2t S¢t Packet 8&= =Holcte A
MessageE 2 Y LICt. Ethernet Interface @Al THE AIAROCZL2H X MessageE 22
o 2AX A2t SOF Packet &S SHHELICH

Ethernet Interfacelil &% =X &S (Flow Control)E &85t ™H s YEAHE AIEoHY
A2,

d80 = s
flowcontrol [receive | send] S SXN UGS E BlUie Jlss 8438
INTERFACE
[on | off] LICt.
Interfacelil €& = Flow ControlS &0Qlctei® S ZEOUHE AMESHYAIL.

g8 == s

show running-config Top Interface2l 2€8 &EiE Solil Flow
interface IFNAME Control2| €& &EHE QI LICH

Interfacelll &&= Flow ControlS =J|alotdidH S HYHUHE AIESIAA L.

HEO = s
ME SX AMSE BElE JlssS &HE
no flowcontrol INTERFACE LicH

<0l Xl > Flow Control &%

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface ge9

SG2124G(config-if)#f lowcontrol receive on

SG2124G(config—if)#show running-config interface ge9
[

inter face ge9
flowcontrol receive on
|
SG2124G(config-if)#no flowcontrol

SG2124G(config-if)#show running-config interface ge9
|

inter face ge9
|
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1.7.7 Interface A2%F =10l

-

2l At= 2t Interface® 55,30 s, 1 min, 5 min, 15 min, 60 min B2 Traffic

9]
2
a
>
10
4

2t Interfacell EZ Traffic2 EC6ldXH OUS HEUHE AMSoIAAIL.

=R=10 I s
show bandwidth [TFNAME] TOP Interface® B Traffic2 &QI&LIC
show [interface] bandwidth - ) o=
TOP Interface® HEZ Traffic2 &QI&LIC

[IFNAME]

<0l M > Interfaceg AI=2g =0l

SG2124G#show bandwidth ge24

por t receive receive receive sent sent sent

name time pkts/s bytes/s bits/s pkts/s bytes/s bits/s

ge24 5s 116 122,738 981,904 82 12,715 101,720

ge24  30s 69 75,802 606,416 48 9,432 75,456

ge24 m 62 73,188 585,504 4 9,142 73,136

ge24 5m 50 81,265 650,120 31 14,006 112,048

ge24  15m 46 97,117 776,936 29 19,264 154,112

ge24  60m 46 97,552 780,416 28 20,846 166,768

1. receive : SwitchJt 8= Trafficzf

2. sent : SwitchJt LHE WY Trafficz
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1.7.8 Port Mirroring 4%

Port Mirroring2 XI&& &tLISl InterfaceflAd ZLIEHE Oaez XEE oiLh 0lae
InterfaceE Sol 8&E&H= 2= Packet2 =AI6HH ZLIHE & = JAEE ot JIsgul
Ct.

g = QACH, BLUHE U4

ZI 4JH(SG2200 Series = 1J0)IHA AtESE

Port Mirroring2
oz XN&EE Interface= SSoiAN &8 = Si&LIGHL

Port MirroringS £&cted® OS2 ZEUHE MEGHHAIRL.

HAHN 2= s
mirror interface PORTRANGE SUEE & Interface B9 o
direction {both | receive | INTERFACE Packet M2 Brats XMLl

transmit}

Interfacelil && & Port Mirroring2 &0I5tH ™

2380 Lo s

] Port Mirroring €& &EHE &0olgLl
show mirror TOP o
show running-config TOP Interfacell &% &EHE Soll Port
interface IFNAME Mirroring & & AEHE =QI&LICH

Interface0l €& Port MirroringS x=J|3loteiX OIS HEUHE AMSGIYAIL

g3 Lo s
no mirror interface
PORTRANGE [direction INTERFACE Port Mirroring & &2 o M & LILCt.
{receive | transmit}]

<0l Xl > Port Mirroring &%

SG2124G(config)#interface ge9
SG2124G(config-if)#mirror interface gel direction both
SG2124G(config-if)#end
SG2124G#show running-config interface ge9
[
inter face ge9
mirror interface gel direction both
[
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1.7.9 Power Saving (Green IT)

Power Saving2 Link Down& Interface0l CHoll Auto = Schedule0ll 26l Interfacedl

> Of

e [y

= A= JIsgLth

uor kN

g2 Auto Mode

= NE2 2HZ Power Downdtd ZI0f 70%0|A2 &2 H2Z St&Z Green ITE

InterfaceJt Link Down&l= &2 InterfaceE Power Downdtl, Link Up&l= Z20 = At

S22 Power Up oliF= Jls

£2 Schedule Mode

A2t @Y, XIZ A2, InterfaceE XI&GH0 XIEE Al2H0l Link Down& InterfaceE &

M Z Power Down == Jls

&= Recover Interval

Schedule Mode AlZ Z0l2t= Link Up& = Interfacelll= Power UpOl € =

Up Interfacedt EMot=Al FIIH2Z 2 Alct= Alzt

[O2& 1-2] Power Saving

5

il

Normal Anto
Power-Dawn
B reomoom Hoeen Mook GRO MmW/pore
B St Moo, bdaos 1@E mW/pors
BB Srondoy Sosmc dosen Ao AG MW/ pors

* Octal PHYs

All 65 nm, 90 nm & latest .13 um support

Auto and Standby Power Down Modes
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Interface0il Power Saving2 & &5t ™ Ct

0
2
i
Z_
OII

},/\I}\|9

=L RE s
power-saving auto CONFIG Power Saving Auto ModeE && &
PORTRANGE Interface HRIE SIS LIC
g(;wi:r;_s.avmg Ruf_No bay CONEIG Power Saving Schedules &3 &
art_Time Duration

— HZ MEHSH | [

PORTRANGE Interface B®IE | Ct.
-savi Power Saving Schedule &3& Al

power-saving recovery CONFIG g

Interval

Link-Up Check Interval& & &§&LIC

Power Saving2| &S 20Iotei® UsS TBEUHE ASotE A2,

Bl

380

IS

s

show power-saving

TOP

Port Redundancy Groups & Q&L
Cl.

Interfacelil &&= Power SavingS =J|&lolaid OIS U E AMSolAAIL.
=N B s
-5aVi Power Saving Auto Mode && & =7|

no power-saving auto CONFIG rov g
PORTRANGE SterLICh.

\a Rule N CONEIG Power Saving Schedule &&2 =D|
no power-saving Rule_No S18HLICH

. Power Saving Link-Up Check
Nno power-saving recovery CONFIG Interval A=< =758 L|C}

/\-| I-I |.I| <LD°F E

i ]

Power Saving2 Schedule modeZ & &8t = recovery Interval2
Z220l= Scheduled
Link-Down& Interface= Power-Down&l Of
Power-Down &EHE

XN&E= AlZE WOl 8 B0lcetxe

Hostot && 33T

=X LIC
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<0l K> Power Saving &3

gel-4 : 19 h2H

5h S #& J|s AE. Link-Up Check =)= 60 sz &%

ge5-8 : Auto Power Saving Modez &3

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig) #power—saving auto ge5-8
SG2124G(conf ig) #power—saving 10 0 19:00 300 gel-4
SG2124G( conf ig) #power—saving recovery 60

SG2124G( conf ig) #end

SG2124G#show power-saving

Recovery Inteval

: 60 sec

Rule Days

ApplyTime Minute Por tRange

10 Al IDay

19:00 300 gel-4

Port Static-Power-Down Auto-Power-Down

gel  PowerDown Disable
ge2  PowerDown Disable
ge3  PowerDown Disable
ge4  PowerDown Disable
ge5 Disable PowerDown
ge6 Disable PowerDown
ge7 Disable PowerDown
ge8 Disable PowerDown
ge9 Disable Disable
gel0 Disable Disable
gell Disable Disable
—— 0|5} M2f —
SG2124G#
Power Saving Interface Statistics
Schedule Waiting : ScheduleZ S&otJ| 18 OJ| AECQl
= Interface (Schedule2 XIZE X &2 Al2t)
s
& 1 Linkdown Waiting : Interfacedt Link-Up©! AfEH

PowerDown : InterfaceJt Link-Down&Z O Power Down& AHEH

Disable : Power Saving0| && &KXl &2 AEH
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1.7.10 PoE 7|s

PoE(Power Over Ethernet)E XI&dt= SG Switch Series= 10/100/1000Mbps Interface

Ol CHoll IEEE802.3AF/AT &t HZ=S| PoE Jls& HMIE5tH JIZE Ethernet CableS Sl

25O HMRAES=S X Q0 dEE =2 = USLICH

MtekA It Power Cabledt =22 22 & &EX 80 24 A t p)

A& & Jtiict, VoIP Phone S0 Ethernet Cable 2t2 HZGIH AE N2 SSE2EM
i 2

Network &XIE =X HA(HFE L= 42 )0 A

CtE PoE XIZ FHI2t & Al IS CAGIH MRS S = UM PoE FHI2AQ HA
Of ZUHRT S U= IS s FEtSHLICH. =8t Auto MDIX JlsS Sdll Speed,
Cable Type, Duplex 52 AU=s22 2AGHD A2 Network &EHZ X0 SLICH
Factory Option2Z H=%l= Option SMPSE FJt &8t SG Switch Series/22 32 &
S 01522 4ot 8% Power Supply0ll Power Cable KMH S22 QIgh Z0HIF 24
ot0E CIE X Power SupplyOild JEotH &S 33 & L
Redundancy Jls2 &E X0l HESRA MHUHIAE RHE £+ U HUIQ MIATE =0SLI
Ch.

auto-power-up(Power Failure Al PoE A& =2 IS MAIE 02 &€
02t A210l 22| XDt & & PoE £ disable/enable Gt0{0F2H CHAl AR E & US

classification (22 & PD<2 Class0| 8t classification type &&t
none2 Z <2 classification =3 X &£3.

detection-type (Point Check)
PSE2} PD= PoE Link ™2Z Al 2.8V~10V AIOIOIAl NegotiationS & [ & PointS

Check& ZAQIXIE FRE06tH 2-Point or 4-Point Detection2 F=.

disconnect-type (PSE2 PD AtO|0l Disconnect AEHE QlAIGt)| I8t U HEd

DC-Disconnect: 8 F2f0] 5~10 mAOI3{ 300~400 ms XI= Al PoE LinkE Z= Y

AC-Disconnect : PSESt PDJ} HZE R2tQ YIOIHAE JIE2ZE |27K-0hm|0]35t0l
Link £ XI&AI9112, ]1.98K-ohm|0|2 PoE LinkE Z= %Y
(S5G2200 Series A& QCHa!)

limit (Interface2 &8FJ2f M &Y L=
Class : classification @HE HH LA classgt Iz A

User : AIEXDF &d¢&t gt JIgtez xS Met

o

Al

]

Threshold (limit thresholdz})
limit user &EH0IA AIE3dt= Threshold gf. (W &, Default 15.4, =0 16)
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&= power-up-mode (High Power Mode)
High Power Mode OlAl AIEE = Jls22 802.1af JIBtel UMM E MEHX &

(802.3at8l JIs= MBot)| fol AESEE SE0)

0l

[1& 1-3] PoE 912 24

10

io

802.3at € XI&ote Switche UGSl €2 #2 S otLIE XI&oH0F &LIC

r

1) 802.3AT PSE, PD 2% &3E&

IEEES02.3AT A0l 2lot™H 802.3AT PSE(Power Sourcing Equipment)= Otei 3JtX|
classification 24! & &tLIE K20k &LICH

1) 2-Event PHY classification + No LLDP classification
2) 2-Event PHY classification + LLDP classification
3) 1-Event PHY classification + LLDP classification

SG2128G/SG2128GX/SG2152G/SG2152GX/SG2212G/SG2220G Series 802.3at A&
ARXE 1~38 ZAasS 25 XNJELICH 0120 LHAX SG21xx/SG22xx Series 802.3at
A

A& A2Xs 38 4= XS ELICH

PD(Powered Device)= 2-Event PHY classificationdt LLDP classification2 25 XI&ali Of
& LICt.
Configuration via Ethernet layer 2 (LLDP)2| &%
LLDP - MED Advanced Power Management
TLV Header MED Header Extended power via MDI
Type |Length | TIA OUI Si);tﬁgfgupbcxsg Power type Power source ppﬁg,iet';/ Power value
(7 bits)| (9 bits) | (3 octets) (1 octet) (2 bits) (2 bits) (4 bits) (2 octets)
Critical,
127 7 | 00-12-BB 4 PSE or PD Nomal or High, |0~ 102,3W
Backup conservation Low in 0,1 steps
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LLDP (link layer Discovery Protocol (2 3H & M TZEE))

215 = & HE2E U=ol =400 E4datE 2o & HHE EM

MED (Media Endpoint Discovery)
OICIH &8 &M

MDI (Medium Dependent Interface)
OIHY0IM ArEdt= Connection &3 (Straight-throught or Crossover)E 24, = 24

HEe €2 2H 85%

TLV (Type Length Value)
HiolIeHS Ete, OIS Z20l, TIOIEH2 WE

TIA (Telecommunications Industry Association)

OUI (Organizationally Unique Identifier)
IEEE0I Al MAC(Media Access Control) F=A&E 20l AlEol= M XAl

1
i

Endpoint Device (PD)] | Network Device (PSE) |

802.3af phase, physical power negotiation (class 3)

" -

Advertise ("I'm a PD", max power = X, max power requested = X) PSE sees PoE TLV

(% = class 3) reduces
allocation and initiates
fast-start

Advertise ("I'm a PSE", max power allowed = X}

Some time later...

PD desires more powsr Advertise (*I'm a PD", max power = X, max power requested = Y PSE management
(" = X), for full brightness) entity sees change in
B Advertise (“I'm a PSE”, max power allowed = Y) neighbor S:l::c:’[r:gn

PD draws more power Advertise (“T'm a PD", max power = ¥, max power requested = Y)

Usage Rules:

= PD shall never request mare power than physical 802 3af class

= PD shall never draw maore than max power advertised by PSE

» PSE may deny any PD drawing more power than max allowed by PSE
* PSE shall not reduce power allocated to PD, that is in use

* PSE may request reduced power, via conservation mode

< LLDP AlE Al Power Nego & >

802.3atE XI&ot= SG Al2lX PoEOIA Z=IXSl 802.3atE AMtEotadE® U
=AlJl BrELICH

0lo

ni

my
o
>
0
%

129



H1&., 22dls Interface

<0l Hd> 802.3at AtE= ®I&t LLDP €3

SG2124GP#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124GP(config)#lldp enable

SG2124GP(config)#!ldp port both gel-24

SG2124GP(config)#!1dp tlv dot3tlv power-via-mdi gel-24
SG2124GP(config)#interface range gel-24

% ge Selected

SG2124GP(config-if-range)#poe classfication 8023af
SG2124GP(config-if-range)#end

SG2124GP#

1. PoEE XI&3dt= SG Switch Series= Alternate A MDIXE XI&
ot0{ Alternate A MDI2+ Alternate B Type2|l PoE= X2 & Xl &
SLICH
- Alternate A Type : UTP 1,2,3,60l Data2t M3 2 &M

gi A

DOF =
Soote &4

O UTP 1,2X E (Positive Vport),
UTOP 3,6 ZE (Negative Vport)
O UTP 1,22 E (Negative Vport),
UTOP 3,6 ZE (Positive Vport)
- Alternate B Type : UTP 1,2,3,60l Data, 4,5,7,80l

dES Sg0ts g4

2. POE AEiD} Other fault?! d2= S 2&LUICH
- MPS absent : Cable &&0| 2X& &2
- Short : 425 mA Ol&to] MRII 2 A=
- Overload : 63 ms 0|4 Interfacel &= SHAHIXIS
ZE R

- Power denied : AAE M

0
PoE ClassOll et XNE= MEeE=2 Ul &L
-Class0:0.44 ~ 12,94 W
-Class1:0.44 ~ 3.84 W
-Class 2 :3.84 ~6.49 W
-Class3:6.49 ~ 1295 W
- Class 4 : (PSE's classify as Class 0)

i ]

4. PoE Classification
1-Event classification: 802.3AF0 M AlZolE olLtel & H
AE 0|20dll PD classE &Qlol= gtal

rr
N
=
1o
Pl
o

2-Event classification: 802.3ATWH A AI=Z3dl
HAE 0|26l PD classE &0Qlot= 24

LLDP classfication: 1-Event classification 24/ 2 PSE
-PD?2t class &01%, PDUIA 13W 0|4t M| 28 AL
LLDP negoE ol 25.5WtXIS] MES QAEGts Al

=2

PPN

»
1o

5. LLDP negoAl LLDPDU LH0ll Power-Via-MDI TLV
AEELICH
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6. SG2000 Series N&2 IEEE802.3AF HE& PoEZH XI&ELILC.

PoEQH 2tedEl NS &3

nio

HZotd

=L RE s

SO:apnT;moc(I)e ﬁd:::emfcs’lat'c CONFIG Power Management modeE & & &
y . 'C ~WOP ! LICt. (Default: dynamic)

| static-wop?}

b LinkupAl Xt S22 PoERLRE =SRAl
poe auto-recovery {enable | | ~qypiq e Jls2 ABE 20X FE
disable}

Ct.
_ WINEE @F S2g8 Q18 PoE ZE Xt
?c;iaa;teo}'power'“p {disable | 1\ TeRFACE | = DisableAl XIS reset 0122 &e
& LICt. (Default: disable)
ificati PoE Class& & & &fLILt. (Default:
poe classification {8023af | INTERFACE ICH. ( u
none} 802.3af)
poe detection-type {2-point
-point- -poi PoE CIBIOIAE Z&Edte HAS 43
| 2 pomt legacy | 4-point | INTERFACE P £0 :
4-point-legacy | legacy | gfLICt. (Default: 4-point)
none}

i - PoE M9l Xttt galg HFELICH
poe disconnect-type {ac | dc INTERFACE 0 | Xt | Ct
| none} (Default: ac)

. PoE JIs2 MEWERE £&¢&LIC
poe {disable | enable} INTERFACE
(Default: enable)

imi PoE M2l LimitE & 3&&LIC.
poe limit {class | none | INTERFACE 0 | Limit | Ct
user} (Default: none)

-up- igh- High Power 2= & & &LICH
poe power-up-mode <{high INTEREACE ig wer | Ct
power | normal} (Default: normal)

o itical | hiah INTERFACEEZ = PoE &&= &Y &
poe priority {critical | high | | y\reprace |91 218t o6 2912 g,

low | nhormal}

(Default: normal)
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PoE Interface2 &EHE =015+

380

show poe [interface
[IFNAME] | brief | detail]

PoE £€& UWE= =elgLIth

Interface0l PoE JIs=

|2datotel® OIS BE0E AISOHYAIL.

HEO Qec s
) PoE JI5S AIE56IA &= HdHEHL
poe disable INTERFACE o
¢ INTERFACE PoE = E XI= DisableAl XI= reset
NO poe auto-power-up s xJ|3 gLttt
no poe classification INTERFACE PoE ClassE =J|3t&LICh
detecti ¢ INTERFACE PoE CIHIOIAE &6t HAalg2 x|
no poe detection-type SELICL
) INTERFACE PoE M &2 XIt& &tA =2 FI|3HEL
no poe disconnect-type o
o INTERFACE PoE &9l Limit &&= =J|& &Ll
no poe limit
Ct.
INTERFACE High Power 25 &3 TJIst&EU
no poe power-up-mode 0
iorit INTERFACE PoE d&E =S &Y 8| s 24 =<
no poe priority = gm=s 2JaEUC
no poe threshold INTERFACE PoE &&9ol X & g2 =J|steLlC,
<0l Xl > PoE Interface &Ei £ 7|
SG2124GP#show poe
| Power | Limit | | Detection | Power |
Port | Enable | Type | Priority | Status | Class | Power
gel | Yes | None | Low | Searching | N/A | 0.0W
ge? | Yes | None | Low | Searching | N/A | 0.0W
ge3 | Yes | None | Low | Searching | N/A | 0.0W
ged | Yes | None | Low | Searching | N/A | 0.0W
ge5 | Yes | None | Low | Searching | N/A | O.OW
ge6 | Yes | None | Low | Delivering | 0| 3.4w
ge7 | Yes | None | Low | Searching | N/A | 0.0W
ge8 | Yes | None | Low | Searching | N/A | 0.0W
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ge9 | Yes None | Low | Searching | N/A | O.0W
gel0 | Yes None | Low | Delivering | 0| 3.4w
gell | Yes None | Low | Searching | N/A | 0.0W
— %S_ E_'|I: —

ge23 | Yes None | Low | Searching | N/A | O.0W
ge24 | Yes None | Low | Searching | N/A | O.0W

Total Power 6.8W

SG2124GP#
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1.7.11 UDLD &%

UDLD(UniDirectional Link Detection)J|s2 CABLE &2 &J|& Signal2 &4&0|Lt &l
ACH2H0 L2 Frame2 A2 =10 29X Rote ERIt /}A0 O0IE Detect otJ| fI8H JIs2 L
Ct.

HE &0 SFP=Z HZ & 2 Core Fiber Cables0ll RX 1Core= &&0|ILI CHE TX 1Corelll
O0l&40l A= B Link= RXE #4I6t0| W20 BA4E22 HAIZILE &H Traffic2 &5
EI Xl Rot= &< UDLD JIs0l enable T J2® 0l XEGHH AEHE HAIELICH

UDLD2 2t3 = NS &3

nio

HPotedH s &

2380 RE s
did vort INTERFACE oile Port2 UDLDJ|sZ enable &Ll
u por Ct. (Default: normal)
i oY Portel UDLD modeE
udld port aggressive INTERFACE

on

aggressive modeZ HZ&rLICt.

=

UDLD Interface2 AEHE =

eloted® s &€

HE ALESHA A L.

g0 = s
show udld [IFNAME] TOP UDLD &€& U&= &QlgLIth
UDLD Jl=s= HIg43sotd™ U3 BEUHE AIZSHYAIL.
gE0 2ec s
UDLDJIs2 AtEGHAI 2&E SF &L
no udld port INTERFACE ol
no udld port aggressive INTERFACE aggressive modeE ol Ml & LICt.

<0l Xl> UDLD Interface &ef 2|

SG2124GP#conf igure terminal

Enter configuration commands, one per line.

SG2124GP(config)#interface gel
SG2124GP(config-if)#udld port

SG2124GP(config-if)#udld port aggressive

End with CNTL/Z.
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SG2124GP(config-if)#end
SG2124GP#show udld gel

Interface gel

UDLD administrative configuration setting
Current operational state : Advertisement
Current bidirectional state : Unknown
Message interval : 7

Time out interval : 5

Host device ID : SG1030500003

Host port ID : get

No neighbor cache information.

. Enabled (aggressive mode)

» Current operation state

* Current bidirection state

Unidirectional, Bidirectional 2/ 3JtX| gt

: &1 UDLDS &EHE HEA|
: &0 Port2l Directional &EiZ Unknown,

S S odHE HAIZLULH

= Unknown D MUY MHE 2= AH

= Unidirectional : =t2iet
g

= Bidirectional : gt&t

0z 0z
o
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1.8 SNMP

SNMP (Simple Network Management Protocol)= SNMP 22| Xtet Agent 2t
StHl dt= Protocol2LICt. SNMPE &A&g M CommunityOfl et &7 ASe S0

T D YIS MI| AEIS S 2O £E AUSLICH

1 0

SNMP Agent= SNMP 2tc|Xtel 2E N SE€E = U= MIB H=E N0 A20H SNMP
22| A= Agent2FH Datag 2L HEE
et 25 M&EGtD U= MIBOIAM Datag &

SG Switch Series= IPv4, IPv6E 25 XI& LI

1.8.1 SNMP &%

SNMP Agent2| AIAE 2|kt E22F Agentdt &XIEH A= &l fAXl, Ul 0182 XE
ot oile LHEE2 SNMP ool M&EE 0l Read &80l A= 2telXJt SNMP QueryE

S
ol 3% 28 WEs =5 sLICh

Wy Nx

= Version 2.2.652 & SNMP JI2&&0| DisableZ S&oll, ME2 fdidE no snmp
disable= &/ o{fOF &LICt.

SNMPE & &oteid S ZE0E ASoYAIL.

==L B s
snmp-server syscontact SNMP Agent2| AIAE 2Zte| X0l CHet
WORD CONFIG 228 d&F gL
snmp-server syslocation SNMP Agentot Xl &HHIS RAXE
WORD CONFIG SEELICH

SNMP Agent®| 22| Name2 && &
snmp-server sysname WORD | CONFIG LICH

SNMP2| A& gtS &25teld 2 YYHE AMSAAL.
g3 G s
i . Config &8 W&2 Sot snmp &

show running-config TOP X AENZ stolstL|Cl,

SNMP Server2l SZ& MEHE EQIE
show snmp-server TOP

LICH.

(u]

SNMPe| & WES =)lztoteid UGS TEUHE ASOHYAL.
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HAHN 2= s
tact CONEIG SNMP Agentol AIAE 22| XH0l CHst
no snmp-server syscontac Ne= x9|5atL 0}
ocati CONFIG SNMP AgentJt &XIE &EHl |IXIE
no snmp-server syslocation =738 LICh
SNMP Agent2 22| Name2 =J|&
Nno snmp-server sysname CONFIG SHLICH

<0l M> SNMP £ &

SG2124G#conf igure terminal

Enter configuration commands, one per |ine.

End with CNTL/Z.

SG2124G(conf ig) #snmp—server syscontact SGcontact
SG2124G(conf ig) #snmp-server syslocation SGlocation
SG2124G(conf ig) #snmp—server sysname SGsysname
SG2124G(conf ig)#end

SG2124G#show snmp-server |include sys

sysName . SGsysname
sysContact . SGeontact
sysLocation : SGlocation
SG2124G#show snmp—server
enable . enabled
state > running operating
process id . 167
engine id : 80 00 1F 88 80 10 BF AD 47 4A 3C CF F6 (hex)
sysName : SGsysname
sysContact . SGeontact
sysLocation : SGlocation
TrapEnable Auth : Disabled(default)
Start : Disabled(default)
Fan : Disabled(default)
Psu : Disabled(default)
Temp : Disabled(default)
Login : Disabled(default)
— O|st M=2F —
1. syscontact2 XI&E&tA 22 B Default g8t= Null2LICt.
——e
S= 2. syslocation2 X &EGIAl %Z2 &S Default gt2 NullLICt.
gn

w
wn
<
[9))]
-}
Q
3
(0]
1o
>
0x
Ql
pa
62
ro
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1.8.2 SNMP Community &A%

SNMP Protocol= OIS0t U2 HBIE 322 & 2clg = UsLIt. EMSz &
2telob)|l ?lol M= SwitchOl IP Address)t 28 &0 /A0 O0F otMH, CLI EE0E 0IE6tN
I ES ot0F ELICH

SNMP Community= AIAED &2 Network 22| XH(EMS) ALOIS] 2tHEH &5 oIF Jis
= NZ&gLIL Switche & JHXl gEf2l Community Strings A& & LI
Read only community strings
81J] M (read-only)22 &H=
Read-write community strings
810l & MDl(read and write)J}t JtsotEs &%
SNMP CommunityE &3olei® 02 G UHE AIEHA A L.
==L IS s
snmp-server community {ro =
SNMP CommunityE Xl &&LICt.
| rw} Name <A.B.C.D> CONFIG ye A o
SNMP2| 4& g2 =02IotdH 2 B UHE MECIAARL.
==L BE s
: ! d8 == SotH snmp & AHE
show running-config TOP 018t C}
SNMP Server2l & AMEHE &L
show snmp-server TOP o

SNMP CommunityE 232 =Z)|stotcdd S TE0HE AISOHYAL.

T Qc s

no snmp-server community

{ro | rw} Name CONFIG SNMP CommunityS AHIELICH

<0lX> snmp community &%
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SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig) #snmp—server community ro hdnet
SG2124G(conf ig) #snmp—server community rw HDNET
SG2124G( conf ig) #end

SG2124G#show snmp-server |include community

trap community:

communi ty > ro hdnet
communi ty ©rw HDNET
SG2124G#show snmp-server
enable : enabled
state > running operating
process id : 167
engine id : 80 00 1F 88 80 10 BF AD 47 4A 3C CF F6 (hex)
sysName © Null
sysContact : Null
sysLocation : Null
TrapEnable Auth : Disabled(default)
Start : Disabled(default)
Fan : Disabled(default)
Psu : Disabled(default)
Temp : Disabled(default)
Login : Disabled(default)

trap community:
community > ro hdnet
community © rw HDNET

port linktrap config status

gel . Enabled
ge2 . Enabled
ge3 . Enabled
ged . Enabled
geb . Enabled
geb . Enabled
ge’ . Enabled
-- 0|5} M=f —

1. S& 2ot 2H AlAE(Visual Node Manager) 2l A=S2 2IoH

== N Snmp-Server CommunityE rw2 & &g LICH.
e Yo
3 2. Snmp-Server Community= Read Only, Read Write0fl 22 =

U 10JH7EX XIEE +~ UsLICH
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1.8.2 SNMP Trap &4

otLt OlA&t2l Network 22| ©2Z(PC = F|IAAHOIE)0l CIEE Traps #4lote &L=z
d8E8 = UA20H SNMP Agent: Network Z&H| &EHOI CHSH Event (Trap)lt ZAst J=2

Trap2 2X2= AMEX 21F, Rebooting, &2 &t S 22 EE2E 2HASLILH

SNMP TrapS £3&otdd® UsS G20 E MEGHHAIL.

= == s
snmp-server trap-enable CONEIG Authentication Failure Al Trap
auth eventE M&E5t== HAFELICH

FAN Ol &0l /A2 W Trap eventE &

snmp-server trap-enable fan | CONFIG asic= M™ELCL.

- - &Hl loginAl Trap eventE & &6t
snmp server trap-enable CONFIG 9; P
login g 3L
- - I MDS eventdt 24t A2 Tra
snmp-server trap-enable CONFIG _ ~ P
mds-detect eventE &M&otEE ZF LI
PSUOI Ol&t0l 2 XZ™ Trap eventE
snmp-server trap-enable psu | CONFIG RNasc= MRELC
) ble <f CONFIG SFP8472 Warning, Alarm 244 A|
mp-serve -enable _
shmp-server frap-enable sTp Trap event= H&sIE= S,

WARM, COLD Booting Al Trap

snmp-server trap-enable CONFIG event= Mol = ANEHLICH Jls

start of SHA o 2min BE A2ELUICH
- - 2% Alarm S%& Al Trap eventE &
snmp-server trap-enable CONFIG = i P
temp Sotes 4&E e LI
- i SNMP Trap CommunityE X & &Ll
snmp-server trapcommunity CONFIG P V4
WORD Ct.
snmp-server trapsink
{inform | trap | trap2} ip- | -\ SNMP Trap 441 HH2rg XIZELICH

address [Community_Name
[DST_Port]]
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SNMPel & &

I

HE ALESHAAIL.

=L RE s
i . Config &8 W&2 Sot0 snmp &
show running-config TOP X AEHE =olarL| )
SNMP Server2l sZ& MEHE &0I&
show snmp-server TOP
LICt.
SNMP Trap2 &3 &HE =J|gctedd O3 d8HE MSoIEAL
2380 ec s
no snmp-server trap-enable
{auth | fan | login | start | CONEIG Event £4 Al TrapS &GS &
mds-detect | psu | sfp | start st g=2 ZIISELIC
| temp }
- SNMP Trap CommunityE =J|3l&HL
no snmp seryer CONFIG p y
trapcommunity WORD Ct.
no snmp-server trapsink SNMP Trap 44l ©2to] NHE =J|
{inform | trap | trap2} ip- CONFIG -
StefLICh
address
== snmp-server trapsink &3& Al Option €2 10Ji0tX E88E o U
—— &LICH
#x

<Ol H> 192.168.100.102 IP Address2 —Z= SNMP Trap =

SG2124G#conf igure terminal

Enter configuration commands, one per line.

SG2124G(conf ig) #snmp—server
SG2124G( conf ig) #snmp—ser ver
SG2124G( conf ig) #snmp—ser ver
SG2124G( conf ig) #snmp—ser ver
SG2124G( conf ig) #snmp—ser ver
SG2124G( conf ig) #snmp—ser ver
SG2124G( conf ig) #snmp—ser ver
SG2124G( conf ig) #snmp—ser ver
SG2124G( conf ig) #snmp—ser ver
SG2124G( conf ig) #snmp—ser ver
SG2124G( conf ig)#end

e s S e =B == E ==
— — — — — —_— — — — —

trap-enable
trap-enable
trap-enable
trap-enable
trap-enable
trap-enable
trap-enable
trap-enable

z
04

End with CNTL/Z.
auth

fan

login

mds-detect

psu

sfp

start

temp

trapcommunity SGcommunity
trapsink inform 192.168.100.10
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SG2124G#show snmp—server

enable
state
process id
engine id

sysName
sysContact
syslLocat ion

TrapEnable Auth :

Start
Fan
Psu

Temp :

Login

Sfp

mds—detect

trap community: SGcommunity
inform 192.168.100.10

trapsink

gel
ge2
ge3
ged
geb
geb
ge’
ge8
ge9
gel0
gell
gel2

— o3t M2f —-

: enabled
> running operating
: 167
: 80 00 1F 88 80 10 BF AD 47 4A 3C CF F6 (hex)

© Null
© Null
© Null

Enabled
. Enabled
. Enabled
. Enabled
Enabled
. Enabled
Enabled
. Enabled

port linktrap config status

. Enabled
. Enabled
. Enabled
. Enabled
. Enabled
. Enabled
. Enabled
. Enabled
. Enabled
. Enabled
. Enabled
. Enabled
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1.8.4 SNMP Version 1/2/3 View 7|8 HZ Ho HdH

SG Switch Series Switch= SNMP v1, v2c, v3E XI®I5tH OID0 M&dts AEES Xt
L 9 SNMP v2c, V3B Sa Bells wer E39 8N S UserE AZ510 S
Grouplll ZJH SIS MEtst OIDE = + U= 8T £ YsUC

SNMPv1, v2c, v3 View J|Bt &2 MO &322 otd™ U3 HEUHE AMESHAAIL.

FHEO RE s
snmp-server security NAME CONFIG 20| 3l88e 2l A
IP_Addr WORD CommunityE &&&LICt

snmp-server user NAME

{md5 | sha} WORD des CONFIG SNMP v32| UserE & &&LICtH
WORD

snmp-server group NAME CONFIG SNMP 22| At CommunityE

{vl | v2c | v3} WORD Grouplz A& & LICt.
snmp-server view NAME

{exclude | include} CONFIG MIB2| OID 31 H{|E &AELICH
OID_VALUE

snmp-server access NAME v, v2cOl A S Group0l H&tel
{v1 | v2c} Read_WORD CONFIG OIDU Heat A olc= MBI
Write_ WORD Notify_ WORD

snmp-server access NAME
v3 {auth | noauth | priv} CONFIG v3UA S& GroupOl HEtE OIDO
Read_WORD Write_WORD =g = UAEE &L

Notify_WORD

~
=
(o)

0l0
02
o
=)
un
_>_
93

1D
=
Y

SNMPv1, v2¢, v3 View J|Et 2 MO &S &folotei® O

gE0 L s
) . Config &8 W&2 Sot0 snmp &
show running-config TOP R
SNMP Server2l SZ& MEHE EQIE
show snmp-server TOP

LICH.
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SNMPv1, v2¢c, v3 View JIgt 82 MO £€&8= =)lsotdH UsS EHE MESHEAL.

=L Lo s
- [ H¥E Z20 8= 22Xt
no snmp-server security CONFIG "=
NAME CommunityE =J|st&rLICt.
no snmp-server user NAME CONFIG SNMP v32| Userg =D|&t&tLICt.
no snmp-server group NAME CONFIG Grouplz &H&E SNMP 22| A2t
{vl | v2c | v3} CommunityE =J|3&LIC
no snmp-server view NAME MIB2| OID &I HR/AE =Dl
OID _VALUE CONFIG Ct.
No snmp-server access Nstel OIDE At} E Groupg =
NAME CONFIG Sl 8HEHLICH,
1. SNMP &2 AN £& & okl Al 32 =NMUHZE JASHA &
= 4% AELHC=z Qldl B4 SHGHK %22 = UASLICH
A SNMPv1/v2c &3 &A: security -> group -> view -> access
SNMPv3 & & =Ak{: user -> group -> view -> access
9 AT GHME AFY Mo A=0=2 XIS WHELICH
2. Group &3 1 access &&F Al SNMP HE2 S aliOF &LICH.
— HotY SACZ Ologl SNMP USER & Al o1& 2 2535 HLHS
2= E 9K OlaC2 HUEN, SA2K, =X, SE2XNE 24 14 0l
-1 ) BN S8ot HAFSH00F & LICH

<0l HM> SNMPv1, v2c, v3 View J|Bt 2 MO &3
- SNMPv1 public AF2Xt= system Group(1.3.6.1.2.1.1)% ro 3l E

- SNMPv1 private AtS
- SNMPv2 public AtE

Atz system Group(1.3.6.1.2.1.1)BF rw &
Xt interfaces Group(1.3.6.1.2.1.2)2F ro 31 &

- SNMPv2 private AI&Xt= interfaces Group(1.3.6.1.2.1.2)2 rw 5 &

- SNMPv3 userl2 sha authentication (auth passphrase: Qwel23!@#)1t aes privacy
(priv passphrase: Asd123!@#)E AIE0t0H, system Group(1.3.6.1.2.1.1)% rw 3 &

- SNMPv3 user2= sha authentication (auth passphrase: Asd123!@#)1 aes privacy
(priv passphrase: Qwel23!@#)E AtE0tH, interfaces Group(1.3.6.1.2.1.2)% rw o

=
S

- SNMPv3 user3= authenticationlt privacyE AtE35tX £ 20, mib-2 Group
(1.3.6.1.2.1)0 M interfaces Group(1.3.6.1.2.1.2)% K25t 2F rw 3 E

SG2124G(conf ig) #snmp-server security srol 192.168.100.169 public
SG2124G(conf ig) #snmp-server security srwl 192.168.100.169 private
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SG2124G( conf ig) #snmp—server
SG2124G( conf ig) #snmp—server
SG2124G( conf ig) #snmp—server
SG2124G( conf ig) #snmp—server
SG2124G( conf ig) #snmp—server
SG2124G(conf ig) #snmp—server
SG2124G( conf ig) #snmp—server
SG2124G( conf ig) #snmp—server
SG2124G( conf ig) #snmp—server
SG2124G( conf ig) #snmp—server
SG2124G( conf ig) #snmp—server
SG2124G( conf ig) #snmp—server
SG2124G( conf ig) #snmp—server
SG2124G( conf ig) #snmp—server
SG2124G( conf ig) #snmp—server
SG2124G( conf ig) #snmp—server
SG2124G(conf ig) #snmp—server
SG2124G(conf ig) #snmp—server
SG2124G(conf ig) #snmp—server
SG2124G(conf ig) #snmp—server
SG2124G(conf ig) #snmp—server
SG2124G(conf ig)#end
SG2124G#show snmp—server

user userl
user user2
user user3
group grol
group grwil

Sha **%%kkkkk gES *kkkkkkikk
Sha **%%kkkkk gES *kkkkkkikk
Sha ***kkkkkk

vl srotl

vl srwi

group gro2 v2c srof
group grw2 v2c srwi
group group3 v3 userl
group group4 v3 user2
group group5 v3 user3

view viewl include 1.3.6.1.2.1.1
view view2 include 1.3.6.1.2.1.2
view view3 include 1.3.6.1.2.1

view view3 exclude 1.3.6.1.2.1.2

access group3 v3 priv viewl viewl viewl
access group4 v3 priv view2 view2 view2
access groupb v3 noauth view3 view3 view3
access grol v1 viewl none none

access gro2 v2c view2 none none

access grwl v1 viewl viewl viewl

access grw2 v2c view2 view2 view2

enable . enabled
state > running operating
process id : 167
engine id : 80 00 1F 88 80 10 BF AD 47 4A 3C CF F6 (hex)
sysName : Null
sysContact : Null
sysLocation : Null
TrapEnable Auth : Disabled(default)
Start : Disabled(default)
Fan : Disabled(default)
Psu : Disabled(default)
Temp : Disabled(default)
Login : Disabled(default)
Sfp : Disabled(default)
mds-detect : Disabled(default)

trap community:

DuSerl sha xxxx*kkkxx @S **kkkkkkk*
D USEr2 Sha *x**xx*x**x QOGS ***xkk*k*k*

r

security > srol 192.168.100.169 public
security : srwl 192.168.100.169 private
user

user

user D user3 sha *x*x*x*xxx

group - grol vl srof

group ©grwl vl srwil

group : gro2 v2c srol

group ©grw2 v2c srwil

group © group3 v3 user

group © group4 v3 user?2

group © groupb5 v3 user3

view > viewl include 1.

view S view2 include 1.

3.6.1.2.1
3.6.1.2.1.2
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view > view3 include 1.3.6.1.2.1

view > view3 exclude 1.3.6.1.2.1.2

access > group3 v3 priv viewl viewl viewl
access > groupd v3 priv view2 view2 view2
access > group5 v3 noauth view3 view3 view3
access . grol vl viewl none none

access 1 gro2 v2c view2 none none

access ogrwl vl viewl viewl viewl

access D grw2 v2c view2 view2 view?2

port linktrap config status

gel . Enabled
ge2 . Enabled
ge3 . Enabled
ged . Enabled
geb . Enabled
geb . Enabled
ge7 . Enabled
ge8 . Enabled
ge9 . Enabled
gel10 . Enabled
gell . Enabled
gel2 . Enabled
gel3 . Enabled
gel4 . Enabled
gelb . Enabled
gel16 . Enabled
gel7 . Enabled
gel8 . Enabled
gel19 . Enabled
ge20 . Enabled
ge21 . Enabled
ge22 . Enabled
ge23 . Enabled
ge24 . Enabled
vlani.1 . Enabled
SG2124G#
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1.9 Syslog

1.9.1 Syslog 47H

HdEE 22 N0H MessageE Sotd
2 Event?l S=2 = J/SI0H AlAE
S

Syslog Message= 1 =40 W2t alerts | critical | debugging | emergencies | errors

| informational | notifications | warnings 2| 8% Level2 #*&
Event MessageE 2d=

O Oty Ee8 FE 2

cC o

Trap-LevelS 2
g = ASLICH

3ot AAZA

gMsl=e HE 2 Event

T A2M, emergency

LICt.

I=Ye]
= =

dE2E SYSLOG NM&

Syslog 2 d&8= otdH U3 BAHE ASOHAAL.
2380 fc s
o Syslog?l record-priorityE & & &L
log record-priority CONFIG o
Syslog ServiceE A& &LICE.
log syslo CONFIG
g sysiog (Default)
log trap {alerts | critical |
i i Syslog Level2 XI&E&LICH (Default:
debugging | emergencies | CONFIG yslog Leve I t. (Defau

errors | informational |
notifications | warnings}

Information)

Syslog 2 A8 2 =0Iotd™H U2 HHHE AE0HAAIL.
==L BE s
show log syslog config TOP Syslog && AEHE EQISHLICH
M&EE event & €& Modulell 2t&

show syslog [module_name] | TOP S MU= =00l

h | HEE event EE ZZ2 AIZHEH

show syslog [desc] TOP =015 0}

show syslog [tail num <1- .
TOP H&EE event 22| 0HXIY n Linelt

100>]
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Syslog & &&E =J|stctedid OUS YHUHE AMESHAAIL.
g3 Q= s
clear syslog TOP Syslog event WES =J|3t&fLILCH
Syslog?l record-priorityE ZJI13&
no log record-priority CONFIG LIYEF 9 P Y
no log syslog CONFIG Syslog ServiceE =XIgfLIL.
no log trap CONFIG Syslog Level2 Z=D|3t&tLICt

<Ol Xl> syslog && % =0l

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#log record-priority

SG2124G(config)#log syslog

SG2124G(config)#log trap alerts

SG2124G(config)#exit

SG2124G#show log syslog config

syslog configuartion

trap level : alerts
record priority : Yes

SG2124G#

SG2124G#show syslog

Jan 30 21:00:12 SG2124G ntpd[116]: ntpd 4.1.2@1.892 Wed Dec 24 00:34:40 PST 2003 (1)
Jan 30 21:00:13 SG2124G ntpd[116]: precision = 6 usec

Jan 30 21:00:13 SG2124G ntpd[116]: kernel time discipline status 0040

Jan 30 21:00:13 SG2124G kernel: fan start temperature reached

Jan 30 21:00:24 SG2124G inetd[237]: Online and ready (1 sockets)

Jan 30 21:00:24 SG2124G NSM[179]: NSM: Port up notification received for port
vian1.1

Jan 30 21:00:24 SG2124G NSM[179]: NSM: Port down notification received for port
vian1.1

Jan 30 21:00:24 SG2124G NSM[179]: NSM: Port up notification received for port
viani.1

Jan 30 21:00:24 SG2124G NSM[179]: NSM: Port down notification received for port
viani.1

Jan 30 21:00:24 SG2124G NSM[179]: NSM: Port up notification received for port
vlan1.200

Jan 30 21:00:24 SG2124G NSM[179]: NSM: Port up notification received for port
viani.1

Jan 30 21:00:24 SG2124G NSM[179]: NSM: Port down notification received for port
viani.1
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Jan 30 21:00:24 SG2124G NSM[179]: NSM: Port up notification received for port
vlani.1

Jan 30 21:00:24 SG2124G NSM[179]: NSM: Port up notification received for port
vlan1.254

Jan 30 21:00:25 SG2124G NSM[179]: NSM: Port up notification received for port
vlan1.100

Jan 30 21:00:25 SG2124G NSM[179]: NSM: Port up notification received for port
vlan1.150

SG2124G#

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#no log record-priority

SG2124G(config)#no log syslog

SG2124G(config)#no log trap

SG2124G( config)#exi t

SG2124G#show log syslog config

syslog configuration

trap level : informational
record priority : No

SG2124G#

SG2124G#copy syslog sftp 192.168.0.200 syslog. log test

Filename is syslog.log

Starting Transmission....

The authenticity of host '192.168.0.200 (192.168.0.200)"' can't be established.
RSA key fingerprint is 09:7¢c:79:db:5e:26:ec:39:38:6b:ba:94:7¢c:58:73:f1.
Are you sure you want to continue connecting (yes/no)? yes
test@192.168.0.200's password:

Finished ....

SG2124G#

SG2124G#copy syslog sftp 192.168.0.200 syslog_backup.log test

Filename is syslog.log

Starting Transmission....

The authenticity of host '192.168.0.200 (192.168.0.200)' can't be established.
RSA key fingerprint is 09:7¢c:79:db:5e:26:ec:39:38:6b:ba:94:7¢:58:73:f1.
Are you sure you want to continue connecting (yes/no)? yes
test@®192.168.0.200's password:

Finished ....

SG2124G#

SG2124G#clear syslog

clear system log? (y/n): y

SG2124G#
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1.9.2 Remote Syslog A%

Syslog Messagell remote Message &M
U= Remote Host AIABISZ SwitchOlM &

£ ot, Facilities)t BtE= Messagess
U_=KE Z2&HOIN
el

SO ZMN Syslogg 22lg &= USLICH

Remote Syslog &g &&= ot G2 I

S0l Log Messages)t HUIA BURS2
Sourcelll & AM=Z CIE MessagesE =ZclE CHE log U

HX5tH Syslog DaemonO| & X% 0]
= 32 % Event MessageE MY atLICH.

o ocioll o

d0E AISoIYAR.

oo 2ec s

log trap {alerts | critical |

debuggu?\g | eme.rgenaes ! CONFIG Syslog Level= XI&E&fLICt.

errors | informational |

notifications | warnings}

| | te host CONEIG Syslog =4I SAE HO|LL IP, IPv6
0g syslog remote hosthname =az= 7| =ELCL

log syslog facility {auth |

authpriv | cron | daemon |

ftp | kern | local0 | locall | Syslog?2l Facility KeywordE & &g
local2 | local3 | local4 | CONFIG LIC}. (Default: local?)

local5 | local6 | local7 | Ipr |

mail | news | syslog | user |

uucp’}

Remote Syslog &gl S S EHOIolAH US HEUHE AIZoIYAIL.
==L BE s
show log syslog {config | = =102
TOP Syslog &€& &EHE =0l LICH
remote}

Remote Syslog 2&

=R= 10 oc s

no log trap CONFIG Syslog Level2 Z=D|3}&tLICt
no log syslog remote ip- CONFIG Syslog 24l IPZ ATHELICH
address
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no log syslog facility

CONFIG

grLICh.

Syslog2l Facility KeywordE =J|&t

<0l K> event £ Al remote syslog Server(IP 192.168.100.1)Z event 2 &

C= AKX
—/= =co

SG2124G#conf igure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

SG2124G(config)#log syslog remote 192.168.100.1

SG2124G(config)#log syslog facility local7

SG2124G(config)#exit

SG2124G#

SG2124G#show log syslog config

syslog configuration

trap level

record priority :

. informational

No

SG2124G#

SG2124G#show running-config | include remote

log syslog remote 192.168.100.1

Xetst

— =

SG2124G#
1. Remote Syslog Server= =0 10JH0HAl 2 & & & QUSLICH
2. The syslog source facilities
auth Login Authentication Messages
authpriv Security/Authorization Messages
cron Clock Daemon Messages
daemon System Daemons Messages
ftp FTP Daemon Messages
== kern The Kernel Messages
3= localO through local7 As Defined Locally
-1 lpr The Line Printer Subsystem
Messages
mail Mail System Messages
news Network News Subsystem
Messages
syslog Messages Generated Internally by
Syslogd
user User-Level Messages
uucp The UUCP Subsystem Messages
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1.10 sFlow

sFlow= RFC31760H M HZESTA20 Network HHINA 22 Traffic DataZS Capture
t

ot Z24otJ| ol & Al2H Packet Sampling 24! Jl HE0l L25H L7 TrafficOll
CHol Network2l 8= Aot 210l Monitoring & =+ USLICH

sFlow Agent= Interfacetil Al HM2l&l= Packet2 =4o6t0 Traffic =& AH (Collector)&
Hd&ote Aoz SHotH, sFlow SH Jls 0/&3ot0d ottt Network & QIFSEH
Networkll SE0 gt SHO0ILt Interface &< MIB 882 =& =2 EventE ZLIHE
gLICH 0 o 2t Interface0il & Al2t Packet Counter 2t2#2 &&GH =0{0t ot
Packet2 F&3ot= Bl =2 Sampling HIZ(sample-rate)0lct2 &LILC}.

fUIO f

40

=
=

Ol
aT

r

SG Switch Series= IPv4, IPv6E 25 XI& LI

sFlow 2t &3S oY UsS SEUHE AIESotEAI L.

==L IS s
Agent IP AddressE & & &tLICH.
sflow agent IP_Address CONFIG
gent fr— (Default: 127.0.0.1)
Packet2 24 & InterfaceE &8 &
§flow {both | egress | CONFIG
ingress} Port_Range LICt.

Collector IP Address & Service
CONFIG PortE & & & LICH (Default Port:
6343)

sflow collector IP_Address
[Port_No]

Packet2 F&0dl= Sampling HIE2

- < -
sflow sample-rate <5000 CONFIG SXELICH (Default: 1 out of

1048576>
10000 Packet)
sFlow 2t &3S 0I5t O3 S UHE AIEGHYAI2L.
gg0 Lo s
show sflow config TOP sFlow &% AEiE &olgHLICH.

sFlow 2t &3 = =J|sloted® US EHE MESHH AL,

g3 G s

no sflow agent CONFIG Agent IP AddressE 4! NI &LICH
Packet2 24 & InterfaceE A HE

.no sflow {both | egress | CONFIG

ingress} Port_Range LICt.
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sFlow

no sflow collector

CONFIG

Collector IP AddressE ArMIEtLILCH.

no sflow sample-rate

CONFIG

—

Packet2 F=&0dtl= Sampling HIE2
ALTIEHLICE.

<0l K> Switch(IP 192.168.0.1)0l M gel~gel02 Interface? Ingress / Egress Traffic
Ol CHoll Packet 50000 1JHE Samplingotd Traffic =& AB{(IP 192.168.0.100) &

Eote=

SG2124G#conf igure terminal

SPS|
=2 o

Enter configuration commands, one per line.
SG2124G(conf ig)#sflow agent 192.168.0.1

S62124G

#
SG2124G(config)#sflow both ge1-10
#

SG2124G
SG2124G
SG2124G

config
config

config)#

SG2124G(config)#sflow sample-rate 5000

SG2124G(conf ig)#end

SG2124G#

SG2124G#show sflow config
- sFlow Agent Address

- sFlow Collector Address :

- sFlow Collector Port

( )
( )
( )
(config)#sflow collector 192.168.0.100
( )
( )
)

© 192.168.0.1
192.168.0.100

End with CNTL/Z.

Interface Ingress Rate Egress Rate
gel Enable 5000 Enable 5000
ge?2 Enable 5000 Enable 5000
ged Enable 5000 Enable 5000
ge4d Enable 5000 Enable 5000
geb Enable 5000 Enable 5000
geb Enable 5000 Enable 5000
ge’ Enable 5000 Enable 5000
ge8 Enable 5000 Enable 5000
ge9 Enable 5000 Enable 5000
gel0 Enable 5000 Enable 5000
gell
gel2
— olsh Mzt —-
SG2124G#
= sFlow Agent 2 Collector IP Address= 1JHBt XI&EO| Jts&LICH It
== ctAl S=0ot 4&ot= 3% OtA20 ==& IP Address)t &&= L
- Ct.
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1.11 RMON

RMON (Remote Monitoring)2 =
S22, RFC 175701 E2ol& MIBL ¢€2=2 &9
g2 0l86t0H £& InterfaceE

ot EA2=Z HHotd ey =

SNMP=

= UASLICH

SNMP Agent &8I0 O

HE MAOAN gdcte 222 It

RAATI Y SAYS 22IHE= SAHE SNMPY =)
S0l USLICH BE SNMP 8% 2X9 o
Sol CUCS 248 B(LAN) 829 2E Trafficg 42

c
Ae JIsLLIh

Layer2 =& 0 A Traffic HES =4&diF= RMON Version 13t Layer2 -7 & 2= HS

=4 ¥2E

ol Chst Traffic

Statistics, History, Alarm, Event2| 4JtX] MIB1E2

RMON2 Interface2

S &3 Al =2/otMH0F ELICH

FE Traffic2
RMON A9 =2 Qlolf AIAEIQ|

A

M 28 == Version 2Jt USLICH SG Switch Series Switch=
RMON H&1= XI&otHH, RFC 17570 &2& N
Host Enable N, Matrix, Filter, Packet capture, Event2

U= Statistics, History, Alarm, Host,
9JIXl EF9 HE Z=0A
K& &L,
F40otJ 20 CPU E%&0I USLICH

=0t =
2

&0l Mot=ElHU Network &0 226t
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1.11.1 Statistics AHA

RMON Statistics (OID 1.3.6.1.2.1.16.1)2 ZH|J} 8% 23S Network SA
(=]

Stotd Network?2l Trafficzf, W< Packet 3J|, Broadcast2l 5%, 2Ms @

ZHE 2
o &=, €& "I IIIE A= Packetl =+ S SEHGIH 208 LICH

* Owner: 27 X0l et F2E SSELIL

RMON Stats= &X52{@ [}S SIS AIZEUAIL
= RE s
rmon collection stats <1- INTERFACE | RMON StatisticS &% &L|C}
65535> [owner WORD] =TT T

RMON Stats €8 = #eolotd® S S0 E MEoIYAIL.

oo oc s

show rmon statistics TOP

RMON Statistic &&= =01 LICH

RMON Stats &2 ZJIglolddH OIS HEUHE AIZE0IAAIL.
=E=10y 2ec s
no rmon collection stats <1- | \NTERFACE | RMON Statistic 82 ATHELIT
65535>
<0l &> RMON Stats &4& & &0l
SG2124G#conf igure terminal
i End with CNTL/Z.

Enter configuration commands, one per |ine.

SG2124G(config)#
SG2124G(config)#interface gel
SG2124G(config-if)#rmon collection stats 1
SG2124G(config-if)#end

SG2124G#

SG2124G#show rmon statistics

etherStatsindex : 1
etherStatsDataSource : 5001
etherStatsDropEvents : 0
etherStatsOctets : 545,461,731
etherStatsPkts : 8,522,273
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etherStatsBroadcastPkts : 8,521,522
etherStatsMulticastPkts : 20,366
etherStatsCRCAlignErrors : 0
etherStatsUndersizePkts : 0
etherStatsOversizePkts : 0
etherStatsFragments : 0
etherStatsJabbers : 0
etherStatsCollisions : 0
etherStatsPkts640ctets : 17,125,238
etherStatsPkts65t01270ctets : 893
etherStatsPkts128t02550ctets : 533
etherStatsPkts256t05110ctets : 160
etherStatsPkts521t010230ctets : 1
etherStatsPkts1024t015180ctets : 0
etherStatsOwner :

etherStatsStatus : 1

SG2124G#
— RMON Stats= otLIQ| Interfacell ==3dt0d &8& = Q&LICH X
S= A& Stats IndexE2 CHE Interfacell E506l0d 2&&ol= &< OHAI0
- | SZ25t Interfacedil RMON StatsJ)t & &S LICH.
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1.11.2 History A%

RMON History (OID 1.3.6.1.2.1.16.2)= Interface0ilN ZMot= 23S TrafficOl CHoll =
2 SAE OO0l ==, & XA A2t S0l gt SHNZE ZAMole JIsgLUb. 2
Interface® S OIOIH= JI2&22 1 800 sOCH &t HA MAL D InterfaceltCt 5004
o SH UIOIHE N&ESHESE 430 USLICH

* Bucket : =2 ZAME OI0IH =2 XNEE M AtSot0d, Default 8t=2 50& LICH.
= Interval : 22 XAt Al2tE2 =22 XIEotH, Jl= g2 1,800 LICH
= Owner A7 A0l et 2 SSeLIU

RMON HistoryE &&otei® S P UHE AIESotAAIL.

880 ec Ns

rmon collection history <1-
65535> [buckets <1-65535>]
[interval <1-3600>] [owher
WORD]

INTERFACE RMON HistoryE & & &fLICt.

RMON History &&= &0Qlotei® S BEUHE ASoHYAL.

880 ec Ns

show rmon history TOP RMON History &&= &tolgfLICt.

RMON History &&= =J|sloted™ O3 BEHE AESHAAIL.
=N BPE s
no rmon collection history =
RMON History &&= AtHMIELICH
<1-65535> INTERFACE istory 412 LI C
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<0l H> RMON History && & &0l

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#

SG2124G(config)#interface gel

SG2124G(config-if)#rmon collection history 1 buckets 50 interval 5
SG2124G(config-if)#end

SG2124G#

SG2124G#show rmon history

historyControlIndex : 1
historyControlDataSource : 5001
historyControlBucket Request & Granted : 50
historyControlIntervall : 5
historyControlQOwner :

historyControlStatus : 1

SG2124G#
— RMON History= otLt2l Interfacetil ==ot0d &&& = ASLILCH
S= XI&E History IndexE CI2 Interfacell =00 &&ol= 22 Ol
-1 ) ot S=&t Interface®il RMON HistoryJt & X & LICH
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1.11.3 Event A%

RMON Event (OID 1.3.6.1.2.1.16.9)= RMON Alarm &0 2t S8 20t 2Ms &
2 event)} Mg, ZME eventES Syslog A L= SNMP 22| MHZ Event HIAIX
Lt Trap BIAIXIE & &6t= JIs2LICH

= Log : syslog LevelOl Warning 0|&Ql B syslogE S0l eventE
2 AGHA SFLIC.
= Trap : snmptrap2 Sot0 TrapS ZMSHH & LIC

= Description : oY EventOl CHst 8¥H2 SS&LICH
=2 =

= Owner D AR et 32 &hLICH,
= Log®t MG Sted™ “log ™, TrapBt ZMGIH otH™H “trap ESHZE , Log2t Trap
25 LMSHH otHH “log trap Egd " W 20| LI

RMON EventE &£&oldE US BEUHE AIESHYAIL.

880 ec Ns

rmon event <1-65535> {log
| trap WORD?} [description CONFIG RMON EventE & &&LIC.
WORD] [owner WORD]

RMON Event &&= &0lotei S ZH0UE AISoIYAIL.

80 ec s

show rmon event TOP RMON Event &8 2 =olgtLICh.

RMON Event &8 2 =J|&d6leiH OS HEUHE AMESIAAIL.
HEO oc s
no rmon event <1-65535> CONFIG RMON Event &&= AtHI&LIC.
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<0l A> RMON Event && & &0l

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#

SG2124G(config)#rmon event 1 log description SYSLOG owner USER1
SG2124G(conf ig)#rmon event 2 trap rmontrap description RMONTRAP owner USER2
SG2124G(config)#rmon event 3 log trap rmontrap2

SG2124G( config)#exi t

SG2124G#

SG2124G#show rmon event

eventIndex = 1
eventDescription SYSLOG
eventType = Log
eventCommunity =
eventlLastTimeSent = 0
eventOwner = USER1
eventStatus = 1

eventIndex = 2
eventDescription RMONTRAP
eventType = Trap
eventCommunity = rmontrap
eventlLastTimeSent = 0
eventOwner = USER2
eventStatus = 1

eventIndex = 3
eventDescription TRAP
eventType = Log & Trap
eventCommunity = rmontrap2
eventlLastTimeSent = 0
eventOwner = RMON_SNMP
eventStatus = 1

SG2124G#

A RMON Event Index= &S0t £€&8g =+ gigLIt. 280 U=
= o RMON Event IndexE =&otAlAY, &M = Z£FGHAID| HHELICH
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1.11.4 Alarm A%

RMON Alarm (OID 1.3.6.1.2.1.16.3)2 AtEAot &8s =0 et EE2S ZAOL0 Ak
S0 28t SH & = 0lH0 XAt gt= Bluet = SH UM HoGES [ event
ot= JIsLLICH O O X 20t Hlwdte Y- 0l= Absolute 2 Deltall

» EtherStatsEntry : & Z A0l AtEE objectE &

dEMz= H2ZA
etherStatsEntryE XIRSIEE &8N UL, TS 22 OIDzOI
o,

08 gt AdAE 90|&LIC

= Interval T2 XA AIZIE = S92 X EELICH

= Event QA 2 EE =oles, O LA 22 E0AMS M Y IndexOll
o ot= Eventdt 2dot=S AFeLICH

= Owner AR K0 e 328 SEELIL

= Absolute | delta : Absolute= FI|&H 22 X AISH HIOIES gt A g2 HluMS
0 2 Ol&0I2iLtE Olstol® Alarm= ZMAIZ|H T, Deltas
M EALE 2t Ol ™ T AE gtel HEXE A gt Hlwdte 1
0|4 Ol HLE 0I15H0IH AlarmsS A AIZ2ILICE

» Rising-threshold & Falling-threshold : &8t 2 gt ot LA 2 HF S,

(=)

RMON Alarm2 £ &cted® S BHUHE AMEHYAIL.

= fc s
rmon alarm <1-65535>
WORD interval <1-65535>
{absolute | delta} rising-
threshold <1-65535> event | CONFIG RMON Alarm2 & & & LICh.
<1-65535> falling-threshold

<1-65535> event <1-
65535> [owner WORD]

80 ec s

show rmon alarm TOP RMON Alarm &&Z2 & 0I&tLICt,

RMON Alarm €& = =J|slotd® s SE0HE MESHEAIL.

330 ec )

or
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no rmon alarm <1-65535>

CONFIG

RMON Alarm

M
=

<0l XM > RMON Alarm && & &tol,

SG2124G#configure terminal

Enter configuration commands, one per |ine.

SG2124G(config)#

End with CNTL/Z.

SG2124G(config)#rmon alarm 1 etherStatsEntry.5.1 interval 5 delta rising-threshold 30
event 1 falling-threshold 20 event 1

SG2124G(config)#exit
SG2124G#
SG2124G#show rmon alarm

alarmlndex = 1
alarmlnterval

alarmVariable

alarmSampleType = Delta
alarmValue = 0

8

alarmStartupAlarm = risingOrFallingAlarm(3)

alarmRisingThreshold = 30
alarmFal | ingThreshold = 20
alarmRisingEvent = 1
alarmFal | ingEvent = 1
alarmOwner =

alarmStatus = 1

etherStatsEntry.5.1

SG2124G#
— RMON Alarm Indexe S50t &8% == SI&LICH
S A3 A= RMON Alarm IndexE £+=&otAHH, AN & S &GHAl
gx J|l BFELICH.
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| 2%t

=

L
Ho
02

2.1 VLAN

2.1.1 VLAN 7l

VLAN (Virtual LAN)2 22IXe 2ol 2t =2&822 ME3=E Network0lOd, oFLES
VLANZ &tLE Ol&tel Ze2l&O! Interface2 & ELICH 22 VLANOI =8t InterfaceS

NZ Packet2 =1 22 = U220, T2 VLANOW =8t Interface=2 VLAN 2t2 Sl

JtsotAl == Routing HHIE SoiMOF PacketE =1 &S £ USULCH TetAd A

Ct2 VLANOI =8t AISAES2 22 28 broadcast Packet S2 #4lotAl 228z Y

S O %0l AI2E £ JA20, VLAN S22 Traffic2 22| 8£0122 2ot JIsk skt

LICH.

SG Switch Series Switch= IEEE802.1q HE&0Ct=2 F4&0| &&otH, VLAN IDIF 20 U

tagged Packetlt VLAN IDJt 2 X &£ 2 untagged Packet 255 d&E = /USLIC

2 E Interface= &8st VLAN ID (VID) gt=2 JtA12 ALH 22Xt EF VLANCS =
Ot 22 untagged TrafficOl= Jl2 VID (VLAN 1.1)JF 20&LICH. JHEZ VLANS
A= Switch InterfaceS2 =28 VIDE JI& VLAN LHOIAI Gt PacketES d&sg £

=2
TT
E = o
o]

A

]
|SLICH

2

0 JH HU 0o

L - r
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2.1.2 VLAN A%

Moz Switche =J| 822 vlanl.10] ME&ENH YD 2= Interfacelt vlianl.10
oo UASLICH Packet2 =2 VLAN U U= Interfacedi A2 SAI0| JFsELICEH
D= PacketS NM&£& ([ Packet LHOI &EEot= VLAN BHS ILICEH

<
=
>
=2

MZ2 VLANS 445t U3 BEHE MESHHAIL.

= RE s

vlan database CONFIG VLAN €& 22 A& .
vlan <2-4094> bridge 1 VLAN 0|&1t IDE 205t VLAN
{name vian-name} state VLAN HHESLICH (2O 2560012 VLAN &
{enable | disable} &)

| RANGE bridge 1 | VLAN CHSI VLANS SS LI

vlan range ridge (2100 2550001 SAl &)

&= VLAN & Member E2E 0ol US BEUHE AIEotEAIL.

oo oc s
show vlan <2-4094> TOP EXN VLAN HBEZ 50IsLC}.
show vlan [brief] TOP = VLAN E2E =ftolgLitt.
VLANS AHIGHHAE IS Y UHE AIZEHAAIL.
o0 oc s
no vlan {<2-4094> | range} VLAN VLANS AHH|sHLICF
[mtu] bridge 1
== VLANZ Default VLANS ZE&5t0i X 0H 256000 X SF& £ AL
— C+.(SG2200 Series® Z< 0§ 1282 X
g3
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2.1.3 Port VLAN 4%

MZ&2 VLANS 2tE U E0l= Interfacel HE VLANS XA &HLICH

Interface0il Port VLANS X ZotddHE S BEUHE AISotEAIL.

g3 Qec s
interface IFNAME CONFIG InterfaceE & &igtLILCt.
interface range PORTRANGE | CONFIG Interface BH<IE SEELICT

switchport access vlan <2-

4094> INTERFACE Interface0il VLANS & & &fLICH

HHO B s
show vlan <2-4094> TOP £33 VLAN 2 E &0I&LICt.
show vlan all TOP 2= VLAN E2E E0IgLICt.
show vlan [brief] TOP 2 E VLAN ¥2E EQIgLICt.
Interfacelil &8 & VLANS ZJ|3lolel™ OIS S8 E AIEotYAI2L.
=E=10y IS Jls
] Interfacelil &&= VLANZ2 xD|3 &
no switchport access vlan INTERFACE Lct
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<0l Xl> Configure Port VLAN

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G( config)#vlan database

SG2124G
SG2124G(config-vlan)#exit
SG2124G(config)#
SG2124G(config)#interface range gel-2

% gel-2 Selected

== == = ==

config-vlan)#vlan 10 bridge 1 > Vlan1.10 MM

SG2124G(config-if-range)#switchport access vian 10 > Interface ol Vliani.10 X &

% gel-2 Selected
SG2124G(config-if-range)#exit
SG2124G(config)#exit

SG2124G#

SG2124G#show vian 10 > Vian1.10 8| XA Interface &l
Bridge Group : 1

VLAN ID Name State  Member ports (u)-Untagged, (t)-Tagged

10 VLANOO10 ACTIVE gel(u) ge2(u)

SG2124G#

SG2124G#show vlan brief > M ViandH™ Aef &ol
Bridge Group : 1

VLAN ID Name State  Member ports (u)-Untagged, (t)-Tagged

1 defaul t ACTIVE ge3(u) ged(u) geb(u) ge6(u) ge7(u) ge8(u)
ge9(u) ge10(u) gel1(u) gel2(u) gel3(u)
gel4(u) ge15(u) gel6(u) gel7(u) gel8(u)
ge19(u) ge20(u) ge21(u) ge22(u) ge23(u)
ge24(u)

10 VLANOO10 ACTIVE gel(u) ge2(u)

SG2124G#

1. Interface range ZE0& 04 I InterfaceE XIFE M=
gl 2+ 80| Interface HSE J0IE2 #2050 LEELICH (0l:
A i
F9 2. Interface range @30 Z 22 Interface H/E NEE M=

"z ¢
i+l J1=2(-)E AMtEoto =g LICH (0ll: gel-5)
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VLAN

Ct=2 VLANS &3&dst = UE

M&E &= PacketOl VLAN E2E

= AEot0 Sag = UASLICH

Ao =

MZ=2 VLANS

Switch?l
Uplink Interfacedt ZR35tH =& LICH

ors
o

2.1.4 802.1Q VLAN &3

gt= O3, InterfaceE tagginglz & &gt
Interface= VLAN IDJt B2 & Packet

=2 VLANDE S4al
otXI8, Trunk Jls2
[m:

2ot ERot 2LULHH

== A B
== &8%

oted®™ VLAN

ESERR=Ige

LICH.

= VLANE X &otH,

AL =)
sorgo

AMEZ38t0 Uplink Interfacez
Uplink Interface@t

off &

Interface0ll Trunk VLANS 7 45tei™ 082 TEHE AMETNAL.
g0 Lo s
interface range PORTRANGE | CONFIG Interface H9IE HEELICEH

] InterfaceE trunk modeZ HZAEL
switchport mode trunk INTERFACE o
S\INItC:':lde(I:‘It Itrunk aII(:J}wed INTERFACE Interfaceil VLANS & & &LICH
vlan {a remove )
ZICH 25600 K SAl &3

VLAN_RANGE (2T 256t X | )
switchport trunk native vian | y\reppace | Native VLANS &FEHLIC,
<2-4094>

MAHE VLAN 2 Member 22 E &0IGteiH U2 ZHUHE MEISNAIL.
gE0 L s
show vlan <2-4094> TOP E3 VLAN 2 E =0I&LILt.
show vlan all bridge 1 TOP 2 E VLAN EE2E =olgLitt.
show vlan brief TOP 2 E VLAN EE2E SolgLitt.

Interface0ll Trunk VLANS xD|3lotddi™ US YEHUHE AIESHA AL,

=10 RE s
switchport mode access INTERFACE Access VLAN &8 2=2 =xJ|3t&tLICh.
no switchport trunk native | 1\ 1epence | Native VLAN &E2 ZJI81&LICH

vlan
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<0lM> gel-25 VLAN102=Z &&EGtL ge3= trunkZ &%

SG2124G#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G( config)#vlan database
SG2124G(config-vlan)#vian 10 bridge 1
SG2124G(config-vlan)#exit
SG2124G(config)#interface range gel-2
% gel-2 Selected
SG2124G(config-if-range)#switchport access vlian 10
SG2124G(config-if-range)#exit
SG2124G(config)#inter face ge3
SG2124G(config-if)#switchport mode trunk
SG2124G(config-if)#switchport trunk allowed vlan add 10
SG2124G(config-if)#end
SG2124G#
SG2124G#show vian 10

Bridge Group : 1

VLAN ID Name State  Member ports (u)-Untagged, (t)-Tagged
10 VLANOO10 ACTIVE gel(u) ge2(u) ge3(t)
SG2124G#

SG2124G#show vian brief
Bridge Group : 1

VLAN ID Name State  Member ports (u)-Untagged, (t)-Tagged

1 default ACTIVE ge4(u) ge5(u)
gel0(u) geli(

(

(

u) u)
(u
ge15(u) gel6
(u
u)
u)

ge6(u) ge7(u) ge8(u) ge9
) gel2(u) gel13(u) gel4d(u
) gel17(u) gel8(u) gel9(u
) u

ge22(u) ge23(u) ge24(

—_ — — —

u

u

ge20(u) ge21(u

ge3(

10 VLANOO10 ACTIVE gel(
SG2124G#

ge2(u) ge3(t)

Switch12| Trunk Port2 &&= Uplink Interface? HZE Switch2
9| Interfacel &S Switch1ll &&& VLAN IDE E&dt= Trunk
Port2 HZEHOF S&I0| JIs&LIC

i ]
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2.1.5 Hybrid VLAN 474

SG Switch Series= Layer2 & & SwitchZ Routing 71501 10 T2 VLANS A&t
ZdS VLAN 2t9l S410] SJts& LUt S35l, g Switch® UntaggedZ HZ & Uplink
Interface= 2 VLAN2 22 H Packet2 & 0t0t ot=0l, 2= VLANO =06t S & FGHAl
2O PacketS 2= It QISLICH MetM G2 VLANZS &3 g Mole 3 20l
Uplink InterfaceE 2= VLANOI £5t&= & &aH0F &LICH

[22 2-1] Hybrid VLAN 74

[ VLAN 30

1o N 20 &8s BLR20H A VLAN20LHSl PCOIA CIE VLANLIS| S4&IES AIE5HH,
Untagged PacketOl VLAN202=Z SOH2H ELILL oiEd VIDIH 200122 Packet L0
tag 202 F=Itot0 & &oHAH =12, Uplink Interface @Al VLAN 2001 =3tJ] ME0
Packet &0 Jis&LUCH. AU Uplink InterfaceE Soll AR 2R2H S0Es
Untagged Packet2 O™ VIDE JtAld OH{E Interface2 HEEZI00F & XNE & = Q&
LIC}.

AR 22 H Uplink Interface2 && & Untagged Packet2 CtE Interfacell M&E =
&5 ot ™, Uplink InterfaceE E&ot= 2= InterfaceE RHR2=Z dt= VLANS 2t
O OF Uplink Interfacefl Al 2 Interface2 Z=ME & = USLICH

(tetA, 2= VLANOI Uplink InterfaceE 4322 FItold, 2 InterfaceE 4R 2
Z ot= VLANZS MA5t0 VLANZIS S4I0l SI&= &FoH0F &LICt.

i
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Hybrid VLAN2 &£3&Gteld OS2 ZHUHE MESIHAIR.
=L RE s
hared-vlan VLAN ID {block Hybrid VLANLHOI &Mot= TS
homblocky {block | yian VLANO| Broadcast PacketS &g&
KIOl CHoHl & E48iLICY.
interface range PORTRANGE | CONFIG Interface E9IE HEELICH
switchport mode hybrid INTERFACE hybrid modeg HZE&LICH
switchport hybrid allowed
& VLANS & & &LIC
vlan {add | remove} INTERFACE
VLAN_Range egress-tagged (LIEH 25500tAI SAl £ %)
{enable | disable}
switchport hybrid native vlan | nrerrace | Native VLANS &= erLIC,
<2-4094>
switchport hybrid vian <2- | \rerpace | Interfaceti VLANS == eHLich
4094 >
MAHE VLAN 2 Member A2 E 0I5t US YHUHE AIESHAARL
==L Qc s
show vlan <2-4094> TOP S4d VLAN 322 &0IgL|Ch.
show vlan all TOP 2= VLAN 32 E =0IgLIC.
show vlan [brief] TOP S = VLAN E2E =QlgLIC.
Hybrid VLANZ ZD|3otei™ U2 YEHE AISSHAAIL.
g3 BE s
no shared-vlan VLAN shared-vlan &€& & =J|=t&LILC.
switchport mode access INTERFACE Access VLAN A& o=z =xJ|stsLIC
Cgiw'mhport hybrid native | 1\ reRFACE | Native VLAN &&= =J|818HLICH
no switchport hybrid vlan INTERFACE &&= VLANZS =D|3t&LICh.

i ]

Hybrid VLAN2 2 SwitchE 248 &d=,°
Al VLANO HZ & Interfacedil 20/= MAC AddressJt Uplink VLAN
0l OtYl User VLAN2 = HEAIZIOOF &

“‘show bridge” Y0 &

&10I ELICH
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<0 X1> Hybrid VLANS Ol

SG2124G#configure terminal

Enter configuration commands,

=5t Access & Voice VLAN &%

one per line. End with CNTL/Z.

SG2124G(conf ig)#vlan database

SG2124G
SG2124G
SG2124G
SG2124G

config-vlan)#vlan 10
config-vlan)#vlan 20
config-vlan)#exit
config)#

—_—~ —~

bridge 1 name Access state enable
bridge 1 name Voice state enable

SG2124G(config)#interface range all

% all Selected
SG2124G(config-if-range)#swi
% all Selected
SG2124G(conf ig-if-range)#swi
% all Selected

tchport mode hybrid

tchport hybrid vian 10

SG2124G(config-if-range)#switchport hybrid allowed vlian add 20 egress-tagged enable

% all Selected

SG2124G(conf ig-if-range)#end
SG2124G#

SG2124G#show vlan brief

Bridge Group : 1

VLAN 1D Name State  Member ports (u)-Untagged, (t)-Tagged

1 default ACTIVE

10 Access ACTIVE gel(u) ge2(u) ge3(u) ged(u) ge5(u) geb(u)
ge7(u) ge8(u) ge9(u) ge10(u) gel1(u) gel2(u)
ge13(u) gel4(u) ge15(u) gel6(u) gel7(u)
ge18(u) ge19(u) ge20(u) ge21(u) ge22(u)
ge23(u) ge24(u)

20 Voice ACTIVE gel(t) ge2(t) ged(t) ged(t) geb(t) geb(t)
ge7(t) ge8(t) ged(t) gel0(t) gel1(t) gel2(t)
ge13(t) gel4d(t) geld(t) gel6(t) gel7(t)
ge18(t) ge19(t) ge20(t) ge21(t) ge22(t)

()

SG2124G#show running-config

=
—géf;-

vlan database

ge23(t) ge24

vlian 10 bridge 1 name access

vlian 20 bridge 1 name voice
!

inter face gel

bridge-group 1

switchport mode hybrid
switchport hybrid vian 10

switchport mode hybrid acceptable-frame-type all

switchport hybrid allowed v

switchport hybrid allowed v
—- 0|5} A2f

lan add 20 egress—tagged enable
lan add 10 egress-tagged disable
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<0 X2> Hybrid VLAN &3

gel-11= VLAN 10, gel2-22= VLAN 202 Memberz X &
ge23-24= VLAN 3022 XI& = VLAN 10,202 Hybrid VLAN2Z X &

SG2124G#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G( config)#vlan database
SG2124G(config-vlan)#vlan range 10,20,30 bridge 1
SG2124G(conf ig-vlan)#shared-vlan 30 block
SG2124G(config-vlan)#exit
SG2124G(config)#interface range al |
% all Selected
SG2124G(config-if-range)#switchport mode hybrid
% all Selected
SG2124G(config-if-range)#switchport hybrid allowed vian add 30 egress-tagged disable
% all Selected
SG2124G(config-if-range)#exit
SG2124G(config)#inter face range gel-11
% gel-11 Selected
SG2124G(config-if-range)#switchport hybrid vian 10
% gel-11 Selected
SG2124G(config-if-range)#exit
SG2124G(config)#interface range gel12-22
% gel12-22 Selected
SG2124G(config-if-range)#switchport hybrid vian 20
% gel12-22 Selected
SG2124G(config-if-range)#exit
SG2124G(config)#interface range ge23-24
% ge23-24 Selected
SG2124G(config-if-range)#switchport mode hybrid
% ge23-24 Selected
SG2124G(config-if-range)#switchport hybrid vian 30
% ge23-24 Selected
SG2124G(config-if-range)#switchport hybrid allowed vlian add 10 egress-tagged disable
% ge23-24 Selected
SG2124G(config-if-range)#switchport hybrid allowed vlian add 20 egress-tagged disable
% ge23-24 Selected
SG2124G(config-if-range)#end
SG2124G#
SG2124G#show vlan brief
Bridge Group : 1

VLAN 1D Name State  Member ports (u)-Untagged, (t)-Tagged

default ACTIVE

10 VLANOO10 ACTIVE gel(u) ge2(u) ge3(u) ged(u) ged(u) ge6(u)
ge7(u) ge8(u) ge9(u) gel0(u) gel1(u) ge23(u)
ge24(u)

20 VLANO020 ACTIVE gel2(u) gel13(u) geld(u) gel5(u) gel6(u)
gel7(u) ge18(u) ge19(u) ge20(u) ge21(u)
ge22(u) ge23(u) ge24(u)

30 VLAN0030 ACTIVE ge1(u) ge2(u) ge3(u) ged(u) ged(u) geb(u)
ge7(u) ge8(u) ge9(u) ge10(u) gel1(u) gel2(u)
ge13(u) gel4(u) gel5(u) gel6(u) gel7(u)
ge18(u) ge19(u) ge20(u) ge21(u) ge22(u)
ge23(u) ge24(u)
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SG2124G#show bridge

bridge
]

y
y
y
y
SG2124G#

VLAN port
10 gel
20 gelb5
30 ge24
30 ge24
30 ge24

mac fwd timeout

0017.420c.d547 1
000c. f1c0.662b 1
001a.f400.0101 1
0002.b3af .bofd 1
0002.b3e9.5fa3 1

300
300
300
300
300
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2.1.6 Shared-VLAN Egress-Port 474

S5 Networklll A= AIZ2XE0l ME2 BEOH(security)E B&EO 2HY S&S D
sotH ool ol Uplink Interface2t2l S48 JtsatH ot2 1 01212 Interface2tll S
ME XeeteE JlsgLICh

shared-vlan egress-port2 & & & Interface= Uplink Interface 01212l Interface2%H
M &5 = Unicast, Multicast, Broadcast & 2= TrafficRZ22H 2SE & &LICH

[18 2-2] shared-vlan egress-port Traffic

ol

shared-vlan egress—port

|

shared-vlan egress-port& &3

otcAd s EE0E MSotHAIL.

g3 HE s
hared-vl VLAN ID fblock Hybrid VLANWOI &Mdt= G2
|Snaorr?—b_l\£> SI:} LID {block |\ AN VLANOIl Broadcast PacketS X &t
A0l CHoll & Ed&rLICt.
interface range PORTRANGE | CONFIG Port RangeE & E&i&LICt.
itch h -vl £3& InterfaceE Uplink Interface&
switchport shared-vlan INTERFACE ) p
egress-port IFNAME e LI
MAHE VLAN & Member E32E =015t H U2 HEUHE AMETHAAIL.
=10 RE s
show vlan <2-4094> TOP E3d VLAN HEE E0I&LICh.
show vlan all TOP 2= VLAN 32 S0IgLICt.
show vlan [brief] TOP 2= VLAN 32 S0IgLICt.
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shared-vlan egress-portE |35t ™ 2 BB HE AMESAAIL.

FEO BE s
no shared-vlan VLAN shared-vlan &8 2 =J|g&LICH

i - A HE VLAN egress-portE x=DJ|3t&
no switchport shared-vlan INTERFACE g p

egress-port

LICt.

<0l Xl1> shared-vlan egress-port &3

gel-12 : Interface2t S4&I HNI&t. LE Traffic2 ge24 InterfaceE SHAY SAEES
£3.
gel3-23 : Interface2t S4l 31 &. egress-port2 A& & Interfacelt= S4l HI&t

SG2124G#conf igure terminal
SG2124G(config)#interface range gel-12
% gel-12 Selected

SG2124G(config-if-range)#switchport shared-vlan egress-port ge24

% gel-12 Selected
SG2124G(config-if-range)#end
SG2124G#sh run

=<
5 2

|
bridge 1 protocol pvstp
!
spanning-tree mst config
|
mls gos enable
mds enable ge1-22 detect
mds uplink ge23-24
|
inter face gel
switchport shared-vlan egress—port ge24
!
inter face ge2

switchport shared-vlan egress—port ge24
|

- olst Mzf
== shared vlan egress-port= gel-24, pol-12, sal-12 ©| Interface
;r—J_,_ = Z0 200K KBS & ASLICH
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<0 X2> Hybrid VLAN1} shared-vlan egress-portg &3&

SG2124G#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G( config)#vlan database
SG2124G(config-vlan)#vlan range 10,20,30 bridge 1
SG2124G(conf ig-vlan)#shared-vlan 30 block
SG2124G(config-vlan)#exit
SG2124G(config)#interface range all
% all Selected
SG2124G(config-if-range)#switchport mode hybrid
% all Selected
SG2124G(config-if-range)#switchport hybrid allowed vian add 30 egress-tagged disable
% all Selected
SG2124G(config-if-range)#exit
SG2124G(config)#interface range gel-12
% gel-12 Selected
SG2124G(config-if-range)#switchport hybrid vian 10
% gel-12 Selected
SG2124G(config-if-range)#exit
SG2124G(config)#interface range ge13-23
% ge13-23 Selected
SG2124G(config-if-range)#switchport hybrid vian 20
% ge13-23 Selected
SG2124G(config-if-range)#exit
SG2124G(config)#interface ge24
% ge24 Selected
SG2124G(config-if)#switchport hybrid vian 30
% ge24 Selected
SG2124G(config-if)#switchport hybrid allowed vian add 10 egress-tagged disable
% ge24 Selected
SG2124G(config-if)#switchport hybrid allowed vian add 20 egress-tagged disable
% ge24 Selected
SG2124G(config-if)#exit
SG2124G(config)#interface range ge13-23
% gel13-23 Selected
SG2124G(config-if-range)#switchport shared-vlan egress-port ge24
% gel13-23 Selected
SG2124G(config-if)#end
SG2124G#
SG2124G#show vlan brief
Bridge Group : 1

VLAN 1D Name State  Member ports (u)-Untagged, (t)-Tagged

default ACTIVE

10 VLANOO10 ACTIVE gel(u) ge2(u) ge3(u) ged(u) geb(u) geb(u)
ge7(u) ge8(u) ge9(u) gel0(u) gel1(u) gel2(u)
ge24(u)

20 VLAN0020 ACTIVE ge13(u) gel4(u) ge15(u) gel6(u) gel7(u)
ge18(u) ge19(u) ge20(u) ge21(u) ge22(u)
ge23(u) ge24(u)

30 VLAN0030 ACTIVE gel(u) ge2(u) ge3(u) ged(u) ged(u) geb(u)
ge7(u) ge8(u) ged(u) gel0(u) gell(u) gel2(u)
ge13(u) gel4(u) gel5(u) gel6(u) gel7(u)
ge18(u) ge19(u) ge20(u) ge21(u) ge22(u)
ge23(u) ge24(u)
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SG2124G#

SG2124G#show bridge

bridge
]

y
y
y
y
SG2124G#

VLAN port
10 gel
20 gelb5
30 ge24
30 ge24
30 ge24

mac fwd timeout

0017.420c.d547 1
000c. f1c0.662b 1
001a.f400.0101 1
0002.b3af .b9fd 1
0002.b3e9.5fa3 1

300
300
300
300
300
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2.1.7 MAC / IP / Protocol Based VLAN

2e|X= £3& Hoste MAC / IP Protocol& HIE2=Z Interface2l Ols1dt 2tH 80|
DynamicotHl VLANZS Y& = USLICHL

MAC Based VLAN2 Port Based VLANOI Al InterfaceZ2 2 oY VLANE XI&SH A0 20|

Network DeviceE22 oilY VLANE X &Eot= 2422 Port Based VLAN 24& 13 3 XH0|

Jb LAl 2&LICH. Network A0IA Computerdt =JF / AHEZHE HZE = Switch

Interface®t= R226HH =28 VLANS Memberdlt €LICH £8t, 6HLES| InterfaceOllAd &

Z & otY Hubg 48 Network Segment2l Computer& M& CtE& VLANS Member
S A

o EHes 28 USLICH

StAIGH, MAC AddressZ22 dilE %= VLANS AdministratorJt mappingat® 22| 0F StJ|
20, Network Devicell &0l =IH6t= NetworkUi A= Bz 2AIQLICH 8 NIC
b WA MAC Addressot BHFEICH Userl VLANO| BHHAE =& USLICH

IP Based VLANE TCP/IP Network EnvironmentOlAl & & Subnet&€2 VLANS 24 E
2= AN MAC Address & 4= VLANZS HEJ|5t0d DBE & dt= MAC Based VLAN =2C}
S2H0/1, Userl NIC WMOUE A HHE = JUSLICH Lt 2= Computer=0|
DHCPE AlEole StH0WAME AIE6HX 26t Fixed IP AddressE AIZol0F ol SHE 0]
USLICEH

Protocol Based VLANS IPX2 22 £3& ProtocolS 0|&56t

ot= ZBIS0l CHoll OiCIol HZEEX S&€ VLANSZ SHotES 488 = UsLIh

bl

MAC/ IP / Protocols VLANS M &5t US HHUHE AECHEAIL.

80 L= s

vlan classifier rule <1-256>

ipv4 IP_Addr/MASK vlan CONFIG IP Based VLAN=S & & & LILCH.
VLAN_ID

vlan classifier rule <1-256>

mac MAC _Addr vlan CONFIG MAC Based VLANES & A &HLICt.
VLAN_ID

vlan classifier rule <1-256>
proto PROTOCOLS encap

CONFIG Protocol Based VLANS & & &tL|C}.
{ethv2 | nosnapllc | snaplic}
vlan VLAN_ID
vlan classifier group <1-16> e =

NFI Classifier Group IDE & &HLICH.

{add | delete} rule <1-256> CONFIG P
vlan classifier activate <1- - = ===

CONFIG Classifier Group IDE &4 3t&FLICt.

16>
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I
o

SEHE MEotE AL,

alo

MAC / IP / Protocols VLAN &#&Z2 &0ls5ted™ Ch

=L Lo s

show vlan classifier group TOP Classifier Group0ll H&& RuleS &
[<1-16>] OIEHLICH.

show vlan classifier rule [<1- Classifier Rule? Lig2 &QI&FLIC},
256>] TOP

MAC /IP / Protocols VLANS =J|&loled™ OIS HEUHE AMSoA AL,

=E=10 oc s
no vlan classifier rule <1- Classifier Rule2l &8 UWs2 x=J|3l
256> CONFIG ST
no vlan classifier group <1- Classifier Group2l €& W= =)
16> CONFIG SIELICH
. ] Classifier Group IDE HIg 43 & LI

no vlan classifier activate CONFIG 0

== MAC / IP / Protocol Based VLANS Z43I5l2{® InterfaceS2

E Hybrid Mode &< Trunk ModeZ & &S 0{0F & LILCH
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<0l M > MAC Based VLAN &%

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#

SG2124G(conf ig)#vlan database

SG2124G(config-vlan)#vlan range 2-10 bridge 1
SG2124G(config-vlan)#exit

SG2124G(config)#

SG2124G(config)#interface range all

% all Selected

SG2124G(config-if-range)#switchport mode hybrid

% all Selected

SG2124G(config-if-range)#switchport hybrid allowed vlan add 2-10 egress-tagged
disable

% all Selected

SG2124G(config-if-range)#exit

—_—~ —~

SG2124G(config)#

SG2124G(config)#vlan classifier rule 1 mac 0000.4241.5678 vlan 10
SG2124G(config)#vlan classifier rule 2 mac 0000.4241.1234 vian 10
SG2124G(config)#vlan classifier group 1 add rule 1
SG2124G(config)#vlan classifier group 1 add rule 2
SG2124G(config)#vlan classifier activate 1

SG2124G(conf ig)#end

SG2124G#

SG2124G#show vian classifier group

vlan classifier group 1 add rule 1

vlan classifier group 1 add rule 2

SG2124G#

SG2124G#show vlan classifier rule

vlan classifier rule 1 mac 0000.4241.5678 vlan 10
vlan classifier rule 2 mac 0000.4241.1234 vlan 10

SG2124G#

SG2124G#show bridge | include 5678

1 10 gef 0000.4241.5678 1 300
SG2124G#
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2.1.8 GVRP &%

GVRP= VLAN J|s0| U= Switch S0 A2l Default VLANZS Helst CtE VLAN &2
£ [t2 Switch S0 2el=d AlE%Z = Protocol2 Al, GVRPE £=4I8t Switche CI2
SwitchlHE Ol Frame2 & E3atH &LICH. GVRPOH U= VID g2 0|2HE =8dte =

A VIDE JI& Memberdt UCls 218 230 X4&S FDB2l Dynamic VLAN
Registration Entry0il i VIDE SE&LICI. GVRPE AIE35t0H VLAN Membership2 S
Eot= HE2 Multicast GroupE s=< M AIEdt= GMRPL2 =& R ALSHL, GMRPE
A 2 Z= Multicast® MACEF=AJF AFEZEXIEH GVRPE &< 12 HIEQ VID &t0| AtE&l=
&0l CHSLICH

=
FO
0%
ﬂJIO
:.‘_:
st
a
2
0
=
(ol
0
>0
[I-Y

£ £0{, Switch 10l H2Z= Z20| GVRP(VID = 10)2 S5
2 XHalQl Interface 101 VID = 102 MemberJdt 2L, 0]

SwitchLl Ct& InterfaceZ22H =&TH 0 HZOAH &0l StLICH &8, 0 2
HE2 Spanning Treelll A= 0/ SwitchWIHE &#EE =0, RES &2 Switch= GVRP
b =4lE Interface 2€ VID = 1022 4&&GIW Xt4&l2l Down StreamOl VID=10¢!
MemberJt ASE SSE&LILCL

GVRPE &£ &6t Dynamic VLANS Hddotcd® S BE0HE AIZotEAIL.

oo 2ec s
set gvrp enable bridge 1 CONFIG gvrpE enable&LILCh.
set gvrp applicant state
{active | normal} CONFIG gvrp applicant2 &EiE A& & LIC
PORTRANGE
set gvrp registration {fixed |
forbidden | normal} CONFIG gvrp registrations & & & LICH.
PORTRANGE
set gvrp timer {join | leave | gvrp timerE & &&LICH
leaveall} TIME_VALUE CONFIG (Default: Join : 20 ms, Leave : 60
IFNAME ms, LeaveAll : 1 000 ms)
set port gvrp enable gvrpE &3E InterfaceE XI& &L
PORTRANGE CONFIG Ct.

GVRPE & &3l M4&E Dynamic VLANS E0I5tHH 02 BZUHE AMEBSIYAIL.
=10 RE s

show gvrp timer IFNAME TOP

Ct.
show gvrp statistics TOP gvrp Packete S} @2 E &0lgL
[IFNAME] Ct.
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show gvrp configuration TOP gvrp &8 UE= =0CIgLIC
show gvrp machine TOP gvrp &EHE =OIgLICt
show vlan {all | brief
|classifier | dynamic | static | TOP &#&E VLAN & 2E =olgtLICh.
| vlan-stacking}
GVRPE =J|stotdAH s ZEUHE MESOHEAL.
=L RE s
set gvrp disable bridge 1 CONFIG gvrpE disable& L|Ct.
set port gvrp disable interface0l €& & gvrpE =JI&t8
PORTRANGE CONFIG LI Ct.
clear gvrp statistics IFNAME | CONFIG gvrp SHl E2E =J|sterLICt.

—

GVRPE £=4l6t=

i ]

Interface=

Tagged MemberO|{Of & LICH.

[£ 2-1] show gvrp machine?| state & (GARP ¥ &

Applicant state

Registrar state

VA
AA
QA
LA
VP
AP
QP
VO
AO
QO
LO
VON

AON
QON

: Very Anxious Active

: Anxious Active

1 Quiet Active

: Leaving Active

: Very Anxious Passive

: Anxious Passive

: Quiet Passive

: Very Anxious Observer

: Anxious Observer

: Quiet Observer

: Leaving Observer

: Very Anxious Observer
Nonparticipant

: Anxious Observer Nonparticipant

: Quiet Observer Non-Participant
MAX

INN
LV
L3
L2
L1
MT
INR
LVR
L3R
L2R
L1R
MTR
INF
LVF
L3F

L2F

L1F

MTF

: In Normal Registration

: Leave Normal Registration

: Leave countdown3 Normal Registration
: Leave countdown2 Normal Registration
: Leave countdownl Normal Registration
: Empty Normal Registration

: In Fixed Registration

: Leave Fixed Registration

: Leave countdown3 Fixed Registration

: Leave countdown?2 Fixed Registration

: Leave countdownl Normal Registration
: Empty Fixed Registration

: In Forbidden Registration

: Leave Forbidden Registration

: Leave countdown3 Forbidden

Registration

: Leave countdown?2 Forbidden

Registration

: Leave countdown1 Forbidden

Registration

: Empty Forbidden Registration MAX
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<0lM1> GVRP £&

- Switch-1 : ge24 trunk mode, vlan 10,20
- Switch-2 : ge24 trunk mode, vlan 30

-— Switch-1 —

SG2124G-1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SG2124G-1(config)#vlan database

SG2124G-1(config-vlan)#vlan range 10,20 bridge 1

SG2124G-1(config-vlan)#exit

SG2124G-1(config)#interface ge24

SG2124G-1(config—if)#switchport mode trunk
SG2124G-1(config-if)#switchport trunk allowed vian add 10,20
SG2124G-1(config-if)#exit

SG2124G-1(config)#set gvrp enable bridge 1

SG2124G-1(conf ig)#set port gvrp enable ge24
SG2124G-1(config)#interface gel
SG2124G-1(config-if)#switchport access vian 10
SG2124G-1(config-if)#exit

SG2124G-1(config)#interface ge2
SG2124G-1(config-if)#switchport access vian 20
SG2124G-1(config-if)#end

SG2124G-1#show vlan brief = Switch-20l gvrp A&7 M VLAN AEf

Bridge Group : 1

VLAN 1D Name State  Member ports (u)-Untagged, (t)-Tagged

1 default ACTIVE ge3(u) ged(u) geb(u) ge6(u) ge7(u) ge8(u)
ge9(u) ge10(u) gel1(u) gel2(u) gel3(u)
gel4(u) ge15(u) gel6(u) gel7(u) gel8(u)
ge19(u) ge20(u) ge21(u) ge22(u) ge23(u)
ge24(u)

10 VLANOO10 ACTIVE ge24(t) gel(u)

20 VLANO020 ACTIVE ge24(t) ge2(u)

SG2124G-1#
SG2124G-1#show vlan brief = Switch-20l gvrp A&
Bridge Group o1

VLAN ID Name State  Member ports (u)-Untagged, (t)-Tagged

1 defaul t ACTIVE ge3(u) ged4(u) ge5(u) ge6(u) ge7(u) ge8(u)
0e9(u) ge10(u) gell1(u) gel2(u) gel3(u)
gel4(u) gel5(u) gel6(u) gel7(u) gel8(u)
ge19(u) ge20(u) ge21(u) ge22(u) ge23(u)
ge24(u)

10 VLANOO10 ACTIVE ge24(t) gel(u)

20 VLANO020 ACTIVE ge24(t) ge2(u)

30 *\/LANOO30 ACTIVE ge24(t)

SG2124G-14#

-— Switch-2 —

SG2124G-2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G-2(config)#vlan database
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SG2124G-2(config-vlan)#vlan range 30 bridge 1
SG2124G-2(config-vlan)#exit

SG2124G-2(config)#interface ge24
SG2124G-2(config—if)#switchport mode trunk
SG2124G-2(config-if)#switchport trunk allowed vian add 30
SG2124G-2(config-if)#exit

SG2124G-2(config)#set gvrp enable bridge 1

SG2124G-2(conf ig)#set port gvrp enable ge24
SG2124G-2(config)#interface gel
SG2124G-2(config—if)#switchport access vian 30

SG2124G-2(config-if)#end
SG2124G-2#show vlan brief > Switch-10l| gvrp A&3}7| A VLAN Aref
Bridge Group : 1

VLAN 1D Name State  Member ports (u)-Untagged, (t)-Tagged

1 default ACTIVE ge2(u) ge3(u) ged(u) ged(u) geb(u) ge7(u)
ge8(u) ge9(u) gel0(u) gel1(u) gel2(u)
ge13(u) gel4(u) ge15(u) gel6(u) gel7(u)
ge18(u) ge19(u) ge20(u) ge21(u) ge22(u)
ge23(u) ge24(u)

30 VLANOO30 ACTIVE ge24(t) gel(u)

SG2124G-2#
SG2124G-2#show vlan brief > Switch-10ll gvrp A& st & VLAN AHef
Bridge Group : 1

VLAN 1D Name State  Member ports (u)-Untagged, (t)-Tagged

1 default ACTIVE ge2(u) ge3(u) ged(u) ged(u) geb(u) ge7(u)
ge8(u) ge9(u) gel0(u) gel1(u) gel2(u)
ge13(u) gel4(u) ge15(u) gel6(u) gel7(u)
ge18(u) ge19(u) ge20(u) ge21(u) ge22(u)
ge23(u) ge24(u)

10 *\/LANOO10 ACTIVE ge24(t)

20 *\/LANO020 ACTIVE ge24(t)

30 VLANOO30 ACTIVE ge24(t) gel(u)

SG2124G-2#

SG2124G-2#show vlan dynamic

VLAN 1D Name State  Member ports (u)-Untagged, (t)-Tagged

10 *\/LANOO10 ACTIVE ge24(t)

20 *\/LANO020 ACTIVE ge24(t)

SG2124G-2#
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<0 H2> GVRP && &0l
SG2124G#show gvrp configuration
Global GVRP Configuration for bridge 1:
Dynamic Vlan Creation: Enabled
Port based GVRP Configuration:
Timers(cent iseconds)
Port GVRP Status Registration Applicant Join Leave LeaveAll
ge24 Enabled Normal Normal 20 60 1000
SG2124G#
SG2124G#show gvrp machine bridge 1
port = ge24
applicant state[0] = QA registrar state[0] = INR
applicant state[1] = QA registrar state[1] = INR
applicant state[2] = QA registrar state[2] = INR
applicant state[3] = Q0 registrar state[3] = INN
SG2124G#
SG2124G#show gvrp statistics
Bridge: 1
Port JoinEmpty Joinln  LeaveEmpty Leaveln Empty
ge24 RX 0 28 0 0 6
TX 0 420 0 0 3
SG2124G#

SG2124G#show gvrp timer ge24

Timer Timer Value (centiseconds)
Join 20

Leave 60

Leave All 1000

SG2124G#
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2.1.9 Voice VLAN

Voice VLANS 2 & &Fot= Voice Traffic(S& VLAN £= MAC OUI)S| & AAIACZ &
Soll0F MZ2t0l 2I01E FEoHH 8Eg = AJl HE0l Voice VLAN2Z ZFE TrafficOl
ol XtsL2 R=FIE =0 Data TrafficE0H & 8&0l=E ot JIsLICH

Interfacedt Hybrid Mode2 (M2 Voice VLANSZ & X0| JIs&LICH Interfacelll Voice
VLANZS & &0olH Sysloglll oY Interface0l LLDP-MEDJt &4&3tEQUACt= Eventdt M&E
M A LLDP-MEDJ} Mts2=2 &4st& 0, LLDP-MED Policy Packet & CDP PacketO| &
EELICH (CDPE XN=E22 E43E X Z22Z CDPJF EnableT 0 U= AEHOIASH CDP
Packet2 & &8HLICH) LLDP-MED Packet2 VLAN, Tag, Default Priority, DSCP Options
£ Lot ME&/ 04, LLDP-MED PacketE 4ISIES HFE N3 SUHAM= 2488 &
sog HFELILL

Interfacelll &&= Voice vlan 8 MHoIHE EAH3E0H Us LLDPIH K=
S X 2&LUCH (LLDPE HIZ243t AlIIH “2.4 LLDP / LLDP MED"2 ¥ ¥
LLDP HI&&3t 2SS ASaioF &LICt.)

£ Hz2ds

=)
o

» vlan VID : Voice VLANOI dHEdt= Traffic2 <vlan-id> 22l Tagged Frame
(CoS5)= 2 Ui, Data Traffic(CoS0) 2 untagged Frame 22
& &30 Voice TrafficOl 4 HSELICH

= Untagged : Voice Traffict untagged Frame (vlan-id 4095)22 A && LIC.

= dotlp : Voice Traffic2 Priority Tagged Frame (vlan-id 0, CoS5), Data
Traffic2 untagged Frame2z & &ELICH

Voice VLANS MAsidH OIS HEHUHE Al

0K

SHYAIR.

80 L= s

switchport voice vian InterfaceE Voice VLAN Member=

{VLANID | dotilp | INTERFACE SR
untagged}

ice- i £3& MAC OUIZ Voice VLANeZ &
voice-vlan oui MAC_OUI CONFIG x

[Description] HEFLICH

LLDP-MEDE S8t Voice VLAN &&
CONFIG Packet2| gt=2 LHELIC.
(Default: dscp 46, priority 5)

voice-vlan med {dscp <0-
63> | priority <0-7>}

Voice VLANS 0I5l H S SEUHE AIEScHYAIL.

380 L= )

or
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Voice VLAN2Z XIE= MAC OUIE

show voice-vlan oui TOP solst |0,

Voice VLANS =D|slotdd® S EEUHE AISotAAIL.

330 Rl s

InterfaceE Voice VLAN Member0il

no switchport voice vlan INTERFACE M AHIELICH

. . £3& MAC OUIZ Voice VLAN2 2 4}
no voice-vlan oui MAC _OUI CONFIG

Mg LICh.
no voice-vlan med {dscp | CONFIG LLDP-MEDE &8 Voice VLAN & &
priority} Packetl| gt= =DJISt&fLICt.

voice vlan @30 = hybrid Modelll A2t S&&LICEH

i ]

<Ol Ml > Voice VLAN & &

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#vlan database
SG2124G(config-vlan)#vlan 10 bridge 1
SG2124G(config-vlan)#exit

SG2124G(config)#voice-vlan oui 00-00-01
SG2124G(config)#

SG2124G(config)#interface range gel-2

% gel-2 Selected

SG2124G(conf ig-if-range)#switchport mode hybrid

% gel-2 Selected
SG2124G(config-if-range)#switchport voice vlan dotip
% gel-2 Selected

SG2124G(config-if-range)#end

SG2124G#show voice-vlan oui

Telephony OUI(s) Description

00-00-01-00-00-00

SG2124G#show vlan brief
Bridge Group : 1

VLAN ID Name State  Member ports (u)-Untagged, (t)-Tagged
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1 default ACTIVE ge3(u) ge4(u) ge5(u) geb(u) ge7(u) ge8(u)
ge9(u) gel0(u) gell(u) gel2(u) gel3(u)

gel14(u) gel5(u) ge16(u) gel7(u) ge18(u)

ge19(u) ge20(u) ge21(u) ge22(u) ge23(u)

ge24(u) gel(u) ge2(u)

10 VLANOO10 ACTIVE

SG2124G#
SG2124G#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface range gel-2
% gel-2 Selected
SG2124G(config-if-range)#switchport voice vlian 10
SG2124G(config-if-range)#end
SG2124G#show vlan brief
Bridge Group : 1

VLAN ID Name State  Member ports (u)-Untagged, (t)-Tagged

1 defaul t ACTIVE ge3(u
ge9(u

) ge4(u) ge5(u) geb(u) ge7(u) ge8(u)
) ge10(u) gell1(u) gel2(u) ge13(u)
ge14(u) ge15(u) ge16(u) gel7(u) gel8(u)
ge19(u) ge20(u) ge21(u) ge22(u) ge23(u)
ge24(§) gel(u) ge2(u)

10 VLANOO10 ACTIVE gel(t) ge2(t)
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2.1.10 VLAN Stacking (QinQ) &H

IEEE 802.1ad EZ=0 & VLAN Stacking® A2 CI2 VLANO| €350 U= UHESZA
2t S&IE ot VLAN2Z JtsatAl otJ1 fIol VLAN ID(VID)Ctol &£ CHE VLAN ID
(Tag)E &5t =cl= 2l Network 20| Jisst VLAN2Z ULH+=0 Packet2 & &ote
Jls2Z QinQ, Provider Bridge == Double Q-Tagetl& &LICH B OZ Providert
customer2 &0t customerzZ =& VID=S2 WX Vlan! Provider Vlan ID0 *Z&
T/ PacketOl d&Z 1D, Y Packet2 dE 22 Switch: ¢ Jls2 olEdl
Provider VID 2t0f Customer VIDE &t=off 2& VID2l VLAN2Z A &gfL| L.

-

oo o

40

VLAN Stackinge =22 VLANZ Groupingd 802.1QE CtAl 802.1Q HH M=z UH
Groupingol{ 4, 22|82 M M2 2elol= VLANS =2 Z0 Local Network

F = UASLICH

ol

ofs s

I

=13 =3]
S =}

[O& 2-3]0M Customerl0| Customer22 Packet2 & &35t

rr

Ctst £sLIC

flo

HX Customerl OlA ProviderlZ PacketOl MZ& %, Providerl2 VLAN Stacking
InterfaceE Sdl &d&H &= Packet2 £ ofLEel Tagdh =IO &ESELIC HsE
Packet2 VLAN Stacking Interfacedt & & & Provider2& S =& X!l Customer20 &
&= Mol= Provider Switch2t0ll F=Jtel Tag Packet2 HI2l8 CustomerliOlA &&E&
Packet2| Tag2t X&&LICE

[Q& 2-3] VLAN Stacking (QinQ) =4

4 N
(" ) (" )
[ Sales vlan 10 ] / \ [ Sales vlan 10 ]

[ ) [ )

Technical vlan 20

Technical vlan 20

Trunk Access Vlan Access Vlan Trunk
pe e s
[ Marketing vlan 3 ] ( ] ) ( ] ) [ Marketing vian 3 }
hdnjp hdnjp
[ Others vlan 40 ] vlan 50 vlan 50 [ Others vlan 40 ]

\ Customerl ) \\Provideﬂ Providerzj \ Customer2 )
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o
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VLAN

Interface0il VLAN Stacking2 &&otddH O3

=L RE s
Interface range =
Interface HSIE SEELIC

PORTRANGE CONFIG 2 | C

. InterfaceE trunk modeZ & & &L
switchport mode trunk INTERFACE o
switchport trunk allowed
vlan {add | remove} INTERFACE Interfacedil VLANS & & EHLICH.
VLANRANGE
switchport vlan-stacking
{customer-edge-port | INTERFACE VLAN Stacking2l S]E & &eLIC.

provider-port}

VLAN Stacking &8 = &0lotd® U3 HANHE AIESoIAAIL.
2380 RE s
_ VLAN 2 MemberE &0I&HL|
show vlan {VID | brief} TOP

VLAN Stacking &&= =J|slotd™ U3

02
o

HE ALEBSHYAIL.

==L BE s
. InterfaceE Access ModeZ & & &L
switchport mode access INTERFACE cl
) InterfaceE Access ModeZ & & &fL
no switchport trunk INTERFACE o
no switchport vlan-stacking INTERFACE VLAN Stacking 882 xJ|3& L.

1. Provider®? Customer Switche =2 VLANS AlZsts E 0
T ES4l0] otELICH Provider2t Customer SwitchJt S4l2 &F
— Jl 2ol A= VLAN Stacking@2 F4H &= VLAN 0[219 2%
- VLANS &£ H5l040F & LICH.
#31 5  provider Switch= Customer Switch®t ®Z g = Interface=
Access ModeZ & &S O0F dtH, Customer Switch= Trunk
ModeZ & XG0 0F &HLICY.

190



H2&. AAE 293 VLAN

<Ol X> VLAN Stacking & &

- Customerl : vlan10(gel-10, sales), vlan20(gel11-15, technical), vlan30(gel16-18,
Marketing), vlan40(ge19-20, Others ), ge24 - Provider1 1t ™ Z(trunk)
- Providerl : ge2 customerllt ™2Z(Customerl vlan 2 OiE VID &%)
gel Provider22t H&Z(VLAN StackingE ®& Trunk VID &%)

- Provider2 : ge2 customer2?2 & (Customerl vilan 2| (HE VID &%)
gel Provider1lt 2 (VLAN StackingS /& Trunk VID &%)

- Customer2 : vlan10(gel-10, sales), vlan20(gel1-15, technical), vlan30(ge16-18,
Marketing), vlan40(ge19-20, Others ), ge24 - Provider21t ™ Z(trunk)

Customer1 MA

Customer1#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Customer1(config)#vlan database
Customer1(config-vlan)#vlan range 10,20,30,40,50 bridge 1
Customer1(config-vlan)#exit
Customer1(config)#interface vlan1.50
Customer1(config-if)#ip address 192.168.50.2/24
Customer1(config-if)#exit
Customer1(config)#interface ge24
Customer1(config—if)#switchport mode trunk
Customer1(config—if)#switchport trunk allowed vlan add 10,20,30,40,50
Customer1(config-if)#exit
Customer1(config)#interface range gel-10
% gel-10 Selected
Customer1(config-if-range)#switchport access vlan 10
% gel-10 Selected
Customer1(config-if-range)#exit
Customer1(config)#interface range geli1-15
% gel1-15 Selected
Customer1(config-if-range)#switchport access vlan 20
% gel1-15 Selected
Customer1(config-if-range)#exit
Customer1(config)#interface range ge16-18
% gel16-18 Selected
Customer1(config-if-range)#switchport access vlan 30
% gel16-18 Selected
Customer1(config-if-range)#exit
Customer1(config)#interface range ge19-20
% ge19-20 Selected
Customer1(config-if-range)#switchport access vlan 40
% ge19-20 Selected
Customer1(config-if-range)#exit
Customer1(config)#exit
Customer 1#
Customer 1#show vlan brief

Bridge Group : 1

VLAN ID Name State  Member ports (u)-Untagged, (t)-Tagged
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1 default ACTIVE ge21(u) ge22(u) ge23(u) ge24(u)

10 VLANOO10 ACTIVE ge24(t) gel(u) ge2(u) ge3(u) ged(u) ge5(u)
ge6(u) ge7(u) ge8(u) ge9(u) ge10(u)

20 VLAN0020 ACTIVE ge24(t) gel1(u) gel2(u) gel13(u) geld(u)
gel15(u)

30 VLANOO30 ACTIVE ge24(t) gel6(u) gel7(u) ge18(u)

40 VLANOO40 ACTIVE ge24(t) ge19(u) ge20(u)

50 VLANOO50 ACTIVE ge24(t)

Customer 14#

Provideri A%

Provideri#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Provider1(config)#vlan database
Provider1(config-vlan)#vlan 50 bridge 1
Provider1(config-vlan)#exit
Provider1(config)#interface vlan1.50
Provideri(config-if)#ip address 192.168.50.3/24
Provider1(config-if)#exit
Provider1(config)#interface ge2
Provider1(config-if)#switchport access vlian 50 > Customer1 2| CHE VID
Provider1(config-if)#switchport vlan-stacking customer-edge-port > Customer1 =}
Provider1(config-if)#exit HAZE Port M
Provideri(config)#interface gel
Provider1(config-if)#switchport mode trunk
Provider1(config-if)#switchport trunk allowed vian add 50 = Provider1 Stacking VID
Provider1(config-if)#switchport vlan-stacking provider-port = Provider1 o} 91 &
Provider1(config-if)#end Port A&
Provider1#show vlan brief

Bridge Group : 1

VLAN ID Name State  Member ports (u)-Untagged, (t)-Tagged

1 default ACTIVE ge3(u) ged(u) geb(u) ge6(u) ge7(u) ge8(u)
ge9(u) ge10(u) gel1(u) gel2(u) gel3(u)
gel4(u) ge15(u) gel6(u) gel17(u) gel8(u)
ge19(u) ge20(u) ge21(u) ge22(u) ge23(u)
ge?4(u) gel(u)

50 VLANOO50 ACTIVE ge2(u) gel(t)

Provider1#

Provider2 MAH

Provider2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Provider2(config)#vlan database

Provider2(config-vlan)#vlan 50 bridge 1
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Provider2(config-vlan)#exit

Provider2(config)#interface vlan1.50

Provider2(config-if)#ip address 192.168.50.4/24

Provider2(config-if)#exit

Provider2(config)#interface ge2

Provider2(config-if)#switchport access vlan 50 > Customer1 2| CHE VID
Provider2(config-if)#switchport vlan-stacking customer—-edge-port - Customer2 2}
Provider2(config-if)#exit HAZE Port A
Provider2(config)#interface gel

Provider2(config-if)#switchport mode trunk

Provider2(config-if)#switchport trunk allowed vian add 50 = Provider1 Stacking VID
Provider2(config-if)#switchport vlan-stacking provider-port > Provider1 2} o1& &
Provider2(config-if)#end Port A%

Provider2#show vlan brief
Bridge Group : 1

VLAN ID Name State  Member ports (u)-Untagged, (t)-Tagged
1 defaul t ACTIVE ge3(u) ged(u) geb(u) ge6(u) ge7(u) ge8(u)
ge9(u) ge10(u) gel1(u) gel2(u) gel3(u)

ge19(u) ge20(u) ge21(u) ge22(u) ge23(u)
ge24(u) gel(u)

)
)
gel4(u) ge15(u) gel6(u) gel7(u) gel8(u)
u
u
50 VLANOO50 ACTIVE ge2(u)

gel(t)

Provider2#

Customer2 MA

Customer2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Customer2(config)#vlan database
Customer2(config-vlan)#vlan range 10,20,30,40,50 bridge 1
Customer2(config-vlan)#exit

Customer2(config)#interface vlian1.50
Customer2(config-if)#ip address 192.168.50.5/24
Customer2(config-if)#exit

Customer2(config)#interface ge24
Customer2(config-if)#switchport mode trunk
Customer2(config—if)#switchport trunk allowed vlan ad 10,20,30,40,50
Customer2(config-if)#exit

Customer2(config)#interface rang gel-10

% gel-10 Selected

Customer2(config-if-range)#switchport access vlan 10

% gel-10 Selected

Customer2(config-if-range)#exit
Customer2(config)#interface range gel1-15

% gel11-15 Selected

Customer2(config-if-range)#switchport access vlan 20

% gel11-15 Selected

Customer2(config-if-range)#exit
Customer2(config)#interface range ge16-18

% ge16-18 Selected

Customer2(config-if-range)#switchport access vlan 30
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% gel6-18

Selected

Customer2(config-if-range)#exit
Customer2(config)#interface range ge19-20

% gel19-20

Selected

Customer2(config-if-range)#switchport access vlan 40

% gel19-20

Selected

Customer2(config-if-range)#end

Customer2#show vlan brief

Bridge Group : 1

VLAN 1D Name State  Member ports (u)-Untagged, (t)-Tagged

1 default ACTIVE ge21(u) ge22(u) ge23(u) ge24(u)

10 VLANOO10 ACTIVE ge24(t) gel(u) ge2(u) ge3(u) ged(u) ge5(u)
ge6(u) ge7(u) ge8(u) ge9(u) gel0(u)

20 VLAN0020 ACTIVE ge24(t) gel1(u) gel2(u) gel13(u) gel4d(u)
gel15(u)

30 VLANOO30 ACTIVE ge24(t) gel6(u) gel7(u) ge18(u)

40 VLANOO40 ACTIVE ge24(t) ge19(u) ge20(u)

50 VLANOO50 ACTIVE ge24(t)

Customer2#
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2.2 Link Aggregation

Link Aggregation2 Oidi JHSl =Scl&Ql 0iel 2 Ethernet HHE =S X522 Datag A
g £ As & e =2IHOl Interfacez SO otLICl HOg HE=Zo=z &&ol= 2
2 °|0|6tM, Load balancing, redundancy st 22 =+ U&LICH Link Aggregationdf|

=ol= Interface=2 Link Aggregation GroupOl2tll 221 Member = otLIS
InterfaceE XI&WHM 1 Groupll Master InterfaceZ 2t=

Link Aggregation Group2l 2= Interface= Z& VLANOI =0i0F ot1, STP &fEH, Static
Multicast, Traffic MO, Trafflc Segmentation, 802.1p Default Priority, Speed & Full
Duplex €& S0l 25 SZotH & E00F &LICH

Link Aggregation22 MAE JtA 2 Interfacelll= Interface &2, Interface Mirroring,
802.1x JIs0l €3 M= et=LICh.

Link Aggregation? &

» Link AFr2E2 = LICHL
- Link Aggregation Group0ll =&t Link&2 A Z22t0 s822 %0
Link & otU2It 22 UMAl LinkE0l He =2t 2g Trafficg &
» Link &= &4 AlZLICH
- A& S Switch AI0I2] =S SAAZLICH 200 0I&42 Linke AZE LinkE
S &5t 2ol ool Y =S XIJAELICH

4 1

)

Link Aggregation2 5 JiX| &Y
= Static
- Aggregated port group 2 =&Ql H3IE G EotAl ZSLICH

= IEEE 802.3ad(LACP)
- Switch2t Ct& Network ZH| 2+0l =& aggregated linkE &adt=0 ArEELICH

j—
A= HECZ EHA U ASHHO0F 2 22 LACPZ &I ELIC
#n
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2.2.1 Static Channel Group

Static-Channel-Group2 S Ji Ol&2| InterfaceE &tLI2l =2|& Q! InterfaceZ S & o6H0
(o)

20 WS HAES ASE & UES ot JISYLICH

Static-Channel-Group2l MemberZ XI&& Interface= JI& VLANS| MemberOilAd Xt&
o2 AHEHH MHE g Interface= NH=s22 Default VLAN(VLAN1.1)S Memberz
NEELC etA, Member Interface?t €& Interfacedt Default VLAN(VLAN1.1)0] Of
tl CHE VLANOI EMotn JUCHH & Sg Interfacell ol VLAN €3 #HEd =
O{0F & LICt.

Static-Channel-Group2 AIE35l0] InterfaceE S&6ieiM OIS BEUHE AMESIHAIL.

880 ec Ns

interface range PORTRANGE | CONFIG Interface H9IE HEELICH

static-channel-group <1-24> | INTERFACE Static-channel-groupE & & &LILCt.

Static-Channel-Group &2 &0I5lei™ 2 Y UHE AIEDNAIL.

880 ec Ns

show static-channel-group TOP g8 W=s =Lt

Static-Channel-GroupZ && & S& InterfaceE ZII&6tdH US HEUHE AISoHY Al
Q.

80 L= s

Static-channel-group2 =J|3 &L

no static-channel-group INTERFACE cl
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<0l Xl> Static-Channel-Group & &

SG2124G#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface range gel-4
% gel-4 Selected
SG2124G(config-if-range)#static-channel-group 1
% gel-4 Selected
SG2124G(config-if-range)#exit
SG2124G( config)#exi t
SG2124G#show static—channel-group
% Static Aggregator: sail
% Member :
gel
ge2
ge3
ged
SG2124G#
SG2124G#conf igure terminal
SG2124G(config)#interface range gel-4
% gel-4 Selected
SG2124G(config-if-range)#no static-channel-group
% gel-4 Selected
SG2124G(config-if-range)#exit
SG2124G(config)#exit
SG2124G#show static—channel-group

SG2124G#
1. Static-Channel-Group2 2 2t == U= =cl&HQl Interface=
SG2124GOIlA =T 121(SG2148G= =ICH 2400) MK 2HE =
= USH, otLtel =el&Ql Interface= =0 8IS Member
3= Interface2 RAE 4 USLICH
g

2. Static-Channel-Groups &40t MA=E S& Interfacel
Interface ¥ &2 sa<Number> &L|C}.
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2.2.2 LACP
IEEE 802.3ad ZZ0 (12 LACP (Link Aggregation Control Protocol)2 Static-Channel-
Group Jls1t 20l & Ji Ol&tQl InterfaceE otLI2l =2l &2l Interface2 S&ol0d ZCt
O &2 9= M8 = UEE o= JIsgult.
InterfaceE S&& =c2I&2l S& Interface (Aggregator)2t =cl&Q2l InterfaceZ S& &
=c| &2l Member Interfacett &&oiEH A=sEHCZ Sge HHE=Z= g L= LILH

Channel-Group2l Memberz2 XI&E Interface= J|ZE VLAN2l MemberflA XAS22 &
MEH MHE E& Interface= AS22 Default VLAN(VLAN1.1)2l Memberz XI&E LI
Ct. dctA, Member Interface?t &8 Interfacelt Default VLAN(VLAN1.1)0| Ot:l CHE
VLANOI =MatD UUCHH MH = S& Interfacedl Ciol VLAN &3S 8ol =0{0F &
LICF.
Switch0ll LACPE &&5tei™ [0S YEUHE AIESHAAIRL.
2380 BE s
interface range PORTRANGE | CONFIG Interface H9IE HEELICH
hannel-group <1-65535> LACPE Active L= Passive 252
¢ group . INTERFACE ;
mode { active | passive } e LIC
LACP 832 0I5l H IS YEUHE AISotAA2.
==L BE s
show port etherchannel TOP Interfaceil &&= LACP Modes2
IFNAME Stol gkl Ct.
show etherchannel [<1-
65535> | detail | load- TOP H4F WHES EolgLIb.
balance | summary]
. LACP System ID2 Priority at2 =
show lacp sys-id TOP oI T}
show lacp-counter [<1- o=
LACPDUs 82 E =tolsL|Ch.
65535>] TOP o
Switch0ll LACPE =J|&toted™ U3 HHOUHE AIECHY AL,
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330 Rl s

LACPZ &&E InterfaceE =J|3&

no channel-group INTERFACE Lict

<OlM> LACP &&

SG2124G#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface range gel-4
% gel-4 Selected
SG2124G(conf ig-if-range)#channel-group 1 mode active
% gel-4 Selected
SG2124G(conf ig-if-range)#end
SG2124G#show etherchannel
% Lacp Aggregator: pol
% Member :
gel
ge2
ged
ged
SG2124G#show lacp sys—id
% System 8000,00-1a-f4-00-05-41
SG2124G#show |acp—counter
% Traffic statistics
Port LACPDUs Marker Pckt err
Sent Recv Sent Recv Sent Recv
% Aggregator pol 1000000
ged 10 0 0 0 0 0
SG2124G#

1. LACPZ 2t= £ U= =2|l&Ql Interface= SG2124GUHIA =ICH
1200 (SG2148GE= =ITH 240K BtE = JASM, oLt =2
Aol Interface= = 8JH2l Member InterfaceE R*4HE %= U
& LICH

i ]

2. Channel-GroupE &&5t0{ MAHE S8 Interface a2
po<Number> & LIC}.
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2.2.3 Load Balance A%

Link Aggregation22 &&&t E& Interface2 =0 2= Packet=2 XI&E JIE0 et
2t Member Interfacell =420 MelELILH 0 22 £F Member InterfaceZ 2
Traffic &2 YXol 20 0D 222 S& InterfaceE 22lg = JUEE &

LICt.

[E 2-2] Load Balance 2H

= Al & g

dst-ip Destination IP AddressE J|&2 2 PacketS ZUHi&LICt.

dst-mac Destination MAC AddressE J|EZ2Z Packet2 2Hli&LICH

src-dst-ip Source ¥ Destination IP AddressE J|=2& Packet2 ZUI&LICI

cre-dst-mac Source ¥ Destination MAC AddressE J|Z2 =% Packet2 ZHHEL
Ct.

src-ip Source IP AddressE J|&22 Packets =HH&LIC.

src-mac Source MAC AddressE JIE2 2 Packet2 ZtH& LICt. (Default)

S & Interface2l Load BalanceE £&GtddH U2 ZEUHE MESHAAIL.
==L IS s
port-channel load-balance Link Aggregation©2 HXE =&
{ dst-ip | dst-mac | src-dst- | INTERFACE Interface= 2S3l= Packetel 2
ip | src-dst-mac | src-ip | {pol|sal} sl MR B O
Src—mac } o g2 =2o g .

£ Interface2 Load Balance €& S =

I~

eloted® s E30E MEOHYAR.

oo = s
show etherchannel load- TOP SN 2S solst |t
balance

=& Interfacel Load BalanceE =D|&o6lcdi®H OIS HEUHE AMSESHA AL,

g3 2 s
Link Aggregation2 2 &&= S&
INTERFACE = o=l
no port-channel load-balance InterfaceE &S 6t= Packetel X el
tpollsall e 2omaLin,

04

<0IHI1> static-channel-group2| Load Balance2 && H&
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SG2124G#show etherchannel |oad-balance

% Lacp Aggregator: sail

Source Mac address

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface sal

SG2124G(conf ig-if)#port-channel load-balance src-dst-mac
SG2124G(config-if)#end

SG2124G#show etherchannel |oad-balance

% Lacp Aggregator: sail

Source and Destination Mac address

SG2124G#

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface sal

SG2124G(config-if)#no port-channel load-balance
SG2124G(config-if)#end

SG2124G#show etherchannel |oad-balance

% Lacp Aggregator: sail

Source Mac address

SG2124G#

<0l M 2> LACP2| Load Balance? && 9 &

SG2124G#show etherchannel |oad-balance

% Lacp Aggregator: pol

Source Mac address

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface pol
SG2124G(config-if)#port-channel load-balance dst-mac
SG2124G(config-if)#end

SG2124G#show etherchannel |oad-balance

% Lacp Aggregator: pol

Destination Mac address

SG2124G#

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface pol

SG2124G(config-if)#no port-channel load-balance
SG2124G(config-if)#end

SG2124G#show etherchannel |oad-balance

% Lacp Aggregator: pol

Source Mac address

SG2124G#
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2.3 Redundancy

2.3.1 SPR(Smart Port Redundancy)

[S1 3
LS

SPR JIs2 STPE XI&GHAl
LS Interface &=

o i —

O Switch2t ¢& F&Ed= |Xot=SH

o2 0Ist Network 219 &EXl S

Link Up@2! 2Ji2l Member InterfaceE &

=<

tote 2%, 202 Interface =

kOII

HAISUICH

rIOHU_HU

=2 MXSH
= EOE

Port Redundancy Group=2
datole % Auto Modez

Redundancy Group2 Member InterfaceJt

S&0

Interface= Active ModeZ&

Dummy Switch

CableOll ZO0HIt &

[e]l]
or = 0=

t
It

S&OHAH =0 CHE otLel Interfaces=
Ct. Ol M Standby ModeZ S&6l= Interface2 AtEl= admin down(shutdown) AHEl

i InterfaceE Active Mode L= Standby ModeZ

g4 3tEl Interface2C

ro

0 oY

A

o

%I-él.
ifindexJl =

(0]

iy

AC 0x ‘|0

o

=

[
Lo
=

EAI0

ok L+t

tAl S LICH

E
S LU

Interfacelt E
0l 2Jts

CC =
o

el A& Al Cable2 0I=3ta6t
M Interface Cable2
=0|1, Interface == Cablel
= Ae JlsgLth

&= Xt

S8t standby Mode=Z2

otLt2l Redundancy Group0Oll =8t Interface, Trunk Member Interface
Trunk 2 VLAN Interface= CtZ Redundancy GroupOl Z&& =+ USLICH

E=20t

SIS Ys Y

=

Redundancy Group WOIAl Active Modez S#&6t= Interfacelt link down &

= X+

Standby ModeZ

ZEHA S40l OIF0HELICH

S X otE Interfacell Active ModeZ HAHEZIH S

&0l Jts8 &

o
A&
ol &

ol

t
P

0> On

|.

Redundancy Group2 Auto ModeZ &4
A10] Jts8t Active Mode

SEOP =

=
—/

5t

kol

&HF &0, Port
d20= Y Member

a2,

AEiZE ©

SPR JIs0l 28t Interface® admin HIO{JF Network 22| X0l 28t Interface admin X

HED 2&8=<JI O =20, SPR JIs0l 26l admin down& O U= InterfaceE 2tel Xt
ot ZH= adminup Al9ld] & BR0H= 2F Messagelt £ &/ adminup &EHZ HE
S X LSLICH
SPR J|s2 &E&oldH S SGHBUHE Aot AI2L.
==L BE s
interface range PORTRANGE | CONFIG Interface H{IE HEHELIC
redund-group <1-12> =
: INTERFACE Redundancy Groups & &E&HLICH
{active | auto | standby?} 4 P
SPR 832 E0I5ldH S SEUHE AIESHAAI2L.
g3 ec s
show redund-group TOP Redundancy Group= &oI&tLICt
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SPR F= ZD|slotH™ OIS BEUHE ASINAIL.
=L RE s
Redundancy Group2 &&82 =JI&
no redund-group INTERFACE ST

i ]

SPR2| Redundancy Group2 Z[CH 1204
2| Group2 =0 2942l InterfaceZ #4&

22| Xt admin down (shutdown) Al34
J1=0l

i

it

=2 Interface& SPR
2435 H adminup € = USLICH

Trunk Member Interface 2 VLAN Interfacelll= SPR J|s2

238 =+ glsLUth

otLt2l Redundancy GroupOfl =8t Interface= CHE
Redundancy Group0Ol =& = AsLICH

S JiQl interfacedt 25 Link Up?! dR20= &R0 =2
interfacedt &4t Activez S&&LICE

<Ol Hd> SPR &&

SG2124G#conf igure terminal

Enter configuration commands, one per |ine.

End with CNTL/Z.

SG2124G(config)#interface range gel-2

% ge1-2 Selected

SG2124G(config-if-range)#redund-group 1 auto

% gel-2 Selected

SG2124G(config-if-range)#end
SG2124G#show redund-group
% Redundancy group: groupi

% Member :
gel: config(auto), state(standby), |ink state(down)
ge?: config(auto), state(active), link state(down)
SG2124G#

SG2124G#conf igure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

SG2124G(config)#interface range gel-2

% gel-2 Selected

SG2124G(config-if-range)#no redund-group

% gel-2 Selected

SG2124G(config-if-range)#end
SG2124G#show redund-group

SG2124G#

2.3.2 SSR (Smart Switch Redundancy)

2012 AR(X2to =€
otLtel & 0l= otLte

E J

rr

U
Ol

Ol=3t of IsLICH 1012 ARIXI0A

O
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Heartbeat ZE= ZE 0|53 HEHX2IE 8 heartbeat HAIKIE =1 2= &8 ZE
OlH, O ZE&= access vlan RELILH. FZHANE ol AMAEHS OE ZESUH Us
VLANDt S 2= 252 VLANS &3 0F &L

Heartbeat ZE && Al, 11 ZE= STPOUIM MAHELICH. Heartbeat ZE 02 M
Al masterz HESELICH (5 U= St A/AXIDF HRE = M Heartbeat ZEJI 3Tt
2 f22 ZTE FHE Al master2 002 5t0{, 28 & heartbeat LTEE ALt
2 AIH 0IESE F ZEJ 25 A g I UM &~ QoD Z F=OIGi0F &
LICH.

Redundancy ZE&= Slave2 &2 shutdown&l i, master2 22 active &EiJ} EHe=
downlink ZEQLICH. & U2 AAXIMAN S A0l &8 ZEJIEl master-slave pairdt
0 SEELICH

ALK UM EZE= SHLI2l ZE OO0 Z&EE £ UM, 2 ZE OE2 stue ZE
ot S ELICH Active 2592 Standby 2E(A &N 2o Z2FE)It U200, Master roledt
| USLICH Active REZ &HFst ZED}

Slave role(ZE 0Ol=3t &EH0 <o 2&HE)0 A
Master)t TI0, 2=0F 223 MAC =40 &2 AQXS ZED Masterdt €LICH

2t A2 Xl= 300 ms OCt heartbeat HIAIXNIE &36HHH, 1 s(node-absent Al2h) S0t
heartbeat BIAIXIJF =AEX 220 AHE AAXIF O Hez BHHGEILD masterg
HdStE LICH. £ Heartbeat ZEDJ} link down&l ¥ heartbeat-fault A2t 21 & master
= MEELICH

o1 = s
sw-port-redund redundancy- £& A9AX ZEO redundancy
port <1-48> IFNAME CONFIG group EHE &Yotl, 1 OAS0WA
{active|standby} LEQ BEE HFELIC
sw-port-redund heartbeat- CONEIG Ol=stel ARIXI=0l heartbeat O Al
port IFNAME NE =10 g= LEE HFHSLICH

slaveZE WA masterLEZ HE Al
CONFIG SOYXE ol tlote A2t &8
& LIC (default 1 s)

sw-port-redund timer
master-wait <1-60>

i

heartbeat MIAIXIJI $=AIE X 29X
CONFIG /\*lZHJH AAXIN GHE HoZ BTG}
A2tE E&ELICH (default 1 s)

sw-port-redund timer node-
absent <1-60>

Heartbeat ZE link down & 2&
CONFIG redundancy £EE masterE &EHA|
Jle Al2ts A H™HELICH (default 1 s)

sw-port-redund timer
heartbeat-fault <1-60>
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SSR &S &0lotHH U3 BEUHE AE5
=L Lo s
show sw-port-redund TOP SSR AEHE =tQI8iLICt.

SSR &S =D|35tedi O3 BEHE AMETAAL.
g0 Lo s
no sw-port-redund CONFIG SSR AXS xJ|5t8HLC}
redundancy-port <1-48> ses s
- - heartbeat HAIXIE =1 2= =
no sw-port-redund CONFIG 1eartbe =1
heartbeat-port IFNAME =J|stetLl .
t-redund ti slaveZ E0M masterZEz A& Al
e HmeT CONFIG STYRE FIsh oISk Al2te %)
SterLICH.
dund ti heartbeat BIAIXIDl =AISIX 2™
:zdsgv;z(;:rize und timer CONFIG oUHE AAXIIE BIHE 22 tot
= AlI2t2 =DJIs&LCt.
Heartbeat E link down &
- - [ ZEE 2 A
no sw-port-redund timer CONFIG redundancy master I

heartbeat-fault

Jl= Al2t2 xJI3HEHLICH (default 1

s)

i ]
N

2% master2 M2 Z loopIt

g HMAg Z=, & U2 A2

St AH &l
=
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<Ol Hd> SSR £&

SG2124G#configure terminal
Enter configuration commands, one per |ine.

> 1 Switch AH
End with CNTL/Z.

SG2124G(conf ig) #sw-por t-redund redundancy-port 1 gel0 active
SG2124G(conf ig) #sw-por t—-redund hear tbeat-port ge15

SG2124G(conf ig)#end

SG2124G#

SG2124GP#conf igure terminal
Enter configuration commands, one per |ine.

> 2t Switch AH
End with CNTL/Z.

SG2124GP(conf ig)#sw-por t-redund redundancy-port1 ge10 standby
SG2124GP(conf i g)#sw-por t-redund hear tbeat-port ge15

SG2124GP(conf ig) #end

SG2124GP#

SG2124G#sh sw-por t-redund

Switch MAC address
Master wait timer
Node absent timer
HB port fault timer

> 1 Switch SSRAAUA

: 001a.f400.048d
. 1 seconds
. 1 seconds
. 1 seconds

Redundancy Node MAC State Model

001a. f400.048d
001a.f408.1369

Redundancy

Group Port Mode Role

normal SG2124G
normal SG2124GXPOE
Local Remote

State Port Mode Role State

1 gel10 active master up gel10 standby slave down
Hear tbeat Port Port State
gel5 normal

SG2124GP#show sw—por t-redund

Switch MAC address
Master wait timer
Node absent timer
HB port fault timer

> 2t Switch SSR M&EU A

: 001a.f408.1369
. 1 seconds
. 1 seconds
. 1 seconds

Redundancy Node MAC State Model

001a.f408.1369
001a.f400.048d

Redundancy

Group Port Mode Role

normal SG2124GXPOE
normal SG2124G
Local Remote

State Port Mode Role State

1 gel10 standby slave down

gel0 active master up
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Hear tbeat Port

Port State

gelb

normal

SG2124G#show sw-por t-redund

Switch MAC address

: 001a.f400.048d

> 1t Switch redundancy-port

M Al 1 Switch U4

Master wait timer - 1 seconds
Node absent timer - 1 seconds
HB port fault timer - 1 seconds
Redundancy Node MAC State Model
001a.f400.048d normal SG2124G
001a.f408.1369 normal SG2124GXPOE
Redundancy Local Remote
Group Port Mode Role State Mode Role State
1 0el0 active master down gel10 standby master up
Hear tbeat Port Port State
gelb normal

SG2124GP#show sw—por t-redund

Switch MAC address

: 001a.f408.1369

> 1 Switch redundancy-port

M| Al 28 Switch WY

Master wait timer . 1 seconds
Node absent timer . 1 seconds
HB port fault timer . 1 seconds
Redundancy Node MAC State Model
001a.f408.1369 normal SG2124GXPOE
001a.f400.048d normal SG2124G
Redundancy Local Remote
Group Port Mode Role State Mode Role State
1 ge10 standby master up gel0 active master down
Hear tbeat Port Port State
gel5 normal
SG2124GP#
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2.4 LLDP / CDP

04

Layer 2 EM2 M HHIH HH Interface £= SwitchIdt A& AZAE =X Sol &t
A Z0tF== HJ22 Network Service?t Application&2| Client, Switch, Router %
Server ALO|2] HZE =olgt &= USLICH

iEEE 802.1ab= Layer2 HS0H A2 HZAH HAM(Connectivity Discovery) ProtocolO|Cd
Cisco Discovery Protocol (CDP) 2t S At&LICt. CDPJt IPHIS Ol& WA S&dt= 220 b
ot0d LLDP= Link HIS2l el JHKl AlIAE HEE wetdl= S30| UASLICH

bl
2
0

LLDP= =c2l&Qol &9
ProtocolZ2 M Xtale &
st =2 Parameters

HEs oadl 2350

HT ot

& U o

FRIAISS K& Jls 38, HAS9 HFa

SHESE Protocol0lD] [ 20l
Jlse2 8otk 2£&LICH LLDP
d =290 ASLICH

0
e o

U St o

i
0x
o

il

LLDP PacketO] =& &l® LLDP 243t {20 2H 80l CPUZ S AL Bl X2, CDP= CDP
£ 243 AMA=X %28 Flooding € LILCH

[E 2-3] LLDP / CDP H|z

Inbound Inbound Tx Voice
DATA Packet SNMP
. Frame VLAN
Management | Forwarding
LLDP YES NO YES YES VES
(M=)
YES YES
cop YES (Disable) (HEH=) YES NO

[ 2-4] LLDP / CDP X& U4
SG Switch Series

LLDP Packet & & YES
LLDP Packet =4I YES
LLDP MED Packet && YES
LLDP MED Packet =4I YES

LLDP MED Voice Vlan& A YES

CDP Packet & YES
CDP Packet #=4l! YES
CDP VoiceVlan&d & YES
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2.4.1 LLDP (Link Layer Discovery Protocol)

LLDP (Link Layer Discovery Protocol)2 IEEE 802.1ab =0 et LANO HAZE HHIS
AOIOl Network 22|06l Zest IH2E &Aoot E ote JlseLICh 22kese Az U2
Network ZHISZ2 =& &30 A LLDP JIs= AME0IH Network ZHIE ZA5t0 KX
22|22 M Network 22| ZME HZE = UASLILCH

LLDP= 0|8t T2 AIAE0N XHAIS Network &X HEBEE MSolld 2M=E F2E HE
of= 2 E EESIS ZZE20|/0H, 0l Network2 AIAE 0|E, AIAE ID, AlAE &
Y, X Jls, X 748 FEE M = USLICH

LLDPE & &dle EXl= U= SX Message MEEZE Packet #& 20| g(TLV) EEE &
&ote =2 LAN Packetez M&EELICH OHE XA M EOW= Chassis ID, Interface ID, Al
I 018, AIAE ID, AIAEN B3 AlAE Jls EXl JlsS X&ELLC

LLDPE Z3&otH S TEUHE MEtEAIL.

g2 2ec s
lldp enable CONFIG LLDPE &4 3tefLICt.

LLDP Packet=2 H2JI5t2| &0l ==&l
lldp msg tx {hold <1-180> | CONEIG & XIJt 0l Packet2 S AIGHOF St= Al
interval <1-3600>} 2t2 & & &LIC

(Default: hold 4, interval 30 s)

lldp port {both | receive | CONEIG LLDPE Z43tE Interface2 &EHIE
transmit} PORTRANGE &Lt
LLDPOt CHAl =D13tE8 WXl JICtel
lldp reinit-delay <1-180> CONFIG = A A2tE 8FELICH (Default:
2)
lldp tlv mgmtaddr {conf Xyl IP HEZ LLDPO| TLVE =
IP_Addr | enable CONFIG XNas A oc= MESHL|C
PORTRANGE?Y
lidp be-delay <1-180> CONFIG ™% LLDP Frame & & 2t X &
p tx-aelay X 8LICH (Default: 2)

LLDP &8 LHE L ZUE S2Iotd™ S SEHUHE AIEotAAIL
=10 e s
show lldp config [IFNAME] TOP LLDPE && AEHE HQIELIL
show Illdp neighbor [IFNAME] | TOP LLDPE X &ot= 2& &HIe HEE
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EoI8tLIC.
show lldp stat [IFNAME] TOP LLDP 2t&d SHE =QIgLIC
LLDP 8&E =J|35teli™ 2 YYHE MESNAL.
g3 = s
no lldp enable CONFIG LLDPE HI& & 3t&LICh.
LLDP PacketE HIJ|otI| &0l ==&
Xt Ol PacketE2 = AXloli0F ot A
.no lldp msg tx {hold | CONFIG I P_ I: z:c e |oH OF Gt I
interval} 2t2 =JIgterLICt.
(Default: hold 4, interval 30 s)
no lldp port {both | receive | CONFIG LLDPE &43E Interfacell &HE
transmit} PORTRANGE =Jl=ter LI,
LLDPJ} CHAl =J1stg WXl J|Chel
no lldp reinit-delay CONFIG = zA Al2bE =DIstE LI
(Default: 2)
no lldp tlv mgmtaddr {conf | CONEIG &Hl2 IP 2 E LLDPS TLVE Sl
enable | PORTRANGE? dEE = UAEE =J|&LICH
lldp tx-del CONFIG = LLDP Frame && 2t XIgE =
no fidp tx-delay J13t8tLIC}H (Default: 2)

i ]

LLDP Enable Al Default LLDP & &

- Global LLDP

- Message Tx Interval
- Message Tx HoldMultiplier :
- Relnit Delay

- Tx Delay

- Management IP Address
- MED Device Type Value
- MED Fast Start Count

: Enabled
:30s

4

1 2

12

: Invalid

: Network Connectivity

: Disabled
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<OlX> LLDPSl &F H#H&

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#! |dp enable

SG2124G(config)#!lldp msg tx interval 20
SG2124G(config)#!Ildp msg tx hold 5
SG2124G(config)#!ldp port transmit gel-2
SG2124G(config)#!lldp reinit-delay 3
SG2124G(config)#l|dp tx—delay 3

SG2124G(config)#!ldp tlv mgmtaddr conf 192.168.100.10
SG2124G(config)#!ldp tlv mgmtaddr enable gel-2
SG2124G( conf ig) #end

SG2124G#show |1dp config

- Global LLDP . Enabled

- Message Tx Interval : 20 sec

- Message Tx HoldMultiplier : 5

- Relnit Delay : 3

- Tx Delay : 3

- Management |P Address 1 192.168.100.10

- MED Device Type Value . Network Connectivity
- MED Fast Start Count : Disabled

Port Status PortEnable tlvMgmt

gel TxOnly  FORWARD Enable

ge2 TxOnly Enable
ge3 None
ged None
geb None
geb None
ge7 None
ge8 None
— 0|8F 4=k —=
SG2124G#
SG2124G#show | 1dp stat
Port : Tx Frames : Rx Frames Drop Err
gel D ¢ 0 0 0
ge2 0 : 0 0 0
ge3 0 : 0 0 0
ge4d 0 : 0 0 0
geb 0 : 0 0 0
geb 0 : 0 0 0
ge7 0 : 0 0 0
ge8 0 : 0 0 0
—— O|st M=2f —
SG2124G#
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2.4.2 LLDP-MED (LLDP-Media Endpoint Discovery )

LLDP OHXMl ZBHE 2 A(ANSI/TIA-1057 LLDP-MED)2 Network( U= &X ¥ &EXIS
AXE ZEeol= XtHEt Network HEE2E H3otH ©2 Network LLDPOIM CH2st IP
AddressE ZSZAIHA Network RHAEES SIHAZLICH HE =0, {® IP PhoneOl
Interfacelil HZ&0 UL, HHY Softwaredt HE SwitchOiA &8 =X, D2l Hd
PCHl O™ Interfacedt E*ELIO1 AeXol et 825 HSELIC

nio

20X & [ AtESHH, LLDP-MED Jt A& &
Z lldp tx-interval2 22X %1, fast-startdil

= fast-start T E M wE e
Interface=2

S E delayE EEAA SEELICH
» port tx-enable: LLDP-MED H2E Z&AlH 2Y InterfaceE XI&E&LILCH
= Policy : LLDP-MEDS| Network Policy TLVE & &g LICt.
» Location : LLDP-MEDS| Location TLVE & & & LIC.
LLDP-MEDE &£ XotcAH U3 EHEUHE ASSHAAR.
g0 = s

LLDP-MED fast-startS & &g LICt.
lldp med fast-start VALUE CONFIG ast-star | Ch

(Default: 3)
ld d £t ble | LLDP-MED & & / Network Policy
p med port {tx-enable = — = o=
CONFIG TLVE L&t EEE d&5E
olicy <1-48>} PORTRANGE _
policy b InterfaceE XI&E&LIC
lldp med policy <1-48> LLDP-MED F 20| S8 Network
{applycation-type | dscp | CONFIG i = x5t

Policy TLVE & & ¢&fLIL}.
priority | vlan | flag} VALUE olcy o

Ildp med location enable
{civic-address | coordinate | | INTERFACE

LLDP-MED &=20Il =Jt2 Location
TLVE £& &Lt

ecs-elin}

lldp med location civic- Location civic-address(d & X &£
address {country-code | INTERFACE = E2F4) TLVE d3ELICH
type | what} VALUE (IETF RFC 4776 &X)

lldp med location Location coordinate (IETF RFC
{coordinate | ecs-elin} INTERFACE 3825 X, NE&H FHE) £= ecs-
VALUE elin(2l=&3t) TLVE & &8LICt.

LLDP-MED &€& W& & ZUE =0lotdE Us SE0HE AMESHYAIL
380 2c s
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show lldp config [IFNAME]

TOP

LLDPE &€& &HE =elgLIth

show Illdp med policy

TOP

LLDP-MED Network policy0ll && &

J¥== Ol

LLDP-MED 2&= =x)|stoldd TS BEUHE AISotEAIL.

= Sc s
no lldp med fast-start CONFIG LLDP-MED fast-startE A{XI&fLICt.
id 41t bl LLDP-MED &% / Network Policy
i p<n;e48{>;~(.§8;T:A|NGE CONFIG TLVE Zas ¥98 s
poicy InterfaceE A{MIELICH
no lldp med policy <1-48>
{applycation-type | dscp | CONFIG Network Policy TLVE At HIEHLICE.
priority | vlan | flag} VALUE
no lldp med location enable INTERFACE Location TLVE At HI&LIC.
no lidp med location civic- Location civic-address TLVE A Ml &
address {country-code | INTERFACE Lo
type VALUE | what} |
zoollodz_:;cel Iloga:c;rll.n INTERFACE Location coordinate = ecs-elin
coordi cs-eli _
£ AHE LI
VALUE} TLV dI &Ll Ct
LLDP-MED Enable Al Default2 &#&&%&= TLV
- Chassis Subtype : MAC Address
- Port Subtype : Interface Name
- Time To Live : 120 sec (Default: LLDP tx-interval * 4)
= - Port Description : Interface Name or Description
=
E TN - System Name : Hosthame

- System Description
- System Capabilities

- TIA - Capabilities

: Hostname ¥ OS Information
: Bridge/Switch (enabled)

: 0x01 LLDP-MED Capabilities

LLDP-MED Device Type = Network Connectivity
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[£ 2-5] LLDP-MED Civic Address Type (ANNEX B)

CAtype | Description Sample
0 Language i-default [3]
1 National Subdivisions (State, Canton, Region, Bavaria
Province, Prefecture), Do (KR), To or Fu (JP)
2 County, Parish, Gun (KR), Shi or Gun (JP), District
(IN)
3 City, Township, Ri (KR), Ku or Mura (JP) Munich
4 City Division, Borough, City District, Ward, Gu (KR),
Chou or Machi (JP)
5 Neighborhood, Block, Dong (KR), Choume (JP)
6 Group of streets below the neighborhood level,
Banchi or Ban (JP)
16 Leading Street Direction N
17 Trailing Street Suffix SW
18 Street Suffix or Type Avw, Platz
19 House Number 123
20 House Number Suffix A, 1/2
21 Landmark or Vanity Address Columbia
University
22 Additional Location Information South Wing
23 Name (Residence and Office Occupant) Joe’s Barbershop
24 Postal/Zip Code 10027-1234
25 Building (Structure) Low Library
26 Unit (Apartment, Suite) Apt 42
27 Floor 4
28 Room 450F
29 Type of Place Office
30 Postal Community Name Leonia
31 Post Office Box (P.O. Box) 12345
32 Additional Code 13203000003
33 Seat (Desk, Cubicle, Workstation) WS 181
34 Primary Road Name Broadway
35 Road Section 14
36 Branch Road Name Lane 7

214



H2&. AlA8 29 LLDP / CDP
37 Sub-branch Road Name Alley 8
38 Street Name Pre-modifier old
39 Street Name Post-modifier Service

128 Script

Lath

255 Reserved

<0lMl> LLDP-MED2 & &

SG2124G(config)#Il1dp med port

tx-enable gel-2

SG2124G(config)#11dp med fast-start
SG2124G(config)#11dp med policy 1 application-type 5
SG2124G(config)#11dp med policy 1 dscp 46

SG2124G(config)#11dp med policy 1 priority 7
SG2124G(config)#11dp med policy vl
SG2124G(config)#11dp med policy 1 vlian 10
SG2124G(config)#11dp med port policy 1 gel-2
SG2124G(config)#interface range gel-2

( )
( )
( )
( )
SG2124G(config)#!1dp med policy 1 flag tag
( )
( )
( )
( )
(

% gel-2 Selected
SG2124G(config-if-range)#! ldp
% gel-2 Selected
SG2124G(config-if-range)#! ldp
% gel-2 Selected
SG2124G(config-if-range)#! ldp
% gel-2 Selected
SG2124G(config-if-range)#! ldp
% gel-2 Selected
SG2124G(config-if-range)#! ldp
% gel-2 Selected
SG2124G(config-if-range)#! ldp
% gel-2 Selected
SG2124G(config-if-range)#! ldp
% gel-2 Selected
SG2124G(config-if-range)#! ldp
% gel-2 Selected
SG2124G(config-if-range)#end
SG2124G#

SG2124G#show | Idp med policy

med location coordinate 5453c1f7515750ba
med location ecs-elin 82 2 1234 5678

med location civic-address country-code KR
med location civic-address what 2

med location civic-address type 1 Seoul
med location civic-address type 2 Gorugu
med location civic-address type 3 Gorudong

med location enable civic-address

PolicyNumber ApplycationType

VLANID DSCP L2Priroty Unknown Tagged

1 Sof tphone Voice
SG2124G#
SG2124G#show |1dp config

- Global LLDP

- Message Tx Interval

- Message Tx HoldMultiplier

- Relnit Delay

- Tx Delay

- Management |P Address

- MED Device Type Value

- MED Fast Start Count

10 6 7 = Yes

. Enabled

: 30 sec

4

D2

D2

. Invalid

. Network Connectivity
© 3 sec
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LLDP / CDP

Port  Status PortEnable tlvMgmt MedTxEnable Policy
gel RxTx FORWARD Enable 1
ge2 RxTx Enable 1
ge3 RxTx
ge4d RxTx
geb RxTx
-- 0|5t M=f —
SG2124G#
SG2124G-2

SG2124G-2#show | 1dp neighbor detai |
Port = gel

-MSAP Identifier
Chassis Subtype

Port Subtype
Time To Live

Port Description

System Name

System Description
System Capabilities:

TIA - Capabilities :

TIA - NetworkPolicy:

TIA - Location ID

SG2124G-24#

: 0x001AF4100104676532

: MAC Address - 0x 00 1a 00 00 01 04

. Interface Name - ge2 - 0x 67 65 32

: 120 sec

1 ge2

: SG2124G

. SG2124G #7694 Fri Mar 12 14:21:43 KST 2010

0x4, Enabled Capabilities: 0x4
Bridge/Switch (enabled)
0x07 LLDP-MED Capabilities

Network Policy

Location ldentification
LLDP-MED Device Type = Network Connectivity Device
Application Type = Sof tphone Voice
Flags = Tagged
VLAN ID = 10
L2 Priority =7
DSCP Value = 46

: Civic Address LCI

What = 2

Country = KR

Type = 1 Value = Seoul
Type = 2 Value = Gorugu
Type = 3 Value = Gorudong
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2.4.3 CDP (Cisco Discovery Protocol)

CDP (Cisco Discovery Protocol )= Layer 2 HZ0 M Cisco #HIE ROtUW=0 AEdt=
Cisco SX&Ql T2 &22 Hardware Typell Software Version, Cisco &H|JF S AIS
ot U= HFE Interfacell Ui 32 E Ld==0 AIEELICH

SG Switch SeriesOiA= CDP && Al Cisco #HI0 Z&E2 =X 2£I| 2K ili

(Version 2, Device ID, Port ID, Capabilities, Software Version, Platform)2t2

AZIDL 2 S5 WEe =30l 2Jts8LIth. Voice-vlang &&st d220= VolIP

VLAN Reply FieldE =Jt5t0{ CDP E2E A &6t0 Cisco IP Phonel 32 sz H
o

ZELICH. CDPIF 243X @22 ZER20 CDP PacketOl #=4ITH CPUZ SAIDX &1
Flooding& LICt.
CDPE &ZEdtdAH U3 BEUHE AIS3HAAIL.
g2 2ec s
cdp enable CONFIG CDPE &4 3tefLILt.
cdp port {receive | transmit CONFIG CDP Packet 8&¢g InterfaceE &3
| both} PORTRANGE g LICt.
CDP &3 g & Z2IE E0lotHH US HEOUHE AMEsIAAIL.
g3 BE s
show cdp neighbor [IFNAME TOP CDPE XI&dt= 28 &HIQ HEE
| detail] SHoIEHLIC.
CDP £&2 D35t 08 Y UHE AIESEAL.
==L BE s
no cdp enable CONFIG CDPE dHIZ&d3StE LI,
no cdp port {both | receive | CONFIG CDPE #4538 Interfacel AEHE
transmit} PORTRANGE =J|eterLICh
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<0lX> CDPol £& ©&

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#cdp enable

SG2124G( config)#cdp port both ge2

SG2124G( conf ig) #end

SG2124G#

SG2124G#show cdp neighbor

CDP Neighbor Devices Information

Port | DevicelD Port!ID Platform
ge? | SG2124G ge2 SG2124G #1 Tue Jul
SG2124G#
SG2124G#show cdp neighbor detail
Port = ge2

CDP Ver D2

TTL : 180 second

Device ID : SG2124G

Port ID : ge2

Capabilities : Switch IGMPcapable

[SO Version : SG-24G6-2.5.6

PLATFORM : SG2124G #1 Tue Jun 10 11:54:36 KST 2014
SG2124G#
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2.5 Spanning Tree

2'5'1 7“3

Spanning Tree Protocol (STP)= U= ZZE JtAl= Network LHUIA 222 & Switch
AOI0l= GtLICl E4d5E HZ0F =MolES Loopll MA=2 2Xct= ProtocolLICH CF
= 8328 2= NetworkOlA LoopJt Z443tH Broadcast 2 Multicast Packet &5 Al
PacketOl A% sIMOlHA SE RS Dataldt AlSohA M550 NetworkIt =CtE o & LICEH
STP (Spanning-Tree Protocol, IEEE 802.1d)= U&E & &It =Mdt= Network0OlA Loop
9N s 32 88822 0|88 = UEE ol == JIsez Yy 32 & JHE

40 FZ2E d8E = UHA 228 H0t=J| 120l Loop &&i0l ZAaHX &EsLICH

STPZCH Network convergence Al2tE ©=8t RSTP (Rapid Spanning-Tree Protocol,
IEEE 802.1w)= STPUIA AE0l Zo A& gt==2 AUZ A= R0
MZ2 Protocolg &1 WEH & USLICH L8, RSTP= STPE UREXC=z ZE
ot AN =0l JtsEut

0x 1
ok

[1& 2-4] STP 24

Node A

Switch A Switch B
Active Active

Switch C  Block Switch D

ﬁ Node B

STP= 2= Switch0l Cidi Root Switch2 Looplt Si= B2=2 RHE treeE F2IGHH,
==& Data == UJI(block) AEHNl =0IH &LICH. otk CHAI B2t =T3S } STP=2
748 E NetworkOlA Active Line0ll &0t ZM5tH STPE AN=22 NI ZE EH3 Al
2 LICt.

mk’l' r |
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2.5.2 STP / RSTP / MSTP / PVSTP &%t

x|
STP S

802.1d2l STPOlA = Interface AEHE Blocking, Listening, Learning, Forwarding2l Ul
X2 ZelgLIth,

[l —

Z2E AL U= Network0ll STPE &ZF3IH Switch=2 Bridge IDE Z& &t Al
E b /=0l O0lZ BPDU (Bridge Protocol Data Unit)2t! &t0H, BPDUE Gt

Interfacel &HEfl ¥ Switch2tQ x[HQo He&E ANsH2zxz A ELIC

Root SwitchE Z&¥ol= =R& EZ = HtZ Bridge ID2LICH. Bridge ID= 2BytesZ &

Priority?t 6Bytes= = MAC Address= & &LICH. Ol 1 Bridge IDJt Jt&E &2 20|

Root Switch2 Z & %04, BPDUE Bl 5t Designated SwitchtXl (H® BZE HEGHH

ANEE XNIE 2EELIOL

Designated Switch= Root Switch/JtXI2| Interface &% 0 2t 6 XKl= path-cost
alS &8t Root path-cost g0l JI& HE2 Z2=2 MEELICH 0l I Root Switch? &
¢l= InterfaceE Root Port2tl St04, Root Port= &b &H|0 & WS EIHE = UASLICH

st

2t MU0l Root PortE MIQIstD Ch
Root Port2t Designated PortE X2l
cost)l SLUS & JHe H=ZIF =Mo
Port2 MEHE|0| Packet2 MEEHLIC

Switch® HZ &= Interface= Designated Port,
t 2= Interface= Blocked Port2t) &LICt Path-
A2 20l= port-prioritygt0l &2 Interfacedl root

fir o i

t
b,

Oleigt &8 =2 0/0] 2 SwitchJt JIX 1D A= BPDUE Soll A
Switchlt Designated Switch2l 22E H&olei® BPDUS gt

oL
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RSTP =%

Loopdt &ME £ Q&= COE JZE JIE NetworkUlAl STP = RSTPE AFFS O
RSTP= STPECH Wi=H &SEELICH. RSTP= 802.1d2l Blockingdt ListeningS
Discarding2& S &0t Interface &EfE Discarding, Learning, Forwarding2 Al JtXl
2 & 2|5tH, Root Port2t Designated Port2 2& WAES STP2t Z&LICH

RSTPOIIAM Blocked Port= Alternate Port2 Backup Port2 LI O{&LICEH Alternate Port
= (8 ZHl22H & =<1t =2 BPDUE 2£22=2M Blocked & PortZ2 Root Switch
ot CHE SWITCH AROI0I 2HOt ZMolRA=S M Packetel ZZE WUHoHE = RJUXIE,
Backup Port= &2 &U|2 COE Port22H & &=fI1Jt =2 BPDUE Z22=ZM
Blocked=l PortZ Root Switch2t CI2 SWITCH ALOI0 EXJF ZMelE Zglse &85
&L

F
t
2 -"HXsE A
= lLo=2 T o«

STP= Root Switch8l Hello-timedl 2t #&&l= BPDUE 2= [HOICH Designated
Switch2| BPDUE & &6tLE, RSTP= 2= SwitchJdt BPDUE &M &ELICH BPDU=E &M=
A O

Root SwitchOll 2laf == Al2b 2HAEC0 o X 8HE Q[UIl =201 RSTPUHM=
STPECI Hgol= Network 0 = %2l USE 2= UH AJASLICH E£8&, BPDUS
g Al A AI2t=S H=061D] fIoif Designated Switch

Forward-delay Al2t H&0 2= S
2} Root Switch AIOIO M E2 LinkJl H2Z2 %3 SWITCH 2 Root AIOI0l= PacketS =1

=2
g8=S &= X2 BPDU= &EE = U= &efIot SLICH

BPDUE &odi LinkE Forwarding &ElZ ©t=J] 2o non-edge designate PortE
Blocking &EfZ B1dGtLt, edge designated Port= Listeningdt Learning0l ZotX &
Jl tH20 22Xt £86 =2 M A2t D& MSE X 20t 0 WEXH X ELIC

RSTP= WERHC2=Z STPE ZEgotd I MHE0 &4 I /J0 STPS| BPDUE ¢!
Algh &~ JU&LICH dellt, STP= RSTP2l BPDU= &= = U&LUILH
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2 MSTP SX

VLANS 2 NetworkE F=g &% Loop ZXE <ot VLAN E=2 ECE LAN Group <€
2 d2E 43¢ &+ U= MSTP (Multiple Spanning Tree Protocol)E AtE&LICE. MSTPE
AME0dtH RSTPE REGHA $LNE Ell MPEH A2ZE ZAiAg & % % LICt. Multiple
Spanning Tree Protocol (MSTP)= IEEE 802.1s OIM A&EEZIY2H MSTE HEGHL U=
802.1s= 802.1Q0 CHS&t =HLIC.

r&"

4

JIZSl Spanning Tree Protocol2 S&l&dE HEN HHIS HEBIEZE &A= 86 Al
Z0tA 21 TrafficS0l RLs Z2E SHoHH D AN SEE29 HHIE ZHotASL
Ct 21 JH2l Spanning TreeltXl = &otH VLANSZ0AMN 0=

. MSTP= RSTP Z1cI&E G
g8d1 Fotzat dES ’ééﬂai’i%u Ct. OHOHSl ESZXI0A MST2 =8%k<= PVST+
L 802.1D STP, 802.1w RSTP % PVST & otfls&&E It

STP/RSTP2l 42 Z2E VLAN=Z2 otULl STPCH AtE6IH Ct= InstanceE XIRGHA 25
LICt. Network E2| M72&S Wt=2H otJl ®IoH RSTPE AtEZdt= IEEE 802.1s MSTP=
VLAN TrunkE OHMIZ VLANES O JH2l Group2=Z U0 Instance &H22 ZF0tH,
2t Instance= CtE2 Spanning Treell Instancelt= Z2HII Sle= EE2XE 888 = U
SLICH. W20l Trafficl 0idd JHS NMBSF2It UM 2oH24H0l JtsoiBH 1042
Instance(8&Z2)HM ZOHIL LMoiE CIE Instance(E&3=2)= IS 2A %I W
20l NetworkLi2l OHHMOI @QEI S0 2 NetworkliN= AHA=Z OE VLAN
Spanning Tree InstanceE 25 H&E LRIt )| W20 22L& Switchel 258 =
2 = JAsLIT

ﬂl‘l" 2

MSTPS| RegionUll= otLI2l STPII = &I WHEW STP =Jt B BPDU Traffice =<
%= USLICH Regiondl &&06t= Instance= ZI0H 150K M4 & = USLICH

[1& 2-5] MSTP R4& 2 Traffic 55

Instance 0 : Root Switch
Instance 1 : Root Switch

Instance 1 :
Second Root Switch

Instance 0 :
Second Root

—p |nstance 0 Traffic
—p |nstance 1 Traffic
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PVSTP =&

gt o=z Switch &bH|l 2t2 LoopE & XloteE Spanning Tree Protocol= Switch2tH0ll
LinkZ HZ& Se2l&Q0l TreeE HIEZ®2=Z LoopE & AXloh)| MHE0 LISl TreeftE CHE O]
ME8tE SEO0|l JUSLICH 0 M 22lE Tree 20N LEES XHXlole VLANS otLZ
OI2H& MM TreeE HIE2Z 2ELD| B0 He & 22 NEFI2Z TN UN
2E EdHEOl 8 ez E=EHH E2HOIX RELICH dtLI2l TreeE AIE3HH ZME =
ZHES 220t flof VLAN Ottt A2 O E EZZ Spanning Tree Algorithms &4t
0 2EE Z24tot= &AES PVST (Per VLAN Spanning Tree)ct) &fLICEH.

PVST= CST (GtLtSl TreeE AtEdt= &4, Common Spanning Tree)E AIEdt= &Hl2
= MZ2 STP BPDUE Ol|aiatAl R3otJ| 20 201 AFEE =+ 8l SEO0l ASLICH

t2 BL=S0 &l PVSTPE= PVCSTOIA =418 BPDU H2E PVSTZ &5
g [ VLANOICH Bt=oiM &&= HHS oAU, TunnelingS A Ol 2otXl &2 PVST
= L

PVSTP= Spanning Tree Protocol2 STP BPDUE & &6k, PVSTP ModeWl Al RSTP BPDU
£ N&Ste EHA 2 PVSTP+ = PVRSTP2t) &LICEH SwitchilM= PVSTPZ &3 Al
Default2 RSTP BPDUE &N&06t10 UA2O, PVSTPZ E45te £ U= =W ECI(VLAN)L
24 == 644 LICH

[E 2-6] STPS RSTP2 Interface AEf HlW

MAC Data
BPDU BPDU
STP RSTP A Al A Al Address Frame
=4 Sl s o
ok B! ts S8 & st otE dg orE
(Blocking) (Discarding)
e=Ea H Dl e S =& sia orel Xo ol
(Listening) (Discarding) *)
St Skt
- - obs bs 8s Jis Mg otg
(Learning) (Learning)
ME S _
. . ts ts stE Jts dY Jis
(Forwarding) | (Forwarding)
HlEd Bl = RE S =& sts ot A otE
(Disabled) (Discarding)

(*) STP= EF AEHRH BPDU &40 Jis#
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STP

i

[

13
d

Spanning-Tree ALE Al Interface &EH

- Frame2 dEGHA 2= &
- BPDU Datag = =
- Frame &&= <

Blocking
Listening
Learning

MAC learning =&

Forwarding — Frame2 N Z0dtl= &HHY

[E 2-7] STP2} RSTPO ZE g
STP RSTP o =
Switch0il M Root Bridge 2& 22 Data FrameO| &&
FE ILE FE LE Tl= |YS Port2LICH. Root SwitchJt Otdl Switche=
(RP) (RP) Bt JHOI RPII HE4E 0| PortE SollAd +4E BPDU
x| &2 BPDUE & FH &LICH
NE ZE |18 ZE Segment0l Al Root Bridge Z#& 2= Data FrameO| &
(DP) (DP) &5 = 29U Port0l % AS] BPDUE ZEHLICH
R me X2l BPDUE &2 10t= Port2 RP Down Al 1 9&
- AP £ 0l0{2gE= PortLICH. AP= RSTPUIA HIE4A PortOl
(AP) o2 xRN USLIC
DPJ} Otdl Port SHM S8t Segmentlil HZEHH U
By L E = &£ CH2 Port2LICH DPJI Down&l® 1 E&S 0/0d
(BP) 25 LICH BP= dlE2 =9 Linke &% O 4|0
HIZ4 PortO|22 Xt AEHOI QUSLICE
Blgd Higd 22| Xtol 23 Down&l ALt CHE Olzrge &S 2lts &
(disabled) (disabled) EfQl Port2 LICt.
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2.5.3 Spanning Tree Mode 47

STPE &£FotdH & STP/ RSTP / MSTP / PSTP & 0™ E2E&

OF &LICH

MX™ al
2o =x

Switch0l STP ModeZ&

HEPotel® U3

un
ix
I
Q!
»
re
=
Iy
02
:Oé

JEHE MESHHAIR.

g3 Qc s

bridge 1 protocol ieee vlan- | -\ ey STP 22 A=,

bridge

bridge 1 protocol rstp vian- | -1 RSTP @E2 & X LICH (Default)
bridge

bridge 1 protocol mstp CONFIG MSTP 2=2 & FEHLICH.

bridge 1 protocol pvstp CONFIG PVSTP 2=2 & AXELICIH

STP Jls= #olotdd

Che FEOUE ASOIYAIL.

==L B s

show spanning-tree [detail | TOP Spanning-tree &% WE&S Q&L
interface IFNAME] Ct.

show spanning-tree mst

<config | detail | instance | | TOP MSTP &% WHE= &QlgLICt.
interface>

show spanning-tree pvstp

<detail | TOP PVSTP && Ligs =QIgLICt
interface | summary | vlan>

<0l Hl> STP ModeZ &3H

SG2124G#configure terminal
Enter configuration commands, one per line.

SG2124G(config)#bridge 1 protocol ieee vlan—bridge

SG2124G(conf ig)#end

SG2124G#

SG2124G#configure terminal

Enter configuration commands, one per line.

SG2124G(config)#bridge 1 protocol rstp vlan—bridge

SG2124G(config)#end
SG2124G#
SG2124G#conf igure terminal

End with CNTL/Z.

> STPE 43

End with CNTL/Z.

> RSTPE MH

225



H2&. AAE 293 STP

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#bridge 1 protocol mstp > MSTP = AMH
SG2124G( conf ig) #end

SG2124G#

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#bridge 1 protocol pvstp > PVSTPZ MH
SG2124G( conf ig)#end

SG2124G#
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2.5.4 Spanning Tree £/43}

STP JIs= &£ &0otei® STPE Zd3tAIAHOF &LICH

STP JIs2 243otddd US YHUHE AIESHAAR
g3 = s
bridge 1 {stp | rstp | mstp | STP / RSTP / MSTP / PVSTPE &4 3t
CONFIG -
pvstp} enable & LICt.
bridge 1 mstp cisco- VLANZ 2 STPI} SHoIC= 8N
interoperability {enable | CONFIG o
disable} '
STP JI=SS &0oloteid U2 ZHUHE MESIYAIR.
o0 2ec s
show spanning-tree [detail | TOP Spanning-tree & WHES Q&L
interface IFNAME] Ct.
show spanning-tree mst
<config | detail | instance | | TOP MSTP &% WHE= &OolgLItt.

interface>

show spanning-tree pvstp
<detail | TOP PVSTP && Ligs =QlgLICt.
interface | summary | vlan>

STP JIs2 HIZH3oldH OIS HEUHE AZSIEAIR
g3 2ec s
no bridge 1 {stp | rstp | STP / RSTP / MSTP / PVSTPE &4
mstp | pvstp} enable CONFIG -
. 3}&tLIC.
bridge-forward
no bridge 1 {stp | rstp | STP / RSTP / MSTP / PVSTPE H|EZH
mstp | pvstp} enable CONFIG 3tok X2, BPDU ==&l Al Flooding &
bridge-forward bpdu-flood LICt.
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i

<OlX> STP &dst &4

STP & s}

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#bridge 1 stp enable

SG2124G( conf ig) #end

SG2124G#

RSTP &t =}

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#bridge 1 rstp enable

SG2124G(conf ig)#end

SG2124G#

MSTP &&=}

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#bridge 1 mstp enable

SG2124G(conf ig)#end

SG2124G#

PVSTP &t 3t

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#bridge 1 pvstp enable

SG2124G(conf ig)#end

SG2124G#
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2.5.5 Root Switch AH

Spanning-Tree JI50l s&otJ)| ?IoHAl= Root SwitchJt Hoi HOF &
-|= Root Switch, MSTPOIl A= IST Root SwitchJt & LILCt. h
=28t LANOI £Mdt= Switch2 Bridge IDE Bl WdtH

JHXL AL

£3& Switch2l Priority2 &&35tH
HIAEH ItE H2 PriorityE

J

LICt. STPLI RSTPOl
= At&le] Bridge ID

Root Switch&

2t Switc

PI2IM 22 Root SwitchE BHA& —+— 'ﬂgu Ct. Priority
Z TH &

JI& SwitchJt Root Switch2

Switch0l PriorityS & &30 Root SwitchE HZGIHH OUS TEUHE MEJINAIL

=L RE s
bridge 1 {stp | rstp | mstp} CONFIG STP / RSTP / MSTP2| CIST PriorityS
priority <0-61440> g LC

i i - Interface0il MSTP Instance MSTIZS
bridge .1 mstp instance <1 INTERFACE ter oll |
15> priority <0-61440> PriorityE HZ & LICt.

i PVSTP2l £& VLANS| Priority2 814
bridge 1 pvstp vlan VLANID CONFIG %

priority <0-61440>

grLICh

Switch?l Priority 2t2 #02I5tai™ 3 YYHE MESIAAL.
oo 2ec s
show spanning-tree [detail | TOP Spanning-tree &% WE&S Q&L
interface IFNAME] Ct.
show spanning-tree mst
<config | detail | instance | | TOP MSTP &% WHE= &QlgLICt.
interface>
show spanning-tree pvstp
<detail | TOP PVSTP £&& UWE=S =QI8LICt.

interface | summary | vlan>

Switch&l Priority

st= XZJ|sfotd® OS BEUHE AIEotYAIL.

g2 2ec s
no bridge 1 {stp | rstp | STP / RSTP / MSTP / PVSTP2| CIST
mstp | pvstp vlan VLANID } | CONFIG PriorityS ZJ|318LI T}
priority == - '

i i Interface®il MSTP Instance MSTIZ|
no bridge 1 mstp instance INTERFACE

<1-15> priority

PriorityE =JI3t&LICH

<0l Xl> Spanning Tree2| Switch Priority & &
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SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#bridge 1 stp priority 4096
SG2124G(config)#bridge 1 rstp priority 8192
SG2124G(config)#bridge 1 mstp priority 16384

SG2124G(conf ig)#end

SG2124G#show spanning-tree

1: Spanning Tree Enabled protocol RSTP
Ageing Time 300 - Root Path Cost O - Priority 32768
Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port O
Root Id 8000001af40f0400
Bridge I|d 8000001af40f0400

interface Role State Path-cost Priority Rcv  Send
gel Designated Forwarding 200000 128 None RSTP
SG2124G#

SG2124G#show spanning-tree detail

% 1: Spanning Tree Enabled

% 1: Ageing Time 300 - Root Path Cost O — Priority 8192

% 1: Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port 0

% 1: Root Id 2000001af4000541

% 1: Bridge Id 2000001af4000541

% 1: 1 topology changes — last topology change Thu May 7 20:29:26 2009
% 1: portfast bpdu-filter disabled

% 1: portfast bpdu-guard disabled

% 1: portfast errdisable timeout disabled

% 1: portfast errdisable timeout interval 300 sec

%

% ge24: Port 5024- |d 83a2 - Role Disabled - State Discarding

% ge24: Configured path cost 20000 - Designated path cost 0

% ge24: Designated port id O - Priority 128

% ge24: Designated Root 0000000000000000

% ge24:. Designated Bridge 0000000000000000

% ge24: Message Age 0 — Max Age O

% gez24: Hello Time O - Forward Delay 0

% ge24: Forward Timer O — Msg Age Timer O — Hello Timer O

% ge24: Version Rapid Spanning Tree Protocol - Received None - Send STP
% ge24: No portfast configured — Current portfast off

% ge24: portfast bpdu-guard default - Current portfast bpdu-guard off
% ge24: portfast bpdu-filter default - Current portfast bpdu-filter off
% ge24: no root guard configured - Current root guard off

% ge24: Configured Link Type point-to-point - Current shared

% ge24: forward-transitions 0

%

— O|st M=2F —

SG2124G#
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2.5.6 Path-Cost

Root SwitchJt Z2& & = 0ll= path-costE J|&=2 2 Designated Switch0l CHst Packet &
S 201 2D =0 JI28 22 path-cost= Switch?l Interface @& £=2 20l Aol
LI &2l At= Root Port2l path-costel 8= HEAE == JU2H path-costE JIEL=Z
K

HEE B2t HFot HHE0 ES 3 UE BZE d¥ot= A0l ESLICH

[E® 2-8] path-cost g}

ds £ STP RSTP

4M 250 20,000,000
i0M 100 2,000,000
100M 19 200,000
1G 4 20,000
10G 2 2,000

0R
ol

Path-costE & &old™ S HEHE AIZoIAAIL.

880 ec Ns

bridge-group 1 path-cost

ath-cost gt HIAELIC
<1-200000000> INTERFACE 1 p
Path-cost a{2 &0QI5tai™ 2 YENHE MESIAAL.
==L BE s
show spanning-tree [detail | TOP Spanning-tree & WHE2 Q&L
interface IFNAME] Ct.
show spanning-tree mst
<config | detail | instace | TOP MSTP &% WHE= &QlgLICt.

interface>

show spanning-tree pvstp
<detail | TOP PVSTP && Ligs =QlgLICt.
interface | summary | vilan>

Path-cost gt= XJ|stoltdB TS BEUHE AISotEAIL.

330 R s

no bridge-group 1 path-cost | INTERFACE path-cost gt= =J|at&LIC.

<0 ®> Spanning Tree2| path-cost &%
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SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#inter face gel

SG2124G(config-if)#bridge—group 1 path-cost 10000
SG2124G(config-if)#end

%
%
%
%
%
%
%
%
%
%
%

—_ L L L

SG2124G#show spanning-tree interface gel
1:
. Ageing Time 300 - Root Path Cost O - Priority 8192

. Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port O

: Root Id 2000001af4000541

: Bridge Id 2000001af4000541

: 1 topology changes - last topology change Thu May 7 20:29:26 2009
. portfast bpdu—filter disabled

: portfast bpdu-guard disabled

. portfast errdisable timeout disabled

. portfast errdisable timeout interval 300 sec

Spanning Tree Enabled

gel: Port 5001 - |d 8389 - Role Disabled - State Discarding

% gel: Configured path cost 10000 - Designated path cost 0

% gel: Designated port id O — Priority 128

% gel: Designated Root 0000001af4000541

% gel: Designated Bridge 0000001af4000541

% gel: Message Age 0 - Max Age 0

% gel: Hello Time O - Forward Delay 0

% gel: Forward Timer 0 - Msg Age Timer O - Hello Timer 0

% gel: Version Rapid Spanning Tree Protocol - Received None - Send STP
% gel: No portfast configured - Current portfast off

% gel: portfast bpdu—-guard default - Current portfast bpdu-guard off
% gel: portfast bpdu-filter default - Current portfast bpdu-filter off
% gel: no root guard configured - Current root guard off

% gel: Configured Link Type point-to-point - Current shared

% gel: forward-transitions 0

—- olah M2k —-

SG2124G#
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2.5.7 Port-Priority
S =29 path-costE BIEE 2= JIEQ LS R zSHCZ HA2E HMEG= JIE
2 port-priority 0/, 22lXl= port-priority2l 882 HAS 4+ JUSLICH
Port-priorityE HA&0I2H U2 TSEHE AESHAAIL.
g3 Qec s
bridge-group 1 priority <0~ | \\repeace | port-priority 2t2 #2EHLICH
240>
Port-priority 2t2 E0lotHd™ O3 HEUHE AMSSHYAIL.
==L 2ec s
show spanning-tree [detail | TOP Spanning-tree &% WE&S Q&L
interface IFNAME] Ct.
show spanning-tree mst
<config | detail | instance | | TOP MSTP &% WHE= &OolgLItt.
interface>
show spanning-tree pvstp
<detail | TOP PVSTP £&& W&E= =QlstLICt.
interface | summary | vlan>

Port-priority &£ =J|3tctcdA® 08 TEUHE AMEcIAAIL.
==L BE s
no bridge-group 1 priority INTERFACE port-priority gt =J|3&LICt.
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<0l Xl > Spanning Tree2| port-priority &3&

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface gel

SG2124G(config-if)#bridge-group 1 priority 32
SG2124G(config-if)#end

%
%
%
%
%
%
%
%
%
%
%
%

—_ L L L

SG2124G#show spanning-tree interface gel
1:

Spanning Tree Enabled

. Ageing Time 300 - Root Path Cost O - Priority 8192

. Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port O
: Root Id 2000001af4000541

. Br
: 1 topology changes - last topology change Thu May 7 20:29:26 2009
. portfast bpdu—filter disabled

: portfast bpdu-guard disabled

. portfast errdisable timeout disabled

. portfast errdisable timeout interval 300 sec

gel:
gel:

idge |d 2000001af4000541

Port 5001 - |d 2389 - Role Disabled - State Discarding
Configured path cost 20000000 - Designated path cost 0

% gel: Designated port id O — Priority 32
% gel: Designated Root 0000001af4000541
% gel: Designated Bridge 0000001af4000541
% gel: Message Age 0 - Max Age 0
% gel: Hello Time O - Forward Delay 0
% gel: Forward Timer 0 - Msg Age Timer O - Hello Timer 0
% gel: Version Rapid Spanning Tree Protocol - Received None - Send STP
% gel: No portfast configured - Current portfast off
% gel: portfast bpdu-guard default - Current portfast bpdu-guard off
% gel: portfast bpdu-filter default - Current portfast bpdu-filter off
% gel: no root guard configured - Current root guard off
% gel: Configured Link Type point-to-point - Current shared
% gel: forward-transitions 0
-- 0|5} M=f —
SG2124G#
a
S= port-priority 2t2 162 Hi+=2 & &LICH.
g
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2.5.8 Edgeport

Edgeport= STPII €43t & ZRJt 2= Bridge Port2LICH oHEY Interface®t HZAE of
©o| ZH|S0| STP Loop 2Al J|s0l ZRolX &= PCSO0l HE HZEIW UAHLE STP
NeighborJt oY Interface &tHO0l Z=Mote 2= JR0 AF3SLIC.  Interfacel
edgeportE &&E £ LinkE HZ5tH HtE Forwarding AEHE X EHELICH
EdgeportE &£&old™ US SEUHE AIESHAARL

=L RE s

spanning-tree edgeport INTERFACE InterfaceE edgeport2 & &&LICH
Edgeport &% LHES &5t O3S HEUHE AIZSHNAIL.

2380 BE s

show spanning-tree [detail TOP Spanning-tree &8 UW&E2 &02laU

| interface IFNAME] Ct.

show spanning-tree mst

<config | detail | instance | | TOP MSTP &4F LHE= =elgtLlCl.

interface>

show spanning-tree pvstp

<detail | TOP PVSTP &3 Lig= =0IsLIC

interface | summary |

vlan>

Edgeport €& UWES =JlztotAH C

SHAAIR,

g3 RE s
) edgeport2 & 3E InterfaceE =03}
no spanning-tree edgeport | INTERFACE siLICH

Interface0ll edgeport
Sl& LI

:.K:
"': [
&x

AN

(=) =
= o T ]

HOd

ol
nx
0
o
1

A& 3 portfast =
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<0 Xl> Spanning Tree2| edgeport &%

SG2124G(config)#interface gel

SG2124G(config-if)#spanning-tree edgeport

SG2124G(conf ig-if)#end

SG2124G#show spanning-tree interface gel

% 1: Spanning Tree Enabled

% 1: Ageing Time 300 - Root Path Cost O — Priority 8192

% 1: Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port 0

% 1: Root Id 2000001af4000541

% 1: Bridge Id 2000001af4000541

% 1: 1 topology changes — last topology change Thu May 7 20:29:26 2009
% 1: portfast bpdu-filter disabled

% 1: portfast bpdu—guard disabled

% 1: portfast errdisable timeout disabled

% 1: portfast errdisable timeout interval 300 sec

% gel: Port 5001 - Id 8389 - Role Disabled - State Discarding

% gel: Configured path cost 20000000 - Designated path cost 0

% gel: Designated port id O — Priority 128

% gel: Designated Root 0000001af4000541

% gel: Designated Bridge 0000001af4000541

% gel: Message Age 0 - Max Age 0

% gel: Hello Time O - Forward Delay 0

% gel: Forward Timer O - Msg Age Timer O - Hello Timer 0

% gel: Version Rapid Spanning Tree Protocol - Received None - Send STP
% gel: Edgeport configured - Current edgeport on

% gel: portfast bpdu-guard default - Current portfast bpdu-guard off
% gel: portfast bpdu-filter default - Current portfast bpdu-filter off
% gel: no root guard configured - Current root guard off

% gel: Configured Link Type point-to-point - Current shared

% gel: forward-transitions 0

SGQ124G#conf|gure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface gel

SG2124G(config-if)#no spanning-tree edgeport

SG2124G( config-if)#end

SG2124G#show spanning-tree interface gel

% 1: Spanning Tree Enabled

% 1: Ageing Time 300 - Root Path Cost O — Priority 8192

% 1: Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port 0

% 1: Root Id 2000001af4000541

% 1: Bridge I|d 2000001af4000541

% 1: 1 topology changes — last topology change Thu May 7 20:29:26 2009
% 1: portfast bpdu-filter disabled

% 1: portfast bpdu-guard disabled

% 1: portfast errdisable timeout disabled

% 1: portfast errdisable timeout interval 300 sec

% gel: Port 5001 - Id 8389 - Role Disabled - State Discarding

% gel: Configured path cost 20000000 - Designated path cost 0

% gel: Designated port id O - Priority 128

% gel: Designated Root 0000001af4000541

% gel: Designated Bridge 0000001af4000541

% gel: Message Age 0 - Max Age 0

% gel: Hello Time 0 - Forward Delay 0

% gel: Forward Timer 0 - Msg Age Timer O - Hello Timer 0

% gel: Version Rapid Spanning Tree Protocol - Received None - Send STP
% gel: No portfast configured — Current portfast off

% gel: portfast bpdu—guard default - Current portfast bpdu—guard off
% gel: portfast bpdu-filter default - Current portfast bpdu-filter off
% gel: no root guard configured - Current root guard off

% gel: Configured Link Type point-to—-point - Current shared

% gel: forward-transitions 0

SGZ124G#
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2.5.9 Force-Version

=

243D A= Spanning-tree 259t A23101 802.1w J|Bt2l STPOH &Oote &
InterfaceE Soli && F“ BPDU #2E 2ZHl& STP/ RSTP / MSTP BPDU HE2E & &0l
T= AFs 4 UBLICH (0 - STP, 1 - Not Support, 2 - RSTP, 3 - MSTPZ °|0I&fLICH)
Default 28 0A=E ZFEZ0H UK E2MH, 0l B2 Interfacel MEU It Legacy HEHIZA
802.1D BPDUE =ZEUWHAH &LICt. BPDUE =#&l8t 0l Migration TimerJt AI&EE 1D, O|=F
3s OILHOI RSTP BPDUJt ==&l X| 2™, oY Port= 802.1D0 X0 2I&H =LIC.
force-versions2 & &ctci™ OIS HEUHE AISoHYAIL.

o0 2ec s

spanning-tree force-version force-versionsS A& & LICt. Setu

panning-tree Torce-version | iNTerrace _ P

<0-3> force-versions
force-versionsgt= &QIotHAH s ZTEUHE AMSOHEAIL.

2380 ec s

show spanning-tree [detail | TOP Spanning-tree &% WE&S Q&L

interface IFNAME] Ct.

show spanning-tree mst

<config | detail | instance | TOP MSTP &#F LHE=S & QIgLICt.

interface>

show spanning-tree pvstp

<detail | TOP PVSTP && WiEs =olgLILt.

interface | summary | vlan>

force-versions= x=J|3lotd™ O3

o
o

012 AISOIYAIL.

HEO 2= s

ing- - force-versions= =DJ|3}t&HLICt.
no spannlng tree force INTERFACE rce- : | Sttt
version Initialize force-versions
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<0l Ml > force-version &%

SG2124G#show spanning-tree interface ge3

% 1: Spanning Tree Enabled

% 1: Ageing Time 300 - Root Path Cost 200000 - Priority 32768

% 1: Forward Delay 15 — Hello Time 2 - Max Age 20 - Root Port 5024

% 1: Root Id 8000000c2c030481

% 1: Bridge I|d 8000001af40f0400

% 1: 159 topology changes - last topology change Fri May 1 10:52:38 2009
% 1: portfast bpdu-filter disabled

% 1: portfast bpdu—guard disabled

% 1: portfast errdisable timeout disabled

% 1: portfast errdisable timeout interval 300 sec

% ge3: Port 5003 - Id 838b - Role Designated - State Forwarding

% ge3: Configured path cost 200000 - Designated path cost 200000

% ge3: Designated port id 838b - Priority 128

% ge3: Designated Root 8000000c2c030481

% ge3: Designated Bridge 8000001af40f0400

% ge3: Message Age 1 - Max Age 20

% ge3: Hello Time 2 - Forward Delay 15

% ge3: Forward Timer O - Msg Age Timer O - Hello Timer 1

% ge3: Version Rapid Spanning Tree Protocol — Received None - Send RSTP
% ge3: No portfast configured - Current portfast off

% ge3: portfast bpdu—guard default - Current portfast bpdu-guard off
% ge3: portfast bpdu-filter default - Current portfast bpdu-filter off
% ge3: no root guard configured - Current root guard off

% ge3: Configured Link Type point-to-point - Current point-to—point

% gel3: forward-transitions 1

SG2124G#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface ge3

SG2124G(config-if)#spanning-tree force-version 0

SG2124G(config-if)#end

SG2124G#show spanning-tree interface ge3

% 1: Spanning Tree Enabled

% 1: Ageing Time 300 - Root Path Cost 200000 - Priority 32768

% 1: Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port 5024

% 1: Root Id 8000000c2c030481

% 1: Bridge I|d 8000001af40f0400

% 1: 159 topology changes - last topology change Fri May 1 10:52:38 2009
% 1: portfast bpdu-filter disabled

% 1: portfast bpdu-guard disabled

% 1: portfast errdisable timeout disabled

% 1: portfast errdisable timeout interval 300 sec

% ge3: Port 5003 - Id 838b - Role Designated - State Discarding

% ge3: Configured path cost 200000 - Designated path cost 200000

% ge3: Designated port id 838b - Priority 128

% ge3: Designated Root 8000000c2c030481

% ge3: Designated Bridge 8000001af40f0400

% ge3: Message Age 1 - Max Age 20

% ge3: Hello Time 2 - Forward Delay 15

% gel3: Forward Timer 8 — Msg Age Timer O - Hello Timer 1

% ge3: Version Spanning Tree Protocol - Received None - Send STP

% ge3: No portfast configured - Current portfast off

% ge3: portfast bpdu-guard default - Current portfast bpdu-guard off
% ge3: portfast bpdu-filter default - Current portfast bpdu-filter off
% ge3: no root guard configured - Current root guard off

% ge3: Configured Link Type point-to-point - Current point-to—point

% ge3: forward-transitions 1

SG2124G#
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2.5.10 Root Guard

STPII E43tE (| 2el=¢2l Network WOlA= Bridge IDJt Jt& && SwitchJt RootJt
ELICH JdLl 8}SC, Switch =JF 81X, JI& Switch MH S JI& NetworkE 244t
B Switch£0| ZMAIZl= SHEZ Qo STP EEZXJF AF BAEE A2 Networkdt

SHHE &= USLICH

22| XHJF Root SwitchE & & AX|
/éI

g &X
280t 20 o Hel STPE &el

W o

guard 482 Sol STPOl 2o BHAZX LE=E
f.

= UASLIC
22| Kol 2Iof Rootz & AE Switch0l Root Bridge IDJb ==4&I&/™ MessageE =2

Switch= Blocking &EiiE BP0, Forward Delay A2t S92 BPDUJE =4AIE X 22X Xt
=2 & Blocking &fEHJF oAM= LILCY.

Root GuardE & &otei S ZHO0E AISotYAL.

2 0f 2c ols

spanning-tree guard root INTERFACE spanning-tree guard& & & & LICH.

Root Guard && &2 0loteid U3 HUHE MESIAAIL.
==L = s
show spanning-tree [detail | TOP Spanning-tree &% WE&S QgL
interface IFNAME] Ct.
show spanning-tree mst
<config | detail | instance | TOP MSTP &% WHE= =QlgLICt.

interface>

show spanning-tree pvstp
<detail | TOP PVSTP && Ligs =g LICt.
interface | summary | vlan>

Root GuardE =J|stotA™ s S UHE AIESSHYAIL.

380 ec s

no spanning-tree guard root | INTERFACE spanning-tree guard€ =J|3&LIC}.
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<0 Xl> Spanning Tree2| root guard & &

SG2124G(config)#interface gel

SG2124G(config-if)#spanning-tree guard root

SG2124G(conf ig-if)#end

SG2124G#show spanning-tree interface gel

% 1: Spanning Tree Enabled

% 1: Ageing Time 300 - Root Path Cost O — Priority 32768

% 1: Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port 0

% 1: Root Id 8000001af4000541

% 1: Bridge Id 8000001af4000541

% 1: 3 topology changes — last topology change Thu May 7 22:50:28 2009
% 1: portfast bpdu-filter disabled

% 1: portfast bpdu—guard disabled

% 1: portfast errdisable timeout disabled

% 1: portfast errdisable timeout interval 300 sec

% gel: Port 5001 - Id 8389 - Role Designated - State Forwarding

% gel: Configured path cost 200000 - Designated path cost 0

% gel: Designated port id 8389 - Priority 128

% gel: Designated Root 8000001af4000541

% gel: Designated Bridge 8000001af4000541

% gel: Message Age 0 - Max Age 20

% gel: Hello Time 2 - Forward Delay 15

% gel: Forward Timer O - Msg Age Timer O - Hello Timer 1

% gel: Version Rapid Spanning Tree Protocol - Received RSTP - Send RSTP
% gel: No portfast configured - Current portfast off

% gel: portfast bpdu-guard default - Current portfast bpdu—guard off
% gel: portfast bpdu-filter default - Current portfast bpdu-filter off
% gel: root guard configured - Current root guard on

% gel: Configured Link Type point-to-point - Current point-to—point

% gel: forward-transitions 1

SGQ124G#conf|gure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface gel

SG2124G(config-if)#no spanning-tree guard root

SG2124G( config-if)#end

SG2124G#show spanning-tree interface gel

% 1: Spanning Tree Enabled

% 1: Ageing Time 300 - Root Path Cost O — Priority 32768

% 1: Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port 0

% 1: Root Id 8000001af4000541

% 1: Bridge Id 8000001af4000541

% 1: 3 topology changes — last topology change Thu May 7 22:50:28 2009
% 1: portfast bpdu-filter disabled

% 1: portfast bpdu-guard disabled

% 1: portfast errdisable timeout disabled

% 1: portfast errdisable timeout interval 300 sec

% gel: Port 5001 - Id 8389 - Role Designated - State Forwarding

% gel: Configured path cost 200000 - Designated path cost 0

% gel: Designated port id 8389 - Priority 128

% gel: Designated Root 8000001af4000541

% gel: Designated Bridge 8000001af4000541

% gel: Message Age 0 - Max Age 20

% gel: Hello Time 2 - Forward Delay 15

% gel: Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1

% gel: Version Rapid Spanning Tree Protocol - Received RSTP - Send RSTP
% gel: No portfast configured - Current portfast off

% gel: portfast bpdu—guard default - Current portfast bpdu—guard off
% gel: portfast bpdu-filter default - Current portfast bpdu-filter off
% gel: no root guard configured - Current root guard off

% gel: Configured Link Type point-to—-point - Current point-to—point

% gel: forward-transitions 1

SGZ124G#
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[mZ]

o

Switch Interfacezte & 2 link-type
Interface?® X\IE & X & LICI Lmk-type Defaul
point Link= Rapid Transition=S Xl &&L|Ct.

)
g2
t g2

ol point-to-point@! Xl shared edge
point-to-point LinkO|0{, point-to-

link-types £&GtHH 2 BEUHE MEBCHAAL.
g3 Q= s
spanning-tree link-type . - =
. : INTERFACE link-type2l &&= HZ&LICH
{point-to-point | shared?} P
link-type2l &8 UWEE &0lotd™ UsS BEUHE AESHYAIL.
2380 ec s
show spanning-tree [detail | TOP Spanning-tree &3& W&2 Q&L
interface IFNAME] Ct.
show spanning-tree mst
<config | detail | instance | TOP MSTP &4& HE= = QlLICt.
interface>
show spanning-tree pvstp
<detail | TOP PVSTP && =S =ol&LICt
interface | summary | vlan>
SHE link-type 2t2 ZJISotd ™ OIS YEHE AISSHYAIL.
==L BE s
no spanning-tree link-type INTERFACE link-type2l &&= =DJ|3t&fLICt
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<0l Xl> Spanning Tree2| Interface Link Type &&

SG2124G(config)#interface gel

SG2124G(config-if)#spanning-tree |ink-type

SG2124G(conf ig-if)#end

SG2124G#show spanning-tree interface gel

% 1: Spanning Tree Enabled

% 1: Ageing Time 300 - Root Path Cost O — Priority 32768

% 1: Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port 0

% 1: Root Id 8000001af4000541

% 1: Bridge Id 8000001af4000541

% 1: 3 topology changes — last topology change Thu May 7 22:50:28 2009
% 1: portfast bpdu-filter disabled

% 1: portfast bpdu—guard disabled

% 1: portfast errdisable timeout disabled

% 1: portfast errdisable timeout interval 300 sec

% gel: Port 5001 - Id 8389 - Role Designated - State Forwarding

% gel: Configured path cost 200000 - Designated path cost 0

% gel: Designated port id 8389 - Priority 128

% gel: Designated Root 8000001af4000541

% gel: Designated Bridge 8000001af4000541

% gel: Message Age 0 - Max Age 20

% gel: Hello Time 2 - Forward Delay 15

% gel: Forward Timer O - Msg Age Timer O - Hello Timer 1

% gel: Version Rapid Spanning Tree Protocol - Received RSTP - Send RSTP
% gel: No portfast configured - Current portfast off

% gel: portfast bpdu-guard default - Current portfast bpdu-guard off
% gel: portfast bpdu-filter default - Current portfast bpdu-filter off
% gel: no root guard configured - Current root guard off

% gel: Configured Link Type shared - Current shared

% gel: forward-transitions 1

SGQ124G#conf|gure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface gel

SG2124G(config-if)#no spanning-tree |ink-type

SG2124G( config-if)#end

SG2124G#show spanning-tree interface gel

% 1: Spanning Tree Enabled

% 1: Ageing Time 300 - Root Path Cost O — Priority 32768

% 1: Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port 0

% 1: Root Id 8000001af4000541

% 1: Bridge Id 8000001af4000541

% 1: 3 topology changes — last topology change Thu May 7 22:50:28 2009
% 1: portfast bpdu-filter disabled

% 1: portfast bpdu-guard disabled

% 1: portfast errdisable timeout disabled

% 1: portfast errdisable timeout interval 300 sec

% gel: Port 5001 - Id 8389 - Role Designated - State Forwarding

% gel: Configured path cost 200000 - Designated path cost 0

% gel: Designated port id 8389 - Priority 128

% gel: Designated Root 8000001af4000541

% gel: Designated Bridge 8000001af4000541

% gel: Message Age 0 - Max Age 20

% gel: Hello Time 2 - Forward Delay 15

% gel: Forward Timer O - Msg Age Timer 0 - Hello Timer 1

% gel: Version Rapid Spanning Tree Protocol - Received RSTP - Send RSTP
% gel: No portfast configured - Current portfast off

% gel: portfast bpdu—guard default - Current portfast bpdu—guard off
% gel: portfast bpdu-filter default - Current portfast bpdu-filter off
% gel: no root guard configured - Current root guard off

% gel: Configured Link Type point-to-point - Current point-to-point

% gel: forward-transitions 1

SGZ124G#
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2.5.12 MST Region A&7

MSTPE &5t

Switch=2 MST Configuration IDE

&0l Switchdt O™ MST

Region0ll =3t =X Z&&LIC. Region name, Revision, Instance Map2l 2t0] Xl
oo 22 MST RegionOll =o6tH & LICH

MST RegionS &&6tHAH Us &

d0E ASotEA 2.

=L RE s
spanning-tree mst CONFIG MST &% 2E2 HABLICH
configuration
bridge 1 region NAME MST MST Region Name= & &&tLICIH
bridge 1 revision <0-255> MST MST RevisionS & &§&tLIC
bridge 1 instance <1-15> MST MSTP Instancedil VLANZS Mapping
vlan <1-4094> g LICt.
bridge-group 1 instance <1-

- - Interface®il MSTP InstanceE && &
15> [path-cost <1 INTERFACE

200000000> | priority <0-
240>]

LICt. (priority &2 gt0| &)

MST Region2 & UWE=

g3 Lo s

Show spanning-tree mst TOP MSTPS| EE2E =IgLIC

show spanning-tree mst TOP MSTPS| 24 MU= solsl|C)
config

show spanning-tree mst Interface  MSTPS| S HEE &
detail [state [IFNAME] | TOP olsLIC

interface IFNAME] = '

show spanning-tree mst

instance <1-15> [interface TOP MSTPQ| instance 82 E & QI&LICH.
IFNAME]

show spanning-tree mst TOP Interface & MSTPS HEE &QI& L

interface IFNAME

Ct.

ed=

MST RegionE =J|ztctedi® s EEAHE A

0K
ol

A A2,
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g3 = s
no bridge 1 region MST MST Region Name& Z=J|&t&LICt.
no bridge 1 instance <1-15> MSTP Instance0il VLANS Mapping
vlan MST = xJlsEUC
<1-4094> = o

idge- [ Interface0il &&& MSTP InstanceE
no bridge-group 1 instance INTERFACE oll

<1-15> path-cost

Z=J|stefL
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2.5.13 BPDU ™% ¥

BPDU (Bridge Protocol Data Unit)gt STP / RSTP / MSTP / PVSTPE &%, | % zH
o J2E Wok)| ol AHelel S2E NE wWEolsE Messaged LI

Hello Time

Hello time2 BPDUE & &6l= 2H2 22 Default 282 2 s LI

28 A2t (Max Age)

Root Switch= Switchs0ll CHst M8 HEE HSolA SAELICH 22 Switch&0l U
= NetworkOlAl= BPDUE &Y Al2H0] &Y3d|l Z2IH &0, BPDUE XYoo= SCH0
Network &HEfJF HEDH Y 2= o Ol4 A ELICH. BPDUOI 2ol Mg
STP 22 REAlZtE Max Agectll otlH, R& AlZ2t &2 =4l BPDU PacketO| Si=
a2 STPE MP4atH &L,

Packet & AlZ2t (Forward Delay)

BPDUOll= Listeningl Learning AHEHOfl A Forwardingol AEHOI OIZJIMAI Zele= Azt
2 Y9I & USLICH Ol M, Interface AEHE B A =0 Zel= A2 26232 Forward
Delayct] &t0{, Listening - Learning - ForwardmgQI AEROF BigtE M0LCH Forward
Delay Al2t ¢t J|Ct2ld| 20 & A BlockingWl Al Forwarding2@ 2 HH3E I DRIl Al2t
2 Forward Delay Al2t2 S Hiot & LICH

BPDUS| €3 BdotdH US EUHE MESHEAL.

880 ec s

bridge 1 {stp | rstp | mstp |
pvstp vlan VLANID} hello- CONFIG Hello Time &&= HAELILCH
time <1-10>

bridge 1 {stp | rstp | mstp |

pvstp vlan VLANID} max- CONFIG BPDU ®= AlZts HZELICH
age <6-40>

bridge 1 {stp | rstp | mstp |

pvstp vlan VLANID} forward- | CONFIG Packet && AlZtS BHZELICH
time <4-30>
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BPDUS £F S =0lotcdd U3 EEUHE AIEotEAIL.
g0 Lo s
show spanning-tree [detail | TOP Spanning-tree £& WE&s Q&L
interface IFNAME] Ct.
show spanning-tree mst
<config | detail | instance | TOP MSTP &% WHE= =elgLICt.

interface>

show spanning-tree pvstp
<detail | TOP PVSTP €& WiEs &olgLILt.
interface | summary | vlan>

SFE BPDURE ZJI8I5I2i0 (1S FUUE ABSIIAIL.
2 0f 2c ols

no bridge 1 {stp | rstp |
mstp | pvstp vlan VLANID}
{hello-time | max-age |
forward-time}

CONFIG BPDUS| &&= =J|steLICH

o

I ol

w4

I

<0l Xl> Spanning Tree2| BPDU &M& &8 #HE

Al

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#bridge 1 rstp max-age 10
SG2124G(config)#bridge 1 rstp forward-time 10
SG2124G(config)#bridge 1 rstp hello-time 1

SG2124G(conf ig)#end

SG2124G#show spanning-tree interface gel

% 1: Spanning Tree Enabled

% 1: Ageing Time 300 - Root Path Cost O — Priority 32768

% 1: Forward Delay 10 - Hello Time 1 - Max Age 10 - Root Port 0
% 1: Root Id 8000001af40f0400

% 1: Bridge Id 8000001af40f0400

% 1: 60 topology changes - last topology change Sat May 16 03:36:59 2009
% 1: portfast bpdu-filter disabled

% 1: portfast bpdu-guard disabled

% 1: portfast errdisable timeout disabled

% 1: portfast errdisable timeout interval 300 sec
—— O|o|- A2k -

—_ 4 L L L

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#no bridge 1 rstp forward-time
SG2124G(config)#no bridge 1 rstp hel lo-time
SG2124G(config)#no bridge 1 rstp max-age
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SG2124G(conf ig)#end

%
%
%
%
%
%
%
%
%

2

—_ L L L

|
|

SG2124G#show spanning-tree interface gel
1:
. Ageing Time 300 - Root Path Cost O - Priority 32768

: Forward Delay 15 — Hello Time 2 - Max Age 20 — Root Port 0

: Root Id 8000001af40f0400

: Bridge Id 8000001af40f0400

: 60 topology changes - last topology change Sat May 16 03:36:59 2009

Spanning Tree Enabled

portfast bpdu-filter disabled
portfast bpdu—guard disabled
portfast errdisable timeout disabled

portfast errdisable timeout interval 300 sec
st M2F —

SG2124G#
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2.5.14 Portfast, BPDU-Guard

STP= LoopJt ZMot= Ringd £= meshd EZ2ZXE Looplt Sl L2 HHRA 6t
= 982 8 LICH Interfacedt &0ILUH S ollE Interfacetld STP HAHO| =3 &&=
o, Ollf STP HA&Z2 SdH Blocking £ = Forwarding &EHZ BI#AH =LUCH LBHAQI
STP 2&0lA Interfaceli LinkJt HZE = 0lH8 H&sS #&otld InterfaceE
Forwardingol=0l 2R2% = Al2t2 e 30 ~ 50 s2A 0 Al2H S02H0ll= oY Interface
£ S¢& Data &=4101 SHELICL

Portfast= Interfacedt Link-Up &I%E @O Blocking -> Listening -> Learning ->
Forwarding® STP =A ZO0IA Listening -> Learning2 S AI5t12 Blocking ->
Forwardmgi BRI &S o SLICEH. SHAICH Interface= O{&3S| STP H&E2 £&Gt= 240

ek Hat Z0H0l etM= STP Blocking 255 & = USLUILCH

Interface= O &3G| STP HAHM Z OS] IIH%OH Root Bridge2Ct O ¥ at
= M22 &HIIF H&S= ZE2 &M STPIF uwettls A0 250 2HIF LME
U2 8= portfastdt &FE Interfacelil= PC L= Serverdt HAZE HOF &LICH

T

Network 22|Xt= STP BPDU GuardE SdlAl STP Domaing A2 EEZEZXE W=
= ASLILt portfast bpdu-guardJot &8 A= Interface ot=t0lA BPDU HEJt &
@M, interface)dt disableZI® A HEY Interface HH ¥ Lol STP EEZX0H FES =

2

X

E3d Interfacedl CHoll STPE 0IE¢&t loop YK JIs0l ZotX 2HLF Y Interface
EHOll STP Neighbordt ZHotAl &= B portfast &8 Sol STPE &4

= InterfaceE XI&E&LICH. (Hostol A& HZE PortOl CHoll PortfastE & &GHH Port
EiOt Forwarding &EHZ HIZ M ESHELICH)

4
ton
s
ue!
fo
S|
0z 2 o

Interface0il BPDU filter 2 bpdu-guardJt SZotH oted®™ portfastot AF T U0
g LICt. 2t BPDU guardlt &&= Interface2 BPDU & E2Jt =4I5tH i Y Interfacel)
LinkE Admin Down Al2|0{ errdisable-timeoutO| 43 JA2SH HFHE interval =0
CtAl Admin UP & LICt.

Portfast 2 BPDU-GuardE &Z&olA® S FEHE AIEotAIL.

s80 == Jls

bridge 1 {stp | rstp | mstp | _ o
bpdu-filt s &4M35tstL] LY.

pvstp} portfast bpdu-filter | CON 1O pdu-filter | stetLICH

bridge 1 {stp | rstp | mstp | CONFIG bpdu-guard JI152 &4 5t8HLICH

pvstp} portfast bpdu-guard

bridge 1 {stp | rstp | mstp |
pvstp} errdisable-timeout CONFIG
enable

errdisable-timeout JIsS & 438
Ct.
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bridge 1 {stp | rstp | mstp |

errdisable-timeout J|=2| Interval Al

pvstp} errdisable-timeout CONFIG St X A
= 23 L E .
interval <10-1000000> It (Default 300 s)
i id- vstp2l rapid-transitions JIs=2 &4

bndg-e.l pvstp rapid CONFIG l: ;D P
transitions 3t &LICt.
spanning-tree portfast INTERFACE Portfast JIs= &4&steiLIdt.

ing- - Interface0il bpdu-filter JIs2 43
s.panmng tree portfast bpdu INTERFACE I ol bp | 3t
filter & LICt.

ing- - Interface0il bpdu-guard JIs2 &4
spanning-tree portfast bpdu INTERFACE 0l bpdu-g I

guard

atefLlCh.

& & E Portfast ¥ BPDU-GuardE =026t 8 HHHE AMESIAARL
g2 2ec s
show spanning-tree [detail | TOP Spanning-tree &% WE&S Q&L
interface IFNAME] Ct.
show spanning-tree mst
<config | detail | instance | TOP MSTP &% WHE= &OolgLItt.
interface>
show spanning-tree pvstp
<detail | TOP PVSTP £&& U&= =0CIsLICh
interface | summary | vlan>
Portfast 2 BPDU-Guard € ZD|5lotd™ C8 HEUHE AISSHAAIL.
==L BE s
no bridge 1 {stp | rstp |
mstp | pvstp} portfast bpdu- | CONFIG bpdu-filter JIs& =JIst&LICH.
filter
no bridge 1 {stp | rstp |
mstp | pvstp} portfast bpdu- | CONFIG bpdu-guard JIs& =JIst&iLIt
guard
no bridge 1 {stp | rstp | errdisable-timeout 152 %J|518 L]
mstp | pvstp} errdisable- CONFIG cl
timeout enable '
no bridge 1 {stp | .rstp | errdisable-timeout J152| Interval Al
mstp | pvstp} errdisable- CONFIG .
. . 2tE =J|SHELIC
timeout interval
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i id- vstp2l rapid-transitions J|s2 =J|
no br.lc.lge 1 pvstp rapid CONFIG E =p p
transitions 3t LICt.
no spanning-tree portfast INTERFACE Portfast JI=s= =JI&t&fLICt.
no spanning-tree portfast Interface0il bpdu-filter JIs2 =J|3t
bpdu-filter INTERFACE &HLICt.
ing- Interface0il bpdu-guard Jls=& =7|
no spanning-tree portfast INTERFACE n pdu-g
bpdu-guard ShetLICh.
1. portfast 432 edgeport?t S=256/0f 4d& £ QiELICH
— 2. bpdu-filter : BPDU &4 20t
e &4l = BPDUE xtH 6t= Jls
Nl
g 3. bpdu-guard : BPDU £412F It s,
BPDU =4I Al InterfaceE DownAldl= Jls
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2.5.15 Spanning-Tree 0j|X|

<O0IX1> RSTP % portfast, priority &&

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#

SG2124G(config)#bridge 1 protocol rstp vlan—bridge
SG2124G(config)#bridge 1 rstp enable

SG2124G( conf ig) #end

SG2124G#

SG2124G#show spanning-tree detai |

% 1: Spanning Tree Enabled

% 1: Ageing Time 300 - Root Path Cost O — Priority 32768

% 1: Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port 0

% 1: Root Id 8000001af40006d5

% 1: Bridge Id 8000001af40006d5

% 1: 3 topology changes — last topology change Sat Mar 25 09:34:10 2000
% 1: portfast bpdu-filter disabled

% 1: portfast bpdu-guard disabled

% 1: portfast errdisable timeout disabled

% 1: portfast errdisable timeout interval 1 sec

%

% ge24: Port 5024 - |d 83a2 - Role Designated - State Forwarding

% ge24: Configured path cost 20000 - Designated path cost 0

% ge24: Designated port id 83a2 - Priority 128

% ge24: Designated Root 8000001af40006d5

% ge24: Designated Bridge 8000001af40006d5

% ge24: Message Age 0 — Max Age 20

% ge24: Hello Time 2 - Forward Delay 15

% ge24: Forward Timer 0 — Msg Age Timer O — Hello Timer O

% ge24: Version Rapid Spanning Tree Protocol — Received None - Send STP
% ge24: No portfast configured — Current portfast off

% ge24: portfast bpdu-guard enabled - Current portfast bpdu-guard on
% ge24: portfast bpdu-filter enabled - Current portfast bpdu-filter on
% ge24: no root guard configured - Current root guard off

% ge24: Configured Link Type point-to-point - Current point-to-point
% ge24: forward-transitions 1

-- 0|5} M=f —

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#bridge 1 rstp portfast bpdu-filter
SG2124G(config)#bridge 1 rstp portfast bpdu-guard
SG2124G(config)#bridge 1 rstp priority 16384
SG2124G(config)#interface range gel-22

% gel1-22 Selected

SG2124G(conf ig-if-range)#spanning-tree portfast

% gel1-22 Selected

SG2124G(conf ig-if-range)#spanning-tree portfast bpdu-filter enable
% gel1-22 Selected

SG2124G(conf ig-if-range)#spanning-tree portfast bpdu-guard enable
% gel1-22 Selected

SG2124G(conf ig-if-range)#end

SG2124G#show spanning-tree interface ge22

251



H2&. AAE 293 STP

%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%

%

%

%
%

—_ L L L

. Spanning Tree Enabled

. Ageing Time 300 - Root Path Cost O - Priority 16384

. Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port O

: Root Id 4000001af40006d5

: Bridge Id 4000001af40006d5

: 3 topology changes - last topology change Sat Mar 25 09:34:10 2000
. portfast bpdu-filter enabled

: portfast bpdu —guard enabled

. portfast errdisable timeout disabled

. portfast errdisable timeout interval 1 sec

ge22: Port 5022 - |d 83a0 - Role Disabled - State Discarding

ge22: Configured path cost 20000000 - Designated path cost 0

ge22: Designated port id O — Priority 128

ge22: Designated Root 0000000000000000

ge22: Designated Bridge 0000000000000000

ge22: Message Age 0 - Max Age 0

ge22: Hello Time O — Forward Delay 0

ge22: Forward Timer O - Msg Age Timer O - Hello Timer 0

ge22: Version Rapid Spanning Tree Protocol — Received None - Send STP
ge22: Portfast configured — Current portfast on

ge22: portfast bpdu-guard enabled - Current portfast bpdu-guard on
ge22: portfast bpdu-filter enabled - Current portfast bpdu-filter on
ge22: no root guard configured - Current root guard off

ge22: Configured Link Type point-to—point — Current shared

ge22: forward-transitions 0

<O0IX2> STP ¥ portfast, priority &3&

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#bridge 1 protocol ieee vlan-bridge
SG2124G(config)#bridge 1 stp enable

SG2124G(conf ig)#end

%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%

—_ L L L L L L

SG2124G#show spanning-tree detai |
1:

> root path cost 0 - priority 32768

. forward-time 15 - hello-time 2 - max-age 20 - root port O

. root id 8000001af40006d5

: bridge id 8000001af40006d5

hello timer 1 - tcn timer 0 - topo change timer 28

. 0 topology changes - last topology change Thu Jan 1 09:00:00 1970

. portfast bpdu-filter disabled

. portfast bpdu-guard disabled

. portfast errdisable timeout disabled

> portfast errdisable timeout interval 1 sec

spanning tree enabled - topology change - topology change detected

ge24: port 5024 - id 83a2 - path cost 4 - designated cost 0
ge24:. designated port id 83a2 - state Forwarding — priority 128
ge24: designated root 8000001af40006d5

ge24: designated bridge 8000001af40006d5

ge24: forward-timer 0 - hold-timer O — msg age timer 0

ge24: forward-transitions 2

ge24: portfast disabled

— olst Mt —
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SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#bridge 1 stp priority 16384

SG2124G#show spanning-tree detai |

% 1: spanning tree enabled

% 1: root path cost 0 — priority 16384

% 1: forward-time 15 - hello-time 2 - max-age 20 - root port O
% 1: root id 4000001af40006d5

% 1: bridge id 4000001af40006d5

% 1: hello timer 0 - tcn timer O — topo change timer 0

% 1: 0 topology changes — last topology change Thu Jan 1 09:00:00 1970
% 1: portfast bpdu-filter disabled

% 1: portfast bpdu-guard disabled

% 1: portfast errdisable timeout disabled

% 1: portfast errdisable timeout interval 1 sec

—— 0|3} M2F ——

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#bridge 1 stp portfast bpdu-guard
SG2124G(config)#bridge 1 stp portfast bpdu-filter
SG2124G(config)#interface range gel-22

% gel-22 Selected

SG2124G(config-if-range)#spanning-tree portfast

% gel-22 Selected

SG2124G(config-if-range)#spanning-tree portfast bpdu-guard enable

% gel-22 Selected

SG2124G(conf ig-if-range)#spanning-tree portfast bpdu-filter enable

% gel1-22 Selected

SG2124G(config-if-range)#end

SG2124G#sh spanning-tree interface ge22

% 1: spanning tree enabled

% 1: root path cost 0 - priority 16384

% 1: forward-time 15 - hello-time 2 - max-age 20 — root port O

% 1: root id 4000001af40006d5

% 1: bridge id 4000001af40006d5

% 1: hello timer 0 - tcn timer O — topo change timer 0

% 1: 0 topology changes - last topology change Thu Jan 1 09:00:00 1970
% 1: portfast bpdu-filter enabled

% 1: portfast bpdu-guard enabled

% 1: portfast errdisable timeout disabled

% 1: portfast errdisable timeout interval 1 sec

%

% ge22: port 5022 - id 83a0 - path cost 20000000 - designated cost 0
% ge22:. designated port id 83a0 - state Forwarding — priority 128

% ge22: designated root 4000001af40006d5

% ge22: designated bridge 4000001af40006d5

% ge22: forward-timer O - hold-timer O - msg age timer 0

% ge22: forward-transitions 2

% ge22: portfast enabled

% ge22: portfast bpdu-guard enabled - Current portfast bpdu-guard on
% ge22: portfast bpdu-filter enabled - Current portfast bpdu-filter on
% ge22: no root guard configured - Current root guard off

G G U W G U G U G Y

<0lM3> MSTP £&
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o
=9

gel-24=
instance 3
2N =2 AF

trunk, VLAN 10,402 instance 1, VLAN 20,502 instance 2, VLAN 30,602

: gel-8=2

SG2124G#configure terminal
Enter configuration commands, one per |ine.
SG2124G(config)#bridge 1 protocol mstp

instance 1, ge9-162 instance 2, gel7-242 instance 3

End with CNTL/Z.

SG2124G(config)#vlan database
SG2124G(config-vlan)#vlan range 10,20,30,40,50,60 bridge 1
SG2124G(config-vlan)#exit

SG2124G(conf ig)#spanning-tree mst configuration
SG2124G(config-mst)#bridge 1 revision 1
SG2124G(config-mst)#bridge 1 region test
SG2124G(config-mst)#bridge 1 instance 1
SG2124G(config-mst)#bridge 1 instance 2
SG2124G(config-mst)#bridge 1 instance 3
SG2124G(config-mst)#bridge 1 instance 1 vlian 10
SG2124G(config-mst)#bridge 1 instance 1 vlan 40
SG2124G(config-mst)#bridge 1 instance 2 vlian 20
SG2124G(config-mst)#bridge 1 instance 2 vlian 50
SG2124G(config-mst)#bridge 1 instance 3 vian 30
SG2124G(config-mst)#bridge 1 instance 3 vlian 60
SG2124G(config-mst)#exi t

SG2124G(config)#interface range ge
% ge Selected

SG2124G(config-if-range)#switchport mode trunk

% ge Selected

SG2124G(config-if-range)#switchport trunk allowed vlan add 10,20,30,40,50,60

% ge Selected
SG2124G(config-if-range)#exit
SG2124G(config)#interface range gel-8
% gel-8 Selected
SG2124G(config-if-range)#bridge—group 1
% gel-8 Selected

SG2124G(conf ig-if-range)#bridge—group 1
% gel-8 Selected
SG2124G(config-if-range)#bridge—group 1
% gel-8 Selected
SG2124G(config-if-range)#bridge—group 1
% gel-8 Selected
SG2124G(config-if-range)#bridge—group 1
% gel-8 Selected
SG2124G(config-if-range)#br idge—group 1
% gel-8 Selected
SG2124G(config-if-range)#exit
SG2124G(config)#interface range ge9-16
% ge9-16 Selected
SG2124G(config-if-range)#br idge—group 1
% ge9-16 Selected

SG2124G(conf ig-if-range)#bridge-group 1
% ge9-16 Selected

SG2124G(conf ig-if-range)#bridge-group 1
% ge9-16 Selected

SG2124G(conf ig-if-range)#bridge-group 1
% ge9-16 Selected

SG2124G(conf ig-if-range)#bridge-group 1

instance 1
instance 2
instance 3
instance 1 priority 16
instance 2 priority 32

instance 3 priority 32

instance 1
instance 2
instance 3
instance 1 priority 32

instance 2 priority 16
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% ge9-16 Selected

SG2124G(config-if-range)#bridge—-group 1 instance 3 priority 32
% ge9-16 Selected

SG2124G(config-if-range)#exit

SG2124G(config)#interface range gel7-24

ge17-24 Selected

SG2124G(config-if-range)#bridge—group 1 instance 1

% gel7-24 Selected

SG2124G(config-if-range)#bridge-group 1 instance 2

% gel7-24 Selected

SG2124G(config-if-range)#bridge-group 1 instance 3

% gel7-24 Selected

SG2124G(config-if-range)#bridge—group 1 instance 1 priority 32
% gel7-24 Selected

SG2124G(config-if-range)#bridge—-group 1 instance 2 priority 32
% gel7-24 Selected

SG2124G(config-if-range)#bridge—group 1 instance 3 priority 16
% gel7-24 Selected

SG2124G(conf ig-if-range)#end

SG2124G#show spanning-tree mst

Bridge up - Spanning Tree Enabled

%

%
%
%
%
%
%
%
%
%
%

1:
: CIST Root Path Cost O — CIST Root Port O - CIST Bridge Priority 32768
. Forward Delay 15 - Hello Time 2 - Max Age 20 - Max-hops 20
. CIST Root Id 8000001af40006d5

: CIST Reg Root Id 8000001af40006d5

: CST Bridge |d 8000001af40006d5

. portfast bpdu-filter disabled

. portfast bpdu-guard disabled

. portfast errdisable timeout disabled

. portfast errdisable timeout interval 1 sec

—_ L L L L

Instance VLAN
0: 1

1: 10, 40
2. 20, 50
3: 30, 60

SG2124G#show spanning-tree mst detail interface gel
Bridge up - Spanning Tree Enabled

%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%

1:
: CIST Root Path Cost O - CIST Root Port O - CIST Bridge Priority 32768
. Forward Delay 15 - Hello Time 2 - Max Age 20 - Max-hops 20
: CIST Root Id 8000001af40006d5

. CIST Reg Root Id 8000001af40006d5

: CST Bridge |d 8000001af40006d5

. portfast bpdu-filter disabled

. portfast bpdu-guard disabled

. portfast errdisable timeout disabled

. portfast errdisable timeout interval 1 sec

gel:
gel:
gel:
gel:
gel:
gel:
gel:
gel:
gel:

—_ L L L

Port 5001 - Id 8389 - Role Designated — State Forwarding
Designated External Path Cost 0 —-Internal Path Cost 0
Configured Path Cost 200000 - Add type Explicit ref count 4
Designated Port Id 8389 - CST Priority 128 -

CIST Root 8000001af40006d5

Regional Root 8000001af40006d5

Designated Bridge 8000001af40006d5

Message Age 0 - Max Age 20

CIST Hello Time 2 - Forward Delay 15
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% gel: CIST Forward Timer O - Msg Age Timer O - Hello Timer 0
% gel: Version Multiple Spanning Tree Protocol - Received None - Send MSTP
% gel: No portfast configured — Current portfast off
% gel: portfast bpdu-guard default - Current portfast bpdu-guard off
% gel: portfast bpdu-filter default - Current portfast bpdu-filter off
% gel: no root guard configured - Current root guard off
% gel: Configured Link Type point-to-point - Current point-to-point
%
% Instance 1: Vlans: 10, 40

%
%
%
%
%
%
%
%
%
%
%
%
%
%

%
%
%
%
%
%
%
%
%
%
%
%
%
%

%
%
%
%
%
%
%
%
%
%
%
%
%
%

1: MSTI Root Path Cost O — MSTI Root Port O — MSTI Bridge Priority 32768
1: MSTI Root Id 8001001af40006d5
1: MSTI Bridge I|d 8001001af40006d5

gel:
gel:
gel:
gel:
gel:
gel:
gel:
gel:
gel:
gel:

Port 5001 - Id 8389 - Role Designated — State Forwarding
Designated Internal Path Cost 0 - Designated Port Id 1389
Configured Internal Path Cost 200000

Configured CST External Path cost 200000

CST Priority 128 - MSTI Priority 16

Designated Root 8001001af40006d5

Designated Bridge 8001001af40006d5

Message Age 0 — Max Age O

Hello Time 2 - Forward Delay 15

Forward Timer O — Msg Age Timer O — Hello Timer 0

Instance 2: Vlans: 20, 50

1: MSTI Root Path Cost O — MSTI Root Port O — MSTI| Bridge Priority 32768
1: MSTI Root Id 8002001af40006d5

1: MSTI Bridge Id 8002001af40006d5

gel:
gel:
gel:
gel:
gel:
gel:
gel:
gel:
gel:
gel:

Port 5001 - |d 8389 - Role Designated - State Forwarding
Designated Internal Path Cost O - Designated Port I|d 2389
Configured Internal Path Cost 200000

Configured CST External Path cost 200000

CST Priority 128 - MSTI Priority 32

Designated Root 8002001af40006d5

Designated Bridge 8002001af40006d5

Message Age 0 — Max Age 0

Hello Time 2 - Forward Delay 15

Forward Timer O — Msg Age Timer O — Hello Timer 0

Instance 3: Vlans: 30, 60

1: MSTI Root Path Cost O — MSTI Root Port O — MSTI| Bridge Priority 32768
1: MSTI Root Id 8003001af40006d5

1: MSTI Bridge I|d 8003001af40006d5

gel:
gel:
gel:
gel:
gel:
gel:
gel:
gel:
gel:
gel:

Port 5001 - Id 8389 - Role Designated - State Forwarding
Designated Internal Path Cost O - Designated Port I|d 2389
Configured Internal Path Cost 200000

Configured CST External Path cost 200000

CST Priority 128 - MSTI Priority 32

Designated Root 8003001af40006d5

Designated Bridge 8003001af40006d5

Message Age 0 - Max Age O

Hello Time 2 - Forward Delay 15

Forward Timer O — Msg Age Timer O — Hello Timer 0

SG2124G#show spanning-tree mst detail interface ge9
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% 1: Bridge up - Spanning Tree Enabled
% 1: CIST Root Path Cost 0 - CIST Root Port O — CIST Bridge Priority 32768
% 1: Forward Delay 15 - Hello Time 2 - Max Age 20 - Max-hops 20
% 1: CIST Root |d 8000001af40006d5
% 1: CIST Reg Root Id 8000001af40006d5
% 1: CST Bridge I|d 8000001af40006d5
% 1: portfast bpdu-filter disabled
% 1: portfast bpdu-guard disabled
% 1: portfast errdisable timeout disabled
% 1: portfast errdisable timeout interval 1 sec
%
% ge9: Port 5009 - Id 8391 - Role Disabled - State Discarding
% ge9: Designated External Path Cost 0 -Internal Path Cost 0
% ge9: Configured Path Cost 20000000 - Add type Explicit ref count 4
% ge9: Designated Port Id 0 - CST Priority 128 -
% ge9: CIST Root 0000000000000000
% ge9: Regional Root 0000000000000000
% ge9: Designated Bridge 0000000000000000
% ge9: Message Age 0 - Max Age 0
% ge9: CIST Hello Time 0 - Forward Delay 0
% ge9: CIST Forward Timer O — Msg Age Timer O — Hello Timer 0
% ge9: Version Multiple Spanning Tree Protocol - Received None - Send STP
% ge9: No portfast configured - Current portfast off
% 0e9: portfast bpdu—-guard default - Current portfast bpdu-guard off
% ge9: portfast bpdu-filter default - Current portfast bpdu-filter off
% ge9: no root guard configured - Current root guard off
% ge9: Configured Link Type point-to-point — Current shared
%
% Instance 1: Vlans: 10, 40

%
%
%
%
%
%
%
%
%
%
%
%
%
%

%
%
%
%
%
%
%
%
%
%
%
%

1: MSTI| Root Path Cost O - MSTI Root Port O — MSTI Bridge Priority 32768
1: MSTI Root |d 8001001af40006d5
1: MSTI Bridge I|d 8001001af40006d5

0e9:
0e9:
0e9:
0e9:
0e9:
0e9:
0e9:
0e9:
0e9:
0e9:

Port 5009 - Id 8391 - Role Disabled - State Discarding
Designated Internal Path Cost O - Designated Port Id O
Configured Internal Path Cost 20000000

Configured CST External Path cost 20000000

CST Priority 128 - MSTI Priority 32

Designated Root 0000000000000000

Designated Bridge 0000000000000000

Message Age 0 — Max Age 0O

Hello Time 0 - Forward Delay 0

Forward Timer O — Msg Age Timer O — Hello Timer 0

Instance 2: Vlans: 20, 50

1: MSTI Root Path Cost O — MSTI Root Port O — MSTI| Bridge Priority 32768
1: MSTI Root Id 8002001af40006d5

1: MSTI Bridge Id 8002001af40006d5

ge9:
ge9:
ge9:
ge9:
ge9:
ge9:
ge9:
ge9:
ge9:

Port 5009 - Id 8391 - Role Disabled — State Discarding
Designated Internal Path Cost 0 - Designated Port Id 0
Configured Internal Path Cost 20000000

Configured CST External Path cost 20000000

CST Priority 128 - MSTI Priority 16

Designated Root 0000000000000000

Designated Bridge 0000000000000000

Message Age 0 - Max Age O

Hello Time O - Forward Delay 0
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% ge9: Forward Timer O - Msg Age Timer O — Hello Timer O
%
% Instance 3: Vlans: 30, 60

%
%
%
%
%
%
%
%
%
%
%
%
%
%

%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%

1:
1:
1:

—_ L L L L

MSTI Root Path Cost O — MSTI| Root Port O - MSTI| Bridge Priority 32768
MST| Root |d 8003001af40006d5
MSTI| Bridge Id 8003001af40006d5

ge9:
ge9:
ge9:
ge9:
ge9:
ge9:
ge9:
ge9:
ge9:
ge9:

Port 5009 - Id 8391 - Role Disabled - State Discarding
Designated Internal Path Cost 0 - Designated Port Id 0
Configured Internal Path Cost 20000000

Configured CST External Path cost 20000000

CST Priority 128 - MSTI Priority 32

Designated Root 0000000000000000

Designated Bridge 0000000000000000

Message Age 0 — Max Age O

Hello Time 0 - Forward Delay 0

Forward Timer O — Msg Age Timer O — Hello Timer 0

SG2124G#show spanning-tree mst detail interface gel7
1:

Bridge up - Spanning Tree Enabled

: CIST Root Path Cost O — CIST Root Port O — CIST Bridge Priority 32768
. Forward Delay 15 - Hello Time 2 - Max Age 20 - Max-hops 20

. CIST Root Id 8000001af40006d5

: CIST Reg Root Id 8000001af40006d5

. CST
. portfast bpdu-filter disabled

. portfast bpdu-guard disabled

. portfast errdisable timeout disabled

. portfast errdisable timeout interval 1 sec
gel7:
gel7:
gel7:
gel7:
gel7:
gel7:
gel7:
gel7:
gel7:
gel7:
gel7:
gel7:
gel7:
gel7:
gel7:
gel7:

Bridge Id 8000001af40006d5

Port 5017 - |d 8399 - Role Disabled - State Discarding
Designated External Path Cost O -Internal Path Cost 0

Configured Path Cost 20000000 - Add type Explicit ref count 4
Designated Port Id O — CST Priority 128 -

CIST Root 0000000000000000

Regional Root 0000000000000000

Designated Bridge 0000000000000000

Message Age 0 - Max Age O

CIST Hello Time 0 - Forward Delay 0

CIST Forward Timer O — Msg Age Timer O — Hello Timer 0

Version Multiple Spanning Tree Protocol - Received None - Send STP
No portfast configured — Current portfast off

portfast bpdu-guard default - Current portfast bpdu-guard off
portfast bpdu-filter default - Current portfast bpdu-filter off
no root guard configured - Current root guard off

Configured Link Type point-to-point - Current shared

Instance 1: Vlans: 10, 40

1: MSTI Root Path Cost O — MSTI Root Port O — MSTI| Bridge Priority 32768
MSTI Root Id 8001001af40006d5

MSTI| Bridge Id 8001001af40006d5

1:
1:

gel7:
gel7:
gel7:
gel7:
gel7:
gel7:
gel7:

Port 5017 - Id 8399 - Role Disabled — State Discarding
Designated Internal Path Cost 0 - Designated Port Id O
Configured Internal Path Cost 20000000

Configured CST External Path cost 20000000

CST Priority 128 - MSTI Priority 32

Designated Root 0000000000000000

Designated Bridge 0000000000000000
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% gel7: Message Age 0 — Max Age 0

% gel7: Hello Time 0 - Forward Delay 0

% gel7: Forward Timer O — Msg Age Timer O — Hello Timer O

%

% Instance 2: Vlans: 20, 50

% 1: MSTI Root Path Cost O - MSTI Root Port O — MSTI Bridge Priority 32768
% 1: MSTI Root |d 8002001af40006d5

% 1: MSTI Bridge Id 8002001af40006d5

% gel7: Port 5017 - |d 8399 - Role Disabled - State Discarding
% gel7: Designated Internal Path Cost 0 - Designated Port Id O
% gel7: Configured Internal Path Cost 20000000

% gel7: Configured CST External Path cost 20000000

% gel7: CST Priority 128 - MSTI Priority 32

% gel7: Designated Root 0000000000000000

% gel7: Designated Bridge 0000000000000000

% gel7: Message Age 0 — Max Age 0

% gel7: Hello Time 0 - Forward Delay 0

% gel7: Forward Timer O — Msg Age Timer O — Hello Timer O

%

% Instance 3: Vlans: 30, 60

% 1: MSTI Root Path Cost O — MSTI Root Port O — MSTI Bridge Priority 32768
% 1: MSTI Root |d 8003001af40006d5

% 1: MSTI Bridge Id 8003001af40006d5

% gel7: Port 5017 - 1d 8399 - Role Disabled - State Discarding
% gel7: Designated Internal Path Cost 0 - Designated Port Id 0
% gel7: Configured Internal Path Cost 20000000

% gel7: Configured CST External Path cost 20000000

% gel7: CST Priority 128 - MSTI Priority 16

% gel7: Designated Root 0000000000000000

% gel7: Designated Bridge 0000000000000000

% gel7: Message Age 0 — Max Age O

% gel7: Hello Time 0 - Forward Delay 0

% gel7: Forward Timer O — Msg Age Timer O - Hello Timer O

%

<0l M4> PVSTP &&

SG2124G-1 Switch, SG2124G-2 Switch2| ge23-24E & = PVSTP & &
SG2124G-2 Switch® VLAN 59| Priority 2{S 409622 HIALFE

i

SG21246-1

SG2124G-1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G-1(config)#vlan database

SG2124G-1(config-vlan)#vlan range 4-5 bridge 1
SG2124G-1(config-vlan)#exit

SG2124G-1(config)#bridge 1 protocol pvstp
SG2124G-1(config)#bridge 1 pvstp enable
SG2124G-1(config)#bridge 1 pvstp vlan 4-5
SG2124G-1(config)#interface range ge23-24

% ge23-24 Selected

SG2124G-1(conf ig-if-range)#switchport mode trunk

% ge23-24 Selected

SG2124G-1(config-if-range)#switchport trunk allowed vlian add 4-5
% ge23-24 Selected

e e T e e
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SG2124G-1(config-if-range)#exit
SG2124G-1(config)#interface range gel-12

% gel-12 Selected

SG2124G-1(conf ig-if-range)#switchport access vlan 4
% gel-12 Selected

SG2124G-1(config-if-range)#exit
SG2124G-1(config)#interface range gel13-22

% gel13-22 Selected

SG2124G-1(conf ig-if-range)#switchport access vian 5
% ge13-22 Selected

SG2124G-1(config-if-range)#end

SG2124G-1#show spanning-tree pvstp summary

portfast bpdu-filter disabled

portfast bpdu-guard disabled

portfast errdisable timeout enabled

portfast errdisable timeout interval 300 sec

Name Blocking Listening Learning Forwarding STP Active
VLAN1 0 0 0 2 2

VLAN4 0 0 0 2 2

VLANS 1 0 0 1 2

3 vlians 1 0 0 5 6
SG2124G-1#

SG2124G-1#show spanning-tree pvstp

VLAN1
Spanning Tree Enabled protocol PVSTP
Root Path Cost O — Priority 32769 (priority 32768 sys—id-ext 1)
Root Id 8001001af4000300
Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port 0
Bridge Id 8001001af4000300
Forward Delay 15 - Hello Time 2 — Max Age 20

Interface Role State Path-cost Priority Rcv  Send
ge24 Designated Forwarding 4 128 RSTP RSTP
ge23 Designated Forwarding 4 128 RSTP RSTP
VLAN4

Spanning Tree Enabled protocol PVSTP
Root Path Cost O - Priority 32772 (priority 32768 sys—id-ext 4)
Root Id 8004001af4000300

Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port O
Bridge |d 8004001af4000300

Forward Delay 15 - Hello Time 2 - Max Age 20

Interface Role State Path-cost Priority Rcv  Send
ge24 Designated Forwarding 4 128 RSTP RSTP
ge23 Designated Forwarding 4 128 RSTP RSTP
VLANS

Spanning Tree Enabled protocol PVSTP
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Root Path Cost 4 - Priority 32773 (priority 32768 sys-id-ext 5)
Root Id 1005001af40003aa

Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port 5025
Bridge |d 8005001af4000300

Forward Delay 15 - Hello Time 2 - Max Age 20

Interface Role State Path-cost Priority Rcv  Send
ge24 Alternate Discarding 4 128 RSTP RSTP
ge23 Rootport  Forwarding 4 128 RSTP RSTP
SG2124G#

SG2124G-2

SG2124G-2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SG2124G-2(conf ig)#vlan database

SG2124G-2(config-vlan)#vlan range 4-5 bridge 1

SG2124G-2(config-vlan)#exit

SG2124G-2(config)#bridge 1 protocol pvstp

SG2124G-2(config)#bridge 1 pvstp enable
(
(
(
(

SG2124G-2(config)#bridge 1 pvstp vlan 5 priority 4096
SG2124G-2(config)#

SG2124G-2(conf ig)#interface range ge23-24

% ge23-24 Selected

SG2124G-2(conf ig-if-range)#switchport mode trunk

% ge23-24 Selected
SG2124G-2(config-if-range)#switchport trunk allowed vlan add 4-5
% ge23-24 Selected

SG2124G-2(conf ig-if-range)#exit
SG2124G-2(config)#interface range gel-12

% gel-12 Selected
SG2124G-2(config-if-range)#switchport access vlan 4
% gel-12 Selected

SG2124G-2(config-if-range)#exit
SG2124G-2(config)#interface range gel13-22

% gel13-22 Selected

SG2124G-2(conf ig-if-range)#switchport access vlan 5
% gel13-22 Selected

SG2124G-2(conf ig-if-range)#end

SG2124G-2#show spanning-tree pvstp summary

)
SG2124G-2(config)#bridge 1 pvstp vlan 4-5

)

)

portfast bpdu-filter disabled

portfast bpdu-guard disabled

portfast errdisable timeout enabled

portfast errdisable timeout interval 300 sec

Name Blocking Listening Learning Forwarding STP Active
VLAN1 1 0 0 1 2
VLAN4 1 0 0 1 2
VLANS 0 0 0 2 2
3 vlans 2 0 0 4 6
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SG2124G-2#
SG2124G-2#show spanning-tree pvstp

VLAN1
Spanning Tree Enabled protocol PVSTP
Root Path Cost 4 - Priority 32769 (priority 32768 sys-id-ext 1)
Root Id 8001001af4000300
Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port 5025
Bridge Id 8001001af40003aa
Forward Delay 15 — Hello Time 2 - Max Age 20

Interface Role State Path-cost Priority Rcv  Send
ge24 Alternate Discarding 4 128 RSTP RSTP
ge23 Rootport  Forwarding 4 128 RSTP RSTP
VLAN4

Spanning Tree Enabled protocol PVSTP
Root Path Cost 4 - Priority 32772 (priority 32768 sys—id-ext 4)
Root Id 8004001af4000300

Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port 5025
Bridge I|d 8004001af40003aa

Forward Delay 15 — Hello Time 2 - Max Age 20

Interface Role State Path-cost Priority Rcv  Send
ge24 Alternate Discarding 4 128 RSTP RSTP
ge23 Rootport  Forwarding 4 128 RSTP RSTP
VLANS

Spanning Tree Enabled protocol PVSTP
Root Path Cost 0 - Priority 4101 (priority 4096 sys—id-ext 5)
Root Id 1005001af40003aa

Forward Delay 15 - Hello Time 2 - Max Age 20 - Root Port O
Bridge |d 1005001af40003aa

Forward Delay 15 — Hello Time 2 - Max Age 20

Interface Role State Path-cost Priority Rcv  Send
ge24 Designated Forwarding 4 128 RSTP RSTP
ge23 Designated Forwarding 4 128 RSTP RSTP
SG2124G-2#
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2.6 QoS

2.6.1 QoS 72

QoS (Quality of Service)= Traffic 2S5t

Trafficel && AL NHS YXotEE HFGHN Trafficel =4
Ct. E&st TrafficOll
CEM RHAS 20

[l %0

_|
= UAsLICh

LYPHOZ NetworkOilAl DataE Xc2lg e SN == DataE 2N XMlot=O 2=
A2 =MHZ XMelots 01 A2 TrafficOl 8HBIN SRS [ DataS L0idicl
= H9&0l ASLLCH QoS= TrafficOl 1t S L0 Tt 2 =9I M
LEoIW Mel =AE G2 HEELIC QoSE O|%6P01 Network &= 0lcl G=aotl
5l

=
2EXH22 =S 22e = UsLIL

4T Mo
ol
e
=
0z
o

QAL = PacketOl ol PacketS 2Fot= n&S HE00 IEEE802.1p0IA &S CoS
(Class of Service) a2 2 24 =€ &8s = QoSE ’—‘*.%AIB'LIEL 2 &gl = Packetdl
CHoll Packet =R E +ast = Packet M2l ZH(policy)E Fdol= g2 S0 &SLICH

Packet =% (packet classification)
TrafficE S&g 40 WO S &LICH 0ldst =2F0H AMEZ= JIE 5482 MAC

Address, VLAN ID, IP Address, IP Protocol, L4 Service Port Number, IP precedence,
DiffServ2l DSCP gt S&LICt.

M HEZ (Policy)

o
Q

(@]

Q
0]

o
Al
I
rn
00
2
Al
&l
n
o
Q

(@]

Q
0]

(a3
=2
2
£
Jn
0z
o
0z
2
o
I
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1]
I
30
ol
c
o

Packet X%, Packet 6{%, e = HIst, CoSgt &8, DSCP gt &3, IP precedence gt &
AL

X EO| XN XH=
o o— o =

QoS Mapping
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Interface 22 8J12 QueueE X2 GtH, 0l= Queues Traffic Meldl CHSt 2D OHE <

Hd&=fIE LG Packetl CoSztol et S&st QueueZ Traffic2 NMEOES

Mapping & % RUELICH QoS Mapping &8 &0l= Traffic W2at AlMl Traffic X2l 0f
j 2

=
et «d=21t 24 &LICH

A EE (Scheduling)

L 8H3= Yot2 scheduling 2112EE AIE

HO4

(@]

Traffic M=ot 2dA=s =2 0
Traffic XMcl =AE U=

& =9 21012|E (SPQ : Strict Priority Queuing)

Ol 3¥ME =2 248=2 Queuell ®IXIE PacketO] N NM&E

Queuelil PacketOl gle= 20 s 22 =2 Queuell U= PacketO] MEE =
SLICH Y8 248=22 Queuell U= Packet® X2l =MIF LelHAM Il AEH
(Starvation)2 U= &0l ASLICH

ILICH =2 fd=R2
A

HIE J|8 212|E (WRR : Weighted Round Robin)

9 HE82 JIBteZ DataE HMelote 0 212lEE Queuell Packet2 HMelots HIE
(Weight: Xlcl Packet =)= 2clAJt KNEB&2=ZM Packetel 24 =20l [HE Packet
el HEs KNEE = USLICH

JIEXl Jlgt 212|E (DRR : Deficit Round Robin)

Packet2 Ji#=J Ot:l Packet2| SizeE JIE2Z DataE Hilote Lel&LLICH 2Dl
A 29, xJ| 2t0l 09 Deficit Counter = 222 &= Interfacell oiEdt= &=
Queuelitt X &1 s BH=LICH 2l Packets 2™ PacketS £+2 Queuedt
243 T Ulls 212 Active queue 0l €10 Packet2 Enqueue £ & LICI. Dequeue
& [} Active List 0l 243lE Queuelt =XHotH S Queuedt KXot Us Deficit
Counter 0l Quantum sizeE 8t % Deficit counter 2| 2t Queuell A= Packetl
SizeE Hl1 ot Packet SizeJt Deficit counter 220t &2 J2 Packet2 Dequeue ot

A ELICH

1
By

Ol M Deficit counter gt2 M & E Packet2l 2012t22 gt= A ZI=0l, Deficit Counter
o g0l BUlid= Packet SizeZ2C+ =OtE WA H= Dequeue E Bt=SgLICH Drek
Deficit Counter2| gt0l Packet Size 2L+ &2 Z <2 Round Robin AHZZ 0| &tCycle
= & UAl Quantum size 2t2°| Count 2t2 Gdt0 Packet2 ZLHAH & LIC.

0p
0

Hig 212l& (WFQ : weighted fair queuing)
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= Queuell =4 HEZE= MISE2EM 22 SH&2 Queuel U= PacketOl HEH
QE MelZ Xl e = U=s HES MAHAELIO EZE WEZ0l Queue €2 HH 2=
D, 43E z0H WE=NX EotU= =0l 24 &=L+ Round Robin Bralo2 =2HHE
LICt. O gal2 ¥2 422 Queuelt MelEXl 2= 2HE oHZGHHAM MO Jtsst
CoS s&= M3ELICH

[£ 2-9] QoS Default Map
Qo0 Q1 Q2 Q3 Q4 Q5 Q6 Q7

CoS 0 1 2 3 4 5 6 7

DSCP 0~7 8~15 | 16~23 | 24~31 | 32~39 | 40~47 | 48~55 | 56~63

40
o
Ay
10
—
o
2
!
|
I
5
>
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2.6.3 QoS ACL MH
Network 2t2|Xt= Network2 Sol d&E& = Trafficll ol ACLE AIEE2=2ZM AYH
MYZSHH SHE %= USLICH 2elis Packetl &L AENN CHE JI2Hl SHAZE
Soll 2o HHM=2 gs o UASLICH E£st AUSEA 22 Packetll EH52=22H AIAE
S 238 = UA2H, EF Packetlll CHst o HE HHZE AIE0HHL QoSE X ESH
=0 Ar=Eg = ASLITH

ACLOl= c2IAEQS EZ2 <Ioll access list HS I}
&ot= Packet2 HEAH HMelg 242X

el XHF Eote 2Ads 28Ut

1 Xcl

stetElL|C, Packete] =241 X201 of
ggoz 0I2ELICH Crst D

Access List & 200-299= IPv6 Standard access listOff € &0 U200, 300-399=

IPv6 Extended access list0ll &%

ACLOIl OHXIE TH2! Z20E ZHotdH ACL €Al log SE8= 2d3toliOF

Tol AsLIH

£% FJ|= ACL log intervaldil et B1E &

ACL 2= T§2/0l BHXI® ACL rule #15, deny
SH ¥PES £ABUC. ACL 2= ACLS ZE( =8
=L

22 “2.10 Filtering”Mll= & 116tAID| HHELI

E2 permit &, OIXIE =24, 04Xl 3t

ol

P S2H S&06HH, ACLS ZE

.

[

g3 Lo s
acl <1-99> {permit | deny?}
{any | IP_Addr Wildcard } [log | | CONFIG IP Standard Access ListE & & & LICt.
time-range NAME]
acl <100-199> {permit | deny}
{icmp | ip | tep | udp} {any |
SRC_IP_Addr Wildcard | host IP Extended Access List 2 & & &t
SRC_ host} {any | DST_ CONFIG ol
IP_Addr Wildcard | host DST__ ’
host} {dp | sp} eq <0-65535>
[log | time-range NAME]
acl <700-799> {permit | deny} MAC Extended Access ListE & & &L
{any | SRC_MAC_Addr Ct
Wildcard } {any | CONFIG 1 4> : 1:Eth {11/ 2:802.3
DST MAC_Addr Wildcard } <1- <1-4>: 1:Ethernet I/ 2:802.3 /
4> [log | time-range NAME] 3:SNAP/ 4:LLC
acl <1100-1199> {permit | MAC Extended Access List & & & &
deny} <{any | SRC_MAC_Addr
LICt.
Wildcard } {any | CONFIG |+ (Expanded Range)

DST_MAC_Addr Wildcard } <1-
4> [log | time-range NAME]

<1-4> : 1:Ethernet II/ 2:802.3 /
3:SNAP/ 4:LLC
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acl <1300-1999> {permit |

deny} {any | IP_Addr CONEIG IP Standard Access List & A& &L
Wildcard } [log | time-range Ct. (Expanded Range)
NAME]

acl <2000-2699> {permit |
deny} {icmp |ip | tcp | udp}
{any | SRC_IP_ Addr Wildcard |
host SRC_ host} {any | DST_ CONFIG
IP_Addr Wildcard | host DST_
host} {dp | sp} eq <0-65535>
[log | time-range NAME]

IP Extended Access ListE & &¢& Ll
Ct. (Expanded Range)

acl <200-299> {permit | deny}
{any | SRC_IPv6_Addr/Mask} CONFIG IPv6 Standard Access ListE & & &L
{any | DST_IPv6_Addr/Mask} Ct.

[log | time-range NAME]

acl <300-399> {permit | deny}
{any | SRC_IPv6_Addr/Mask} CONEIG IPv6 Extended Access List £ &&¢&
{any | DST_IPv6_Addr/Mask?} LI Ct.

[log | time-range NAME]

acl <500-599> {permit | deny}

_ ARP standard access list& & & &L
{sender_IP_Addr} [Wildcard] CONFIG

[log | time-range NAME] Ch.
acl acl_name {permit | deny}
{icmp | ip | tep | udpy Name Access List= & & &tLIC.

SIP_Addr Wildcard DIP_Addr CONFIG
Wildcard_bits {dp | sp} eq {<0-
65535> | Port_Name?}

(acl_name : Max 192*%t.)

Access List LiS 0l loglll JIEE &S

acl log interval <1-1440> CONFIG SEEUTL (29 : min)
=2o g . — T .

EntryE £&¢ = USLUCG
=
o 2. SG2024, SG2024P, SG2200 Series H&2 IPv6 ACL/QoSE
-1 g ] KI&GHKI £&LICT

3. IPv6 ACLJIs2 SwitchtH® 2.x Ol&f 0l A2t XI& LI
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HE AIESHYAIL.

=L RE s
d&8E ACL &Xo 43 s &
show acl TOP QoSO =& Packet2l Count gt=
EoI8tLIC.
. £S3& Interfacell H&& ACLEZ &0l
show ip acl [IFNAME] TOP SHLICH
show acl [<1-99> | <100-
199> | <1100-1199> | TOP =X ACLO X 2= =olgLc).

<1300-1999> | <2000-
2699> | <700-799>]

i

AESHE Al 2.

2380 BE s
no acl <1-99> {permit | deny} CONEIG IP Standard Access ListE =J|3t&
{any | IP_Addr Wildcard} LIC}.
no acl <100-199> {permit |
deny} {icmp | ip | tcp udp}
{any | SRC_IP_Addr Wildcard | CONEIG IP Extended Access ListE ZJIstg
host SRC_ host} {any | DST_ LICF.
IP_Addr Wildcard | host DST_
host} {dp | sp} eq <0-65535>
MAC Extended Access ListE =J|3}
no acl <700-799> {permit | BHLICH
deny} <{any | SRC_MAC _Addr} | CONFIG - L _
{any | DST_MAC_Addr}y <1-4> <1-4> : 1:Ethernet II/ 2:802.3 /
3:SNAP/ 4:LLC
no acl <1100-1199> {permit | MAC Extended Access ListE %D|3&}
deny} {any | SRC_MAC_Addr SHUIC
Wildcard } {any | CONFIG L FEx.panded Range?
DST MAC_Addr Wildcard } <1- <1-4> : 1:Ethernet II/ 2:802.3 /
4> 3:SNAP/ 4:LLC
20 ac; <i300-|11_9p9?4>d;permit | CONFIG IP Standard Access ListE x=J|3t&
eny any >_Addr

Wildcard} LICt. (Expanded Range)
no acl <2000-2699> {permit |
deny} {icmp |ip | tcp | udp}

i IP Extended Access ListE Z=J|3t&
{any | SRC_IP_Addr Wildcard | CONFIG

host SRC_ host} {any | DST_
IP_Addr Wildcard | host DST._
host} {dp | sp} eq <0-65535>

LICt. (Expanded Range)
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no acl <200-299> {permit |
deny} <{any |

IPv6 Standard Access List& =DJ|3}

SRC _IPv6_Addr/Mask } {any | CONFIG LI Ch.
DST_IPv6_Addr/Mask %}
no acl <300-399> {permit | _ B
deny} <{any | CONFIG IPv6 Extended Access List € =D
SRC _IPv6_Addr/Mask } {any | 3t &rLICY.
DST_IPv6_Addr/Mask %}
no acl <500-599> {permit | ARP standard access listE =0|3}&
deny} {sender_IP_Addr} CONFIG Lic
[Wildcard] '
no acl acl_name {permit |
deny} {icmp | ip | tcp | udp} ist2 x=J|slstLC
SIP_Addr Wildcard DIP_Addr CONFIG Name Access ListE =DJ|3t&LICtH.
Wildcard_bits <0-63>

Access List LHK0| loglll JIE&= 4
no acl log interval CONFIG

3= o MELIh
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2.6.4 QoS Class Map &7H
Packetl =212 HEGIYUCIH, =AU L= Packet2 HEH H2loles & HUXE &F
oiOF & LICt.
Class Map2 &3&dld™H U3 FEHE AMESNAIL.
HAHN Qec s
class-map NAME CONFIG Class map2 d4&g&LIC.
COS gtez Class-Map2 & & &L
match cos <0-7> CONFIG-CMAP o
DSCP g2 Z Class-Map2 & & &L

match ip-dscp <0-63>

CONFIG-CMAP

Ct.

match ip-precedence <0-7>

CONFIG-CMAP

ip-precedence gt2= Class-Map=

2dgLICh

match acl NAME

CONFIG-CMAP

acl2Z Class-Maps & & &fLICt.

match vlan <1-4094>

CONFIG-CMAP

VLAN gt2 2 Class-Map2 & & &L
Ct.

match vlan-range <1-4094>

CONFIG-CMAP

VLAN E<?E 0I256t0 Class-Map2

to <1-4094> S &L
238= Class-Maps 0ot S BEUHE AIEGHY A L.
g3 2ec s
HHE class-map &S &8 HEs
show class-map TOP srolarL O,
£3&8 class-map8 &€& UH=s =g
show class-map NAME TOP Lct
&8 & Class-MapE =J|ztoted O3 BEUHE AMESIY AL,
g3 G s
no class-map NAME CONFIG Class maps =J|&t&LIL}.

no match cos

CONFIG-CMAP

COS 2t2 2 Class-Map2 Z=J|&t&tLICt.
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no match ip-dscp

CONFIG-CMAP

DSCP gt2 = Class-Map2 x=J|3t&
LICt.

no match ip-precedence <0-7>

CONFIG-CMAP

ip-precedence gt2& Class-Map2
ZJIsterLICh.

no match acl NAME

CONFIG-CMAP

acl22 Class-Map= =J|stefLlLt.

no match vlan

CONFIG-CMAP

VLAN 2t2 & Class-Map2 x=J|3t&
LIC}.

1. class-map2z &3&E acle CtE class-maplz XI&E == &l
— &SLICH
o ) )
T 2. cos, ip-dscp, ip-precedence, acl=e 550 482 &+ &L

Ct.
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2.6.5 QoS HM MW I M

Interface HZ 8IS QueueE X2 0otH, Packetll DSCP, CoS, ip-precedence g0l et
I QueueZ TrafficE MEol== Mapping & %= USLICH 01218 QoS Mapping2
20l Traffic 2ol AlQ Traffic M2l ol &&3& £ USLICH

o ol

x~

&
PN
S

wx i

QoS M= €8 & HEotHE S SEUHE MSoIAL.

g3 Qec s
policy-map NAME CONFIG Policy maps & &fLICt.
| NAME CONEIG-PMAP MAHE Packet &=2i(class-map)S
class ) MelEL T

i - - H2 Traffic (kbps), Burst Traffic
police <1-1000000> <.1 CONFIG-PMAP- i ( P )_ f
1000000> exceed-action C (kbps) ¥ 2 H Xl =1 Packets
drop Drop ot&=5 & &&LIC
set cos <0-7> EONFIG_PMAP_ CoS 22z FHMg HAFEHLIC

CONFIG-PMAP- | Packet2 TOS ¥ 2| DSCPEe =

set ip-dscp <0-63> C NS MEEL|C

CONFIG-PMAP- | ip-precedencez &2 & &&L|

set ip-precedence <0-7> c Ch

INTERFACEQ| M &E PolicyE &=

service-policy input NAME INTERFACE 5101 M)

23 = policy-maps #0lotdd S HE0HE AISoHEAIL.

g3 Lo s
) AA™E policy-map A2 &4 UHES
show policy-map TOP solsiL| O
£3 policy-map2 43 UE % QoS
show policy-map NAME TOP 0l ®2% Packet2 Count 2t &0l
gHLIC.
show running-config TOP Interfacelil €&&= QoS &€& WE=
interface IFNAME S OIBLICY.
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HZE QoS M= ZD|stotdH 3 BEUHE ASoHAAIL.
= Sc s
] o Interfacedil E=& PolicyE
no service-policy input NAME | INTERFACE

ZJ|stetL .

no police <1-1000000> <1-
1000000> exceed-action
drop

CONFIG-PMAP-
Cc

H2 Traffic (kbps), Burst Traffic
(kbps) ¥ 2AHX =1t PacketOil CH
st Mg xD|SHELIC

no set cos

CONFIG-PMAP-
C

CoS gt &M= =JIsteLIh.

no set ip-dscp

CONFIG-PMAP-
Cc

Packet2l TOS Z <2l DSCPgt &=
= =JlstgLth

no set ip-precedence

CONFIG-PMAP-
Cc

N\
tol

bt

c

ip-precedence 8 #2 =
Ch.

no class NAME

CONFIG-PMAP

Packet &21(class-map)2 x=JI&&
LICFH.

no policy-map NAME

CONFIG

Policy mapE =JI3t&LIC

A

1. policy-map0l Interface0l

=¥ = SASLICH
o
E 1A 2. policy-map=

MZE Z=0= policy-maps =38

+=380otJ| /i M= Interfacedl XIZE QoS &3
LHgs UM =JIs6tAID| HH&LICH
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2%

2.6.6 QoS AH =Y

QoS AJ=& 2 WRR, SPQ, DRR, RRs= X|&0dlH, Default 2 E{= Round Robinlil QoS
S&2 Off MEHLICH. OlHdEt QoS A== &6 Z0l= Traffic =0k A0 QoS &
Ol CoS, DSCP &t S 0|88t 24 =9 EMs 438 = USLICL
QoS AHEZSE 48 Y HEoldH US HHOUHE AIZ2oIAAIL.
=L RE s
Queue sched drr <0-7> <0- DRR COSQ O0~7 2| 2t2 Sill QoSE
7> <0-7> <0-7> <0-7> CONFIG SRE T
<0-7> <0-7> <0-7> === '
Round Robin EElZ QoSE & &L
queue sched rr CONFIG ol
queue sched wrr <0-15>
<0-15> <0-15> <0-15> CONEIG WRR COSQ 0~7 2| gt=2 Soll QoSE
<0-15> <0-15> <0-15> S HE LI
<0-15>
queue sched spq CONFIG SPQ 2 gt= Soll QoSE A& & LILt.
mls qos enable CONFIG QoS ServiceE A& ELILH (default)
HHE gqos AHES H0IoHHY S FEUHE ASTHAA.
==L = s
show mls qos TOP QoS =% &AEHHE =olgLILt.
show running-config | TOP M2 QoS AHE HHMS HoIgLCh
include queue
show mls qos interface Top Interfacelil && & QoS ZFMS =0Ig
IFNAME LICt.
gos AHES ZJ|6teH U8 BEHE MEoIAAL.
=10 RE s
no queue sched-weight TOP QoS AHEES =JISELICS
no mls qos TOP QoS ServiceE = XL
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<OHd1>SPQ A3== 0lE¢et QoS £
1

IP 192.168.10.1, 192.168.20.10lA ZME Traffic = IP 192.168.10.10/1) DSCP 462
2 Marking & Traffic2 %24 =9 QoS Moo= MZotdA & M

SG2124G(config)#acl 100 permit ip host 192.168.10.1 any 46
SG2124G(config)#acl 101 permit ip host 192.168.20.1 any
SG2124G( conf ig) #class-map cl
SG2124G(conf ig-cmap)#match acl 100
SG2124G(conf ig-cmap) #exi t
SG2124G( conf ig) #class-map c2
SG2124G(conf ig-cmap)#match acl 101
SG2124G(conf ig-cmap) #exi t
SG2124G(conf ig)#pol icy-map p1
SG2124G(conf ig-pmap)#class ¢l
SG2124G(conf ig-pmap-c)#set cos 7
SG2124G(conf ig-pmap-c) #exi t
SG2124G(conf ig-pmap) #class ¢2
SG2124G(conf ig-pmap-c)#set cos 1
SG2124G(conf ig-pmap-c) #exi t
SG2124G(conf ig-pmap) #exi t
SG2124G( conf ig)#queue sched spq
SG2124G(config)#interface range gel-2
% gel-2 Selected
SG2124G(config-if-range)#service—policy input p1
SG2124G(config-if-range)#exit
SG2124G(config)#exit
SG2124G#show mls qos

Enable
SG2124G#
SG2124G#show acl

Extended IP acl: 100
permit ip host 192.168.10.1 any

Extended IP acl: 101
permit ip host 192.168.20.1 any
SG2124G#
SG2124G#show mls qos interface gel

INPUT-POL | CY-MAP-NAME : p1
CLASS-MAP-NAME: c1
ACCESS-L I ST-NAME: 100
Set CoS: 7
CLASS-MAP-NAME: c2
ACCESS-L IST-NAME: 101
Set CoS: 1

SG2124G#
SG2124G#show mls qos interface ge2

INPUT-POL | CY-MAP-NAME : p1
CLASS-MAP-NAME : c1
ACCESS-LIST-NAME: 100
Set CoS: 7
CLASS-MAP-NAME: ¢2
ACCESS-LIST-NAME: 101
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Set CoS: 1

SG2124G#
SG2124G#show pol icy-map

POL I CY-MAP-NAME: p1
State: attached

CLASS-MAP-NAME: ¢t
ACCESS-LIST-NAME: 100
Set CoS: 7

Port: gel
Count: 11206

Port: ge2
Count: 26796

CLASS-MAP-NAME : c2
ACCESS-L I ST-NAME: 101
Set CoS: 1

Port: gel
Count: 1512

Port: ge2
Count: 2452

SG2124G#
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<0 Hd2> WRR AHE= 0l88 QoS &%

IP 192.168.10.1(DSCP 46), 192.168.20.1(DSCP 40), 192.168.30.1(DSCP 26),
192.168.40.12| TrafficOl CHoll QoS XM= &HFolKW 4:3:2:1 HIEZ Forwarding & M

SG2124G(config)#acl 100 permit ip host 192.168.10.1 any 46
SG2124G(config)#acl 101 permit ip host 192.168.20.1 any 40
SG2124G(config)#acl 102 permit ip host 192.168.30.1 any 26
SG2124G(config)#acl 103 permit ip host 192.168.40.1 any
SG2124G(config)#

SG2124G(conf ig)#class-map cl
SG2124G(conf ig-cmap)#match acl 100
SG2124G(conf ig-cmap) #exi t
SG2124G(conf ig) #class-map c2
SG2124G(conf ig-cmap)#match acl 101
SG2124G(conf ig-cmap) #exi t
SG2124G(conf ig) #class-map c3
SG2124G(conf ig-cmap) #match acl 102
SG2124G(conf ig-cmap) #exi t
SG2124G(conf ig)#class—map c4
SG2124G(conf ig-cmap) #match acl 103
SG2124G(conf ig-cmap) #exi t
SG2124G(config)#

SG2124G(conf ig)#pol icy-map pl
SG2124G(conf ig-pmap)#class ¢l
SG2124G(conf ig-pmap-c)#set cos 4
SG2124G(conf ig-pmap) #class ¢2
SG2124G(conf ig-pmap-c)#set cos 3
SG2124G(conf ig-pmap) #class ¢3
SG2124G(conf ig-pmap-c)#set cos 2
SG2124G(conf ig-pmap)#class c4
SG2124G(conf ig-pmap-c)#set cos 1
SG2124G(conf ig-pmap-c)#exi t
SG2124G(conf ig-pmap) #exi t
SG2124G(config)#
SG2124G(config)#queue sched wrr 0 123456 7
SG2124G(config)#interface range all

% all Selected
SG2124G(config-if-range)#service—policy input p1
SG2124G(config-if-range)#exit

SG2124G(config)#
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2.6.7 Interface E £t H|3t

Interface & Ingress®t EgressOll CHoltOd UHEEES MEtg = A= JIsSLICH 0 JIs2
/\ﬂtllA MR ME SZ0 O C2st MElA &2 M3 = A LI 55 Hst
2 Interface® Ingress? EgressOl CHoll 1 Kbps S&H9IZ2 MZ A2 = QUSLICH
Interface € =& M&t JDIsS £FoHdEH U3 SBUHE AIESHHAR
=L RE s
rate shaping in <64- ol Y Interface2 IngressOl CHol Limit
1000000> <64-1000000> INTERFACE @} Burst gt2 kbps &2 &3 L
[enhanced] Ct.

ol Y Interface2 Egress Ol CHoll Limit

rate shaping out <64- INTERFACE 9} Burst S kbps S92 A= EHL

1000000> <64-1000000>

Interface 8 =& HM& JISsS &0lcteld U3 BEUHE MESIYAIL.

g0 B s

show running-config ol & Interface2l Rate Shaping & &
INTERFACE

interface [IFNAME] ¢ S SoIgLICt.

Interface 8 =& HME JIsS ZJIstotd® O3 HEUHE ALEGHYAIL.

==L = Ji=
te shaping i INTERFACE ol Y Interface2l IngressOl CHOH Limit
no rate shaping in S Burst 2t2 =JI8tELICH
o rate shaping out INTERFACE ol S Interface2 EgressOl CHoll Limit
no rate shaping ou o Burst 22 =JI5H8LICH.
?:: rate shapingdt storm-control2 5tLtS| Interfacelil SAINH &8 & =
== Qi&LICH
-1

<0l H> rate shaping &&
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SG2124G#conf igure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#inter face gel
SG2124G(config-if)#rate shaping in 1000 2000
SG2124G(config-if)#rate shaping out 3000 4000
SG2124G(config-if)#end
SG2124G#
SG2124G#show running—config interface gel

[

interface getl

rate shaping in 1000 2000

rate shaping out 3000 4000

[
SG2124G#
SG2124G#conf igure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface gel
SG2124G(config-if)#no rate shaping in
SG2124G(config-if)#no rate shaping out
SG2124G(config-if)#end
SG2124G#
SG2124G#show running-config interface gel

|

inter face gel
|

SG2124G#

279



H2&. AAE 293 IGMP

2.7 IGMP

Multicastet Packet2 21X ol= & GroupOlHCt DataE &416t= Packet M5 2H4)
2 LICH Multicast Packet &&= T ot== IGMP (Internet Group Management Protocol)

= Multicast Group= 2122 Multicast Routers0WlH &ele =HZ2 HSote 2AHY
Protocol & LICt.

Multicast Router= Multicast Data)t sH2™ oY Multicast DataE & 0 &t ol= Group
0 SEZNH JU=XE 2150 26t IGMP Query MessageE H oA MSEHLICH O
Multicast Packet =412 RAEGHI| 26t Join MessageE 2= Switchdt JUCHH i
SwitchE Multicast Group2Z S=35t1] Datag HSELICH D2l HSBHHA i
Multicast PacketE2 =4I5tJAt St= SwitchJt oY Multicast Groupdl &JI5HJIE o=
X E£= GroupWlA HtELIDOIDIE &dt= XIE Message (IGMP query, join, leave) 8E2
S0ot0 =QlgtLICh.

[£ 2-10] Multicast Address Range

g < g & 4 9
i ocal ,

224.0.0.0 ~ 224.0.0.255 Reserved Link Loc Routing Protocol
Address

224.0.1.0 ~ 238.255.255.255 Globally Scoped Internet
Addresses

232.0.0.0 ~ 232.255.255.255 | Source Specific Multicast | SSM

233.0.0.0 ~ 233.255.255.255 | GLOP Address ASOll B &

239.0.0.0 ~ 239.255.255.255 | Limited Scope Addresses | At& IP Multicast

[E 2-11] Multicast Routing Protocol Address

2 = g2 &

224.0.0.1 Sunet?| 2 E Multicast System
224.0.0.2 Subnetl 2= Router
224.0.0.4 DVMRP Routers
224.0.0.5 OSPF Routers
224.0.0.6 OSPF DR, BDR Routers
224.0.0.9 RIPv2 Routers
224.0.0.10 EIGRP Routers
224.0.0.13 PIM Routers
224.0.0.18 VRRP

224.0.0.102 HSRP
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2.7.1 IGMP Snooping

IGMP snooping2 Multicast PacketES =4 2| fIoHA Multicast Group0ll &JtotIIE &

ot= “Join Message”lLt Multicast Packet =412 HE5tI| fIoi oY Multicast GroupOil A
e LI2JIE 2ote “leave Message”E 2 U= InterfaceE 2ol == Jls2 @&
LICt. OIEH oY Multicast GroupOl S=& InterfaceZ22t Multicast Packet2 &
ELICH

IGMP Snooping JIsg 2435t H U3 HEUHE ASSHYAIRL.
=L RE s
- . INTERFACE o e
ip igmp snooping VLAN_ID IGMP Snooping | Ct

IGMP Snooping JIsS &0otdH s BEUHE AIESHAAIL.

oo 2ec s

show ip igmp g.roups Multicast Group Membership 22 &
[IP_Addr [detail]| VLAN_ID | TOP & 0lstL |t

[[IP_Addr] detail] | detail] SeET T

show ip igmp interface Top Interfacelil &8 & IGMP Uigs &
[VLAN_ID] o1&t Ct.

show ip igmp snooping TOP IGMP Snooping Mrouter 22 &0l
mrouter VLAN_ID g LICt.

IGMP Snooping 7152 XJI3l5t20 (IS FHOIZ AI25HAAIL.
=ET Qc s
INTERFACE

no ip igmp snooping IGMP Snooping2 =J|&t&LICt.

VLAN_ID
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<O Xl> igmp snooping & &

SG2124G#conf igure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface vlani.1
SG2124G(config-if)#ip igmp snooping
SG2124G(config-if)#end
SG2124G#
SG2124G#show ip igmp interface vlani.1
Interface vlian1.1 (Index 3)
Interface vlanl.1 (Index 3)
IGMP Enabled, Active, Non—-Querier, Version 2 (default)
Internet address is 192.168.1.1
IGMP interface has 0 group-record states
IGMP activity: O joins, O leaves
IGMP querying router is 0.0.0.0
IGMP query interval is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 10 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 260 seconds
IGMP Snooping is enabled on this interface
IGMP Snooping fast-leave is not enabled
IGMP Snooping querier is not enabled
IGMP Snooping report suppression is enabled
SG2124G#
SG2124G#conf igure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface vlani.1
SG2124G(config-if)#no ip igmp snooping
SG2124G(config-if)#end
SG2124G#
SG2124G#show ip igmp interface vlani.1
Interface vlanl.1 (Index 3)
IGMP Inactive, Version 2 (default)
IGMP interface has 0 group-record states
IGMP activity: 0 joins, 0 leaves
IGMP query interval is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 10 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 260 seconds
IGMP Snooping is not enabled on this interface
IGMP Snooping fast-leave is not enabled
IGMP Snooping querier is not enabled
IGMP Snooping report suppression is enabled
SG2124G#

ip igmp snooping @& 0= VLAN Interface0l A2 &&0| Jts&L
Ct.

i ]
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2.7.2 IGMP Snooping Fast-leave

Qe ClientJt
Multicast Router=
20 oHE HostE

Multicast GroupOll =0l
MessageE UWEWH
ol CHEH SE0l S

A2t0l A& LI

Multicast Group Ol A
CtAl & © IGMP Query MessageE 21, 1
Multicast GroupOl A AfHMIGH 20 e E&

BEE LEDEDI <Ioi leave

IGMP Snooping Fast-leave= Leave MessageE 2 ClientE 2b8t2 Multicast Groupdi|

A AHlot= JlsELICH

IGMP Snooping Fast-leave JIsS £&GtdH U2 TEUHE MEGHAAL.
g2 = s
o ing fast-| INTERFACE IGMP Snooping fast leaveE & & & LI
ip igmp snooping fast-leave VLAN_ID o

IGMP Snooping Fast-leave JISE &0lotAdH U3 TEUHE MESGHEAL.
2380 Lo s
show ip igmp g.roups Multicast Group Membership 82 &
[IP_Addr [detail]| VLAN_ID | TOP siolarL Ot
[[IP_Addr] detail] | detail] I '
show ip igmp interface TOP Interfacelil €& & IGMP LHES &0l
[VLAN_ID] SHLICH.
show ip igmp snooping Top IGMP Snooping Mrouter A2 E &0l
mrouter VLAN_ID g LICt.

IGMP Snooping Fast-leave JISES 4AtHotAH 02 TEUHE MESHNAIL.
==L L s
no ip igmp snooping fast- INTERFACE IGMP Snooping fast leave 882 4
leave VLAN_ID XISl CF.

i ]

Jts&u .

ip igmp snooping fast-leave @& 0= VLAN Interface0il M2t & &0l
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<0l XMl> IGMP Snooping, IGMP Snooping Fast-leave && % =0l

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface vlani.1

SG2124G(config-if)#ip igmp snooping

SG2124G(config-if)#ip igmp snooping fast-leave
SG2124G(config-if)#end

SG2124G#

SG2124G#show ip igmp interface vlani.1

Interface vlani.1 (Index 3)
IGMP Enabled, Active, Non—-Querier, Version 2 (default)
IGMP interface has 0 group-record states

IGMP activity:

0 joins, O leaves

IGMP querying router is 0.0.0.0

IGMP query interval is 125 seconds

IGMP querier timeout is 255 seconds

IGMP max query response time is 10 seconds

Last member query response interval is 1000 milliseconds
Group Membership interval is 260 seconds

IGMP Snooping is enabled on this interface

IGMP Snooping fast-leave is enabled

[GMP Snooping querier is not enabled

IGMP Snooping report suppression is enabled

SG2124G#

SG2124G#show ip igmp groups
IGMP Connected Group Membership

Group Address
225.10.10.1
225.10.10.2
225.10.1
225.10.

0.3
10.4
225.10.10.5

=
I
|

=
T S

225.10.1
225.10.1
225.10.1
225.10.10.9

225.10.10.10

0.6
0.7
0.8

Interface Uptime Expires Last Reporter

fe9 00:01:47 00:02:40 10.100.100.123
fe9 00:01:47 00:02:36 10.100.100.123
fe9 00:01:45 00:02:36 10.100.100.123
fe9 00:01:45 00:02:39 10.100.100.123
fe9 00:01:45 00:02:39 10.100.100.123
fe2 00:01:47 00:02:41 10.100.100.123
fe2 00:01:47 00:02:38 10.100.100.123
fe2 00:01:47 00:02:41 10.100.100.123
fe2 00:01:47 00:02:38 10.100.100.123
fe2 00:01:47 00:02:39 10.100.100.123

Total Groups: 200

SG2124G#

SG2124G#show ip igmp groups detail

Interface:
Group:

Uptime:

Group mode:
Last reporter:

ge9

225.10.10.1

00:02:14

Exclude (Expires: 00:03:51)
10.100.100.123

Source list is empty

Interface:
Group:

Uptime:

Group mode:
Last reporter:

ge9

225.10.10.2

00:02:14

Exclude (Expires: 00:03:51)
10.100.100.123
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Source list is empty

Interface: ge9

Group: 225.10.10.3

Uptime: 00:02:14

Group mode: Exclude (Expires: 00:03:53)

Last reporter: 10.100.100.123
Source list is empty

Interface: ge9

Group: 225.10.10.4

Uptime: 00:02:14

Group mode: Exclude (Expires: 00:03:53)

Last reporter: 10.100.100.123
Source list is empty

— ol5t M2 -

SG2124G#
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2.7.3 IGMP Filter

IGMP Filter= Multicast Group & Interface22H =& IGMP Membership ReportE2
Filterol= &2 AZ2E 0, VLAN Interfacelil E &5t REE == USLICH

IGMP FilterE &&ol= ZH& 2 %A Filterot)| &0ot= Multicast Groupdil CHEt AddressE
B2 HAAFHGH= Access List2 MAdaot2, 1 0| 0|2 VLAN Interfacefl 236t & LICH

IGMP FilterJt &3 &l Multlcast GroupOll CHol M= Join / Leave MessageE +4IGHA 22
04, Expires Time &1t & Multicast GroupWlAl AIS22 AHIE A ELICH

IGMP Filter JI52 &X5t2i® 013 YOS ABIAAL.

2 of Qc ols
access-list {<1-99> | <1300-

1999>} {deny | permit} CONEIG IGMP Filter& £&¥& Access ListE &
{IP_Addr [Wildcards] | any | gLl

host IP_Addr}

ip igmp access-group {<1- INTERFACE VLAN Interface0ll IGMP Filterg &%
99> | <1300-1999>} VLAN_ID gtLIC.

IGMP Filter JIsS &olotd® U3 BEHE MESHHAIL.

or

g8 IS I

show access-list TOP S X E Access ListS &H0I&HLILCH.

show ip igmp groups
[IP_Addr [detail]| VLAN_ID TOP
[[IP_Addr] detail] | detail]

Multicast Group Membership &2 &
EoI8rLICh.

show ip igmp interface Top Interfacetil && & IGMP LHES &0l
[VLAN_ID] BHLICH
show ip igmp snooping TOP IGMP Snooping Mrouter 225 &0l
mrouter VLAN_ID erLIC,

IGMP Filter 7152 AfMctel® O3 BEUHE MEoIYAIL.
=R=]0 2c s
no ip igmp access-group INTERFACE VLAN Interface0il && & IGMP Filter
{<1-99> | <1300-1999>} | VLAN_ID = ARIBLICH

no access-list {<1-99> |
<1300-1999>} {deny | permit}
{IP_Addr [Wildcards] | any |
host IP_Addr}

CONFIG Access ListE AHHIELICE.
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!

|
I

ip igmp filter Y& 0= VLAN Interface®il M2t &&0| Jts&LICH

[

13
d

I~

<0 X > IGMP Filter &% 2 =l

SG2124G#show ip igmp groups
[GMP Connected Group Membership

Group Address Interface Uptime Expires Last Reporter
225.10.10.1 fe9 00:01:47 00:02:40 10.100.100.123
225.10.10.2 fe9 00:01:47 00:02:36 10.100.100.123
225.10.10.3 fe9 00:01:45 00:02:36 10.100.100.123
225.10.10.4 fe9 00:01:45 00:02:39 10.100.100.123
225.10.10.5 fe9 00:01:45 00:02:39 10.100.100.123
225.10.10.6 fe9 00:01:47 00:02:40 10.100.100.123
225.10.10.7 fe9 00:01:47 00:02:36 10.100.100.123
225.10.10.8 fe9 00:01:45 00:02:36 10.100.100.123
225.10.10.9 fe9 00:01:45 00:02:39 10.100.100.123
225.10.10.10 fe9 00:01:45 00:02:39 10.100.100.123
Total Groups: 10

SG2124G#

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#access-1ist 10 deny 225.10.10.1
SG2124G(config)#access—1ist 10 deny 225.10.10.2
SG2124G(config)#

SG2124G(config)#interface vlani.1
SG2124G(config-if)#ip igmp access—group 10
SG2124G(config-if)#end

SG2124G#

SG2124G#show ip igmp groups

[GMP Connected Group Membership

=== =

Group Address Interface Uptime Expires Last Reporter
225.10.10.1 fe9 00:08:47 00:00:37 10.100.100.123
225.10.10.2 fe9 00:08:47 00:00:33 10.100.100.123
225.10.10.3 fe9 00:08:45 00:03:33 10.100.100.123
225.10.10.4 fe9 00:08:45 00:03:36 10.100.100.123
225.10.10.5 fe9 00:08:45 00:03:36 10.100.100.123
225.10.10.6 fe9 00:08:47 00:03:37 10.100.100.123
225.10.10.7 fe9 00:08:47 00:03:33 10.100.100.123
225.10.10.8 fe9 00:08:45 00:03:33 10.100.100.123
225.10.10.9 fe9 00:08:45 00:03:36 10.100.100.123
225.10.10.10 fe9 00:08:45 00:03:36 10.100.100.123
Total Groups: 10

SG2124G#

SG2124G#show ip igmp groups

IGMP Connected Group Membership

Group Address Interface Uptime Expires Last Reporter
225.10.10.3 fe9 00:09:35 00:03:23 10.100.100.123
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IGMP

225.10.10.4
225.10.10.5
225.10.10.6
225.10.10.7
225.10.10.8
225.10.10.9
225.10.10.10
Total Groups: 10
SG2124G#

fe9
fe9
fe9
fe9
fe9
fe9
fe9

00:09:35
00:09:35
00:09:37
00:09:37
00:09:35
00:09:35
00:09:35

00:
00:
00:
00:
00:
00:
00:

03:26
03:26
03:27
03:23
03:23
03:26
03:26

10.
10.
10.
10.
10.
10.
10.

100.
100.
100.
100.
100.
100.
100.

100.
100.
100.
100.
100.
100.
100.

123
123
123
123
123
123
123
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2.8 MLD

MLD(Multicast Listener Discovery)gt IPv6Ul M Multicast 2tEJt Multicast SAE=ZS
22|ote Z2E22 M, IPV40lA IGMP2L S8 Jls2 +=&#E&LICH. MLDv1d MLDv2D}
A2 o0ls2 22 IGMPv22t IGMPv30 At2dtse JlssS #?:EEH,IEL IGMPOI AN =
Multicast 2t2E{2t Multicast S AE?2F =1 2= control HAIXI= IP Z2E2 ©H 290!
IGMP HIAIXIE AtEXICH, MLDU A= ICMPv6 HIAIXRl S& & ASLICEH

IPv6 Multicast Router= Multicast Datal)t =H22™ oY Multicast DatagE 20X+ ot
IPv6 Multicast Group0l S50 JU=KXE =I5t |5t MLD Query Messageg =
HOoZ MESLICH Ol Multicast Packet =4l= RAEGH)| ?I0t0d MLD Join MessageE

BlUe SAEE =2 SwitchIt JALH Y SAE =2 SwitchE IPv6 Multicast Group
OS2 SZ=256l10 Multicast DataE & &&LICH D2l HBolA oY Multicast PacketS %
A5 DA 6PE SAE =2 SwitchJl oY Multicast Group0ll ZJI8tJ1€ &oleXl &=

oIgtLIC.

2.8.1 MLD Snooping

MLD snooping2 IPv6 Multicast Packet= ==& 2| 2ol M IPv6 Multicast Group0l & Jt
otJ|E & 3dt= “Join Message”Lt IPv6 Multicast Packet =412 H=25tJ| ol Y IPv6
Multicast GroupUl A Wt LI2JIE R&6t= “leave Message”"E 2= InterfaceS Tl
FE Jls2 =HELICH OIEAH Y IPve Multicast Groupll S5& Interface=0t
Multicast Packet= & &otH = LICH

i

MLD Snooping JIs2 2435t ™ U8 BEUHE MESAAL.

880 ec s

INTERFACE MLD Snooping fast leaveE & & &L

ipv6 mld snooping fast-leave |, \\ 1p Ct.

MLD Snooping Fast-leave JlsS &0QlotdH O3S HEHE AMESOIAAIL.

330 R s

show ipv6 mld groups
[IP_Addr [detail]| VLAN_ID TOP
[[IP_Addr] detail] | detail]

IPv6 uIticast Group Membership &
=

ﬂJ|ﬂl
Jton
o
o
i
_\T‘_
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show ipv6 mld interface TOP Interfacelil &&& MLD WHES =0g
[VLAN_ID] LIC}.

show ipv6 mld snooping TOP MLD Snooping Mrouter E2& &0lg
mrouter VLAN_ID LICF.

MLD Snooping Fast-leave JISS 4MHIcted® O3 BEUHE AMESIAAL.

g3 = s

no ipv6 mld snooping fast- INTERFACE MLD Snooping fast leave && 2 AH|
leave VLAN_ID &FLICH.

1. IPv6 MLD Snooping fast-leave Z& 0= VLAN Interface0ll A Bt
HFO0l Jbs¢gLIth

=
=] 2. SG2024, SG2024P, SG2200 Series HZ& MLD Snooping 7|
-1 s2 NGt 2SLICH

3. MLD Snooping Jls2 Switchti& 2.x Ol&0I A S XI&EHLICE.

al s
== =/

-

ol

_

<0l Xl> MLD Snooping, MLD Snooping Fast-leave &&

SG2124G#conf igure terminal
Enter configuration commands, one per line.
SG2124G(config)#interface vlani.1
SG2124G(config-if)#ipv6 mld snooping
SG2124G(config-if)#ipve mld snooping fast-Ieave
SG2124G(config-if)#end
SG2124G#
SG2124G#show ipve mld interface vlani.1
Interface vlian1.1 (Index 4)
MLD Enabled, Active, Non-Querier, Version 2 (default)
Internet address is fe80::21a:f4ff:felc:3d9
MLD interface has 0 group-record states
MLD activity: O joins, O leaves
MLD querying router is ::
MLD query interval is 125 seconds
MLD querier timeout is 255 seconds
MLD max query response time is 10 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 260 seconds
MLD Snooping is globally enabled
MLD Snooping is enabled on this interface
MLD Snooping fast-leave is enabled
MLD Snooping querier is not enabled
MLD Snooping report suppression is enabled
SG2124G#

End with CNTL/Z.
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SG2124G#show ipv6 mid groups
MLD Connected Group Membership

Group Address Inter face Uptime Expires Last
Repor ter

ff05::108:d001 ge21 00:00:08 00:04:12
fe80::200:65ff:fe02:102

ff05::e108:d006 ge21 00:00:04 00:04:15
fe80::200:65ff: fe02:102

ff05::108:d101 ge21 00:00:08 00:04:12
fe80::200:65ff: fe02:102

ff05::108:d106 ge21 00:00:04 00:04:15
fe80::200:65ff: fe02:102

ff05::e108:d201 ge?1 00:00:08 00:04:12
fe80::200:65ff: fe02:102

ff05::108:d206 ge21 00:00:04 00:04:15
fe80::200:65ff:fe02:102

ff05::108:d301 ge21 00:00:08 00:04:12
fe80::200:65ff:fe02:102

ff05::e108:d306 ge21 00:00:04 00:04:15
fe80::200:65ff:fe02:102

ff05::108:d401 ge21 00:00:08 00:04:12
fe80::200:65ff: fe02:102

ff05::e108:d406 ge21 00:00:04 00:04:15

fe80::200:65ff:fe02:102

Total Groups: 10

SG2124G#

SG2124G#show ipve mld groups detail

Inter face: ge21

Group: ff05::108:d001

Uptime: 00:00:20

Group mode: Exclude ( (Expires: 00:04:10))

Last reporter: fe80::200:65ff:fe02:102
Source list is empty

Inter face: ge21

Group: ff05::e108:d006

Uptime: 00:00:16

Group mode: Exclude ( (Expires: 00:04:13))

Last reporter: fe80::200:65ff:fe02:102
Source list is empty

Interface: ge21

Group: ff05::e108:d101

Uptime: 00:00:20

Group mode: Exclude ( (Expires: 00:04:10))

Last reporter: fe80::200:65ff:fe02:102
Source list is empty

Interface: ge21

Group: ff05::2108:d106

Uptime: 00:00:16

Group mode: Exclude ( (Expires: 00:04:13))

Last reporter: fe80::200:65ff:fe02:102
Source list is empty

—— ol5t M2k -

291



o
=9

M2&. AIAE
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2.8.2 MLD Filter

MLD Filter= IPv6 Multicast Group = Interface22& 53& MLD Membership ReportS

2 Filterole &2 MEE& M, VLAN Interfacell

MLD Filter& &d&dl= 28 E HAM Filterdld
AddressE HRZ H&ot= Access ListS 24
oted & LICH

MLD Filterot &&= IPv6 Multlcast GroupOll Uil A= Join / Leave MessageE
£ Multicast GroupOl A XIS

2204, Expires Time &t &

2 ot=

I
ot, JF0l OlZ VLAN Interfacelf HE

MBS0 PEE & ABLICH

IPv6 Multicast GroupOl Ot

== {4I6HA]
S ANEA ELICH

MLD Filter J|s& £3oldH U2 T UHE MBI AIL.
2380 RE s
ipv6 access-list WORD {deny | CONFIG MLD Filterg & &< IPv6 Access List
permit} {X:X::X:X/M | any} £ MAeLl.
ipv6 mld access-group INTERFACE VLAN Interface0ll MLD FilterE &£& &
WORD VLAN_ID LI Ct.

MLD Filter J|s& &0ClotH™ U2 BZUHE MBI AIL.
2380 RE s
show ipv6 access-list TOP A& = IPv6 Access ListE QI&fLICt.
show ipv6 mid groups IPv6 Multicast Group Membership &
[IP_Addr [detail]| VLAN_ID TOP S S0l |0
[[IP_Addr] detail] | detail] —= == .
show ipv6 mld interface TOP Interfacelil €& = MLD WES &0olg
[VLAN_ID] LICt.
show ipv6 mld snooping Top MLD Snooping Mrouter &2 & 0I§
mrouter VLAN_ID LICt.

MLD Snooping Fast-leave JIs2 ANt H S

HAH N BE s

iov6 mid INTERFACE VLAN Interface0il &3 & MLD FilterE
MO IPVH MId access=grolb 1y AN_1D ATIBLICH
no ipv6 access-list WORD
{deny | permit} CONFIG IPv6 Access ListE AN & LICH
{X:X::X:X/M | any}
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1. IPv6 MLD Filter 2&0{= VLAN Interface0ll A8 £&0l Jts&

LICt.
:'_u:
= 2. SG2024, SG2024P, SG2200 Series M&2 MLD Snooping I
- g s XN&GHA ZsLITh

3. MLD Snooping JIs2 SwitchtH& 2.x Ol &0l A2 XI&EHLICE.

<0l Xl > MLD Filter && & &0l

SG2124G#show ipve mlid groups
MLD Connected Group Membership

Group Address Interface Uptime Expires Last
Repor ter

ff05::108:d001 ge21 00:05:05 00:03:54
fe80::200:65ff:fe02:102

ff05::108:d006 ge21 00:05:01 00:03:47
fe80::200:65ff:fe02:102

ff05::108:d101 ge21 00:05:05 00:03:49
fe80::200:65ff:fe02:102

ff05::e108:d106 ge21 00:05:01 00:03:50
fe80::200:65ff:fe02:102

ff05::e108:d201 ge21 00:05:05 00:04:16
fe80::200:65ff:fe02:102

ff05::e108:d206 ge21 00:05:01 00:03:52
fe80::200:65ff:fe02:102

ff05::e108:d301 ge21 00:05:05 00:03:47
fe80::200:65ff:fe02:102

ff05::108:d306 ge21 00:05:01 00:04:16
fe80::200:65ff:fe02:102

ff05::e108:d401 ge21 00:05:05 00:03:53
fe80::200:65ff:fe02:102

ff05::e108:d406 ge21 00:05:01 00:04:17

fe80::200:65ff:fe02:102

Total Groups: 10

SG2124G#

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#ipv6 access-list mld deny ff05::e108:d001/128
SG2124G(config)#

SG2124G(config)#interface vlani.1

SG2124G(config-if)#ipv6 mld access-group mld
SG2124G(config-if)#end

SG2124G#

SG2124G#show ipvé mid groups

MLD Connected Group Membership

Group Address Inter face Uptime Expires Last
Repor ter

ff05::e108:d006 ge21 00:00:02 00:04:17
fe80::200:65ff:fe02:102

ff05::e108:d101 ge21 00:00:02 00:04:17

fe80::200:65ff:fe02:102
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ff05:
fe80:
ff05:
fe80:
ff05:
fe80:
ff05:
fe80:
ff05:
fe80:
ff05:
fe80:
ff05:
fe80:

:e108:d106
:200:65ff:fe02:
:e108:d201
:200:65ff:fe02:
:e108:d206
:200:65ff:fe02:
:e108:d301
:200:65ff:fe02:
:e108:d306
:200:65ff:fe02:
:e108:d401
:200:65ff:fe02:
:e108:d406
:200:65ff:fe02:

Total Groups: 9
SG2124G#

102

102

102

102

102

102

102

ge21
ge21
ge21
ge21
ge21
ge21

ge21

00:00:02 00:04:17

00:00:02 00:04:17

00:00:02 00:04:17

00:00:02 00:04:17

00:00:02 00:04:17

00:00:02 00:04:17

00:00:02 00:04:17
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2.9 AEX AT

2.9.1 AI2X} 21= Interface 4 (802.1x)

Z & AIEX o1E HHZ2 Interface €2 E8E &
b = Interface= RADIUS Serverg Soll &= 3st O
ASES JIALD U= BSKL AFZ20| Jbtsdcl)l 20 Network 2212 20t 0]

BEI5HOf
SH2 £2 + YSLIT
At

2o 82 H&tote gAll= MAC AddressE 0|&8H 2¢1E 2Al D InterfaceE Dl
©Z & 802.1x 21E &AI0] AsLICH 0 S0HAM 802.1x 215 &
2o dEE JIXNLD RADIUS ServerlilAl & ASE
(Extensible Authentication Protocol) /X xHEictD USLICH. EAP A0
MD5(Message Digest 5), EAP-TLS (Transport Level Security), EAP-SRP (Secure Remote
Password), EAP-TTLS (Tunneled TLS) S0| U&LICH

rlr
m
>
by

Switch= AFZ2Xt2l ID% PasswordE 0lE0ot0 &2z 0|0 A= Password J|gt

Network 2!E ZAlS S0t &=0ot= EAP-MDS ZAals X2 &LICH

MEXF (Supplicant)dl &% 2152 2FoIH AMEXF (Supplicant)2l PCOH A EAPOL-Start

Type2l PacketOl Switch (Authenticator)til ®&&l1, Switch (Authenticator)= CHAl Al
n

S0 dEs QEELICH M0 et S8 &2 =0l= RADIUS Serverlil &5 ¢

= R¥Fotd, MEXS ZFE2E Soff 8= d&t0] &el 1SS 2sLUICh

2 4o
o

i}

I
0

Ol M, AMEX (Supplicant)2t Switch (Authenticator)= PAE (Port Authentication
Entities)tl SHE&LICH. Switch (Authenticator)= &KXl IS 2 ®ISt B2l HE2 & &F,
AMEXO CHE s F2& IR UK LSULCH oS0 Z2st AELN B2

Database= RADIUS ServerJt JtAID USLICH
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[1E 2-6] 802.1x AIEX

ols I3

EAPOL

l (EAP Over Lan) l

—

* Client
8

[Supplicant]

EAPOL_Start

1

[Authenticator] [Authentication Server]

Request / Identity

P
<«

Response / Identity

[RADIUS]

!

RADIUS

Eadius—Access—Request

EAP-Request

»
»

Radius—Access—Challenge
dl
-

P
<«

EAP-Response

Radius—Access—Request
|-
»

EAP-Success

Radius—Access—Accept

A

A

Client (Supplicant)

Switch= LANOI & 26t=

EAl 802.1x

0I= Server (RADIUS)

= Server

= Client22H ID, Password

Client (Supplicant)2l 2
HZEONAM 28 Client 2ZEQHE &

NyEZEZ db
o IL=E o

Ol_l
Z S RADIUS (RFC 2865) Protocol0ll 2/all SwitchOll 224 &LICH

Switch (Authenticator)

Switche Client2 2t 218 F2E Z0tA 2

°1E Server
0 etk A
Server2t=

SFH oS0

[ N e |
d=22 2

Client2|

S|
RADIUS Protocol2 0|&35t0 S4l)

ol ==

A= Cllent01|J1I

=X &
PSR=%s)

OtAl Client0il tiet ¢SS ot

=0l
(Client= EAPOL Protocol,

ol=
[ulld

& LICH Client= Bt

e
Ol
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802.1x° =& EiXt= (38 5L
1. Client= 28 Al EAPOL-Start MessageE At4l2| Interface2 M &&HLICH

2. Switch= EAPOL-Start MessageE #=4I6tH ClienttlH ID 2 #ol= MessagesE &S
gHLICY.

L

ool
9

3. Cliente ID R 0ot= MessageE #&I6tH SwitchOlHl ClientID 828 X
MessageE & &EHLICE

4. Switche Client ID 82 & L &8st MessageE RADIUS Protocolil St 21 &5
RADIUS Server2 &N &8HLICH

5. RADIUS Server= Messagelil Z&t%0f J}= IDIH AtalQl Database®t HIwWaGtH &I
ot= IDY &2 Switch0l RADIUS Access-Challenge MessageE & &8HLILH.

6. RADIUS Access-Challenge MessageE =+4I8t Switch= MD-5 PasswordE R +0ot=
MessageE Clienttl Hl 2 LICt.

7. Client= Password 82 & & EAPOL MessageE Switchg M &g LICH

8. Switche= Client22 & =418t EAPOL MessageE RADIUS Protocol Packet2 2 &t
ot 91E Serverz M SELICH

9. 09IE Server= Messagel WHES 0lSaoll 2!
RADIUS Access-AcceptE MessageE & & 8fLICE

0l

= Al
=

Aoty o

0B
e
\J

1L Switch&2

02
[o]]

-

10. Switch& RADIUS Access-Accept MessageE =+4IGtH Client0l Hl EAP-Success
MessageE &&G6tHAM Clientdt 2250 /U= Interface0ll CHoll Port Authorized
AEiE HAFE LI

IIJIO

11. Client= EAP Success MessageE 22™ 01E50| 430tAS2 CIXIELICH Clientdl A
S&g2 SHE [Mol= EAPOL Logoff MessageE Switch0l £ & LICt.
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802.1x Jls= &dotdd

LS ZBE0E AISoINAIL.

=L RE s
aaa system-aaa-ctrl CONFIG aaa CIES= EHStELIC.
dot1lx system-auth-ctrl CONFIG 802.1x Col5= E4AsterLICt.
based-d vl CONFIG MAC Based Dynamic VLAN J|s2 &
mac-based-dynamic-vlan -
VLAN Notification JIsS 43 &Ll
vlan-notification | vlanid CONFIG Ct.
(Default: VLAN Name)
dotlx port-control {auto |
force-authorized | force- INTERFACE InterfaceE 21& 2= &FELIC
unauthorized}
dotl 1-10 INTERFACE ZI MES 218 dEHSLIC
- <1-10>
otlx:max-req (Default: 23))
dotlx quiet-period <1- oIE Al Al 218 MAE =I1E &3
INTERFACE _
65535> ¢ g LICt. (Default: 60 s)
1S MEHE Hog = UAEE MUS
<1-10> _ -
dotlx reauthMax <1-10 INTERFACE sla= 2meUC. (Default: 25))
IS MHE HAE = JUES
dotlx reauthentication INTERFACE Interfacelil QIS EXE &43teL
Ct.
dotlx timeout {re-
authperiod <1-
4294967295> | server- . =
Timeout FJI1E &&&LIC
timeout <1-65535> | supp- INTERFACE | o
timeout <1-65535> | tx-
period <1-65535>}
dolx attribute demt RADIUS Server2 ®&35t= Framed-
O>x arribute framed-mt | INTERFACE | MTU Attribute 2t2 #2LICH
<64-9208>
(Default: 1000)

802.1x J|sS EQlolddd LS HIEUHE AMEoIAAIL.
=Rl 2c s
802.1x &3 UE ¥ oz ZIUE &0l
show dotlx [all | brief] TOP _
stLICh.
show dotlx interface IFNAME | TOP Interface 2t&d 802.1x &8 S &0I&
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LICt.

show dotl1x statistics 51 0| &
interface IFNAME

TOP 802.1x0l Oiet SHE =elgLICt.

802.1x JIs=S =JlstctedH S S UHE MESHHAIL.

= = s

no dotlx max-req INTERFACE Z0 MHES 32 =J|steLl .
no dotlx quiet-period INTERFACE 13 MAIE FIIE Z=JIstetLICt.
no dotlx reauthMax INTERFACE MeIE 3l+=E =DJIstetLICt.

no dotlx reauthentication INTERFACE MelEs EXE Hlgdstg LIt

no dotlx timeout {re-
authperiod | server-timeout | INTERFACE Timeout =J|E =J|&t&LIC
| supp-timeout | tx-period}

q | 015 Rz HFE MY InterfaceE
no dotlx port-contro INTERFACE =758 LCH

no dotlx system-auth-ctrl CONFIG 802.1x ¢SS HI&4d3stefLIth

no aaa system-aaa-ctrl CONFIG aaa /5= HIE4SeLICt.

no mac-based-dynamic-vlan | CONFIG =318 O}

MAC Based Dynamic VLAN J|s2 |

no vlan-notification CONFIG cl

VLAN Notification JIsS HI&43&

P

1]

L

1. dotlx port-control
- AUTO
: RADIUS Server 2152 Edll Networkdll &2 Jis/2d
- FORCE_AUTHORIZED/FORCE_UNAUTHORIZD
: RADIUS Server?| QISEXE Mgt ) Networkll &2
ol&/Ed
- J|I2& 22 FORCE_AUTHORIZED 2&2 & &&ELIC.

i ]

2. dotl1x timeout
- re-authperiod
: Radius-Access-Request. Ie1E =) &4
(Default: 3 600 s)
- server-timeout
: Radius-Access-Request. 215 Server2l response |
&3 (Default: 30 s)
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- supp-timeout
: EAP_Request / Identify. Supplicant (Client)2| response
ZJ| &3 (Default: 30 s)
- tx-period
: EAP_Request / Identify. M& & I &3
(Default:30 s)

<0 H1>802.1x JI2 &%
- RADIUS Server2| IP : 192.168.100.110

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#dot1x system—auth-ctr

SG2124G(conf ig)#radius—server host 192.168.100.110 key xxxxk%sxx
SG2124G(config)#interface gel

SG2124G(config-if)#dot1x port-control auto
SG2124G(config-if)#exit

SG2124G(config)#interface vlani.1

SG2124G(config-if)#ip address 192.168.100.118/24
SG2124G(config-if)#end

SG2124G#

<0lH2> 802.1x ¢ &

- RADIUS % TACACS+ Server?2| IP : 192.168.254.30
- gel-228 MEX 2ZE InterfaceZ &3

SG2124G#conf igure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#aaa system—aaa-ctr |
SG2124G(config)#radius-server host 192.168.254.30 auth-port 1812 timeout 5 retransmit
3 key kkkkkkkk
SG2124G(conf ig)#tacacs-server host 192.168.254.30 auth-port 1812 timeout 5 retransmit
3 key kkkkkkkk
SG2124G(config)#dot1x system—auth-ctrl
SG2124G(config)#interface range gel-22
% gel-22 Selected
SG2124G(config-if-range)#dot1x port-control auto
% gel-22 Selected
SG2124G(config-if-range)#end
SG2124G#show dot1x all
802.1X Port-Based Authentication Enabled
RADIUS server address: 192.168.254.30:1812
Next radius message id: 0
RADIUS client address: not configured
802.1X info for interface ge24
por tEnabled: false - portControl: Auto
por tStatus: Unauthorized - currentld: 1
reAuthenticate: disabled
reAuthPeriod: 3600
abort:F fail:F start:F timeout:F success:F
PAE: state: Connected - portMode: Auto
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PAE: reAuthCount: O - rxRespld: 0

PAE: quietPeriod: 60 — reauthMax: 2 - txPeriod: 30

BE: state: Idle - regCount: O - idFromServer: 0

BE: suppTimeout: 30 - serverTimeout: 30 - maxReq: 2

CD: adminControlledDirections: in - operControlledDirections: both

CD: bridgeDetected: false

KR: rxKey: false

KT: keyAvailable: false - keyTxEnabled: false
802.1X info for interface ge8

por tEnabled: false - portControl: Auto

por tStatus: Unauthorized - currentld: 1

reAuthenticate: disabled

reAuthPeriod: 3600

abort:F fail:F start:F timeout:F success:F

PAE: state: Connected - portMode: Auto

PAE: reAuthCount: O - rxRespld: 0

PAE: quietPeriod: 60 - reauthMax: 2 - txPeriod: 30

BE: state: Idle - regCount: O — idFromServer: 0

BE: suppTimeout: 30 - serverTimeout: 30 - maxReq: 2

CD: adminControlledDirections: in — operControlledDirections: both

CD: bridgeDetected: false

KR: rxKey: false

KT: keyAvailable: false - keyTxEnabled: false
802.1X info for interface gel7

por tEnabled: false - portControl: Auto

portStatus: Unauthorized - currentld: 1

reAuthenticate: disabled

reAuthPer iod: 3600

abort:F fail:F start:F timeout:F success:F

PAE: state: Connected - portMode: Auto

PAE: reAuthCount: 0 - rxRespld: 0

PAE: quietPeriod: 60 - reauthMax: 2 - txPeriod: 30

BE: state: |dle - regCount: O — idFromServer: 0

BE: suppTimeout: 30 - serverTimeout: 30 - maxReq: 2

CD: adminControlledDirections: in - operControlledDirections: both

CD: bridgeDetected: false

KR: rxKey: false

KT: keyAvailable: false - keyTxEnabled: false
-- 0|5} M=f —
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2.9.2 A|AH AKX} Q15 (RADIUS / TACACS+)

SG Switch Series= AMZX 215 Protocol2 RADIUS (Remote Authentication Dial-In
User Service) 2t TACACS+ (Terminal Access Controller Access Control System+)E X
HAELICH. Switchtll S50 Yes MEXN IDY Password 01210 & RADIUS Server2t

TACACS+ Servers EP 1SS 20t0F o)l 20 AlAE 22l 2 Network 22|12 £
orS 2A5tE A& QUL

—OHﬂ

_,_

02l CHel ServerE SE¢ 22 S5& =A0 2t = HM Serverdll 215 RLAZS A E5t
HOLL 20| 9= B F BHM XNEE Servertll 2128 Q&G = 22 8 Server
= SE8 28 Default Server2 S2&HgHLICH,

RADIUS Server S Al =0t
Dotlx-User /&S & Servers

Authenticator (Switch) 2t RADIUS Server= A Z2| IP AddressE SSot= A A0 E A
Z2E o3 = EX2 Key g0l JUNH0F GtHH, Key gt2 A2 =LolioF &

RADIUS £ = TACACS AMHE SSoteit Us ZE0HE MESHYAIL.

880 ec Ns

radius-server host IP_Addr RADIUS ServerE ==3tL|C},
[auth-port PORT_NO | eap-

thod WORD | kev WORD (Default: auth-port 1812,
me : | key CONFIG retransmit 33|, timeout 5 s)
| retransmit <1-100> |

. ModeE &EXGHK LS & AAA,
timeout <1-1000>] mode ok Xl

Dotlx-User S Al AtES
[@aaa|dotlx]

tacacs-server host IP_Addr
[auth-port PORT_NO | key
WORD | retransmit <1-100>
| timeout <1-1000>]

TACACS+ Server& SE§&HLIL
CONFIG (Default: auth-port 1812,
retransmit 33/, timeout 5 s)

|./\I}\|9

OII

802.1x JIs& =0lotd™ s HEUHE A2

880 ec s

=
o
O
Y
|
i
o

802.1x &8 Us

show dotlx [all | brief] TOP o8Ot
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RADIUS £ = TACACS ServerE M Hoted® Lt

0lo

SE0E AtSotEAl2.

380 ec Ns

no radius-server host
IP_Addr [auth-port CONFIG
PORT_NO]

RADIUS ServerE HIo{&LICL.
(Default: auth-port 1812)

no tacacs-server host
IP_Addr [auth-port CONFIG
PORT_NO]

TACACS+ Servers HMIHEHLICY.
(Default: auth-port 1812)

1. RADIUS-Server & TACACS-Server= X=|IUH 500t €& Jisg

LICH.

=

= 2. HOtAd SAIOZ 0I5 SNMP USER &£F Al 01 U 253} HlH

#x 5= OX 0/ACZ AMSX, AUASK, =X, S42X02 2A 1
T OIAMA a5l AEBH0{0F &LICH

<Ol M 1> AAA 215 2 Dotlx-User ®1= Server 22l &%

- AAAQIEE RADIUS Server IP: 192.168.100.110
- Dot1x-User 2/&& RADIUS Server IP: 192.168.100.220

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#radius-server host 192.168.100.110 key ******** mode aaa
SG2124G(conf ig)#radius—server host 192.168.100.220 key *****+*x mode dot1x

<OIX2> AIAE 22|kt RADIUS 2183 &3

- RADIUS Server IP : 192.168.100.110

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#aaa system—aaa-ctr |

SG2124G(config)#radius-server host 192.168.100.110 key *#sk#skwk*
SG2124G(config)#ip radius source-interface 192.168.100.118 1023
SG2124G(config)#aaa group server radius test server 192.168.100.110
SG2124G(config)#aaa authenication login default radius test
SG2124G(config)#interface vlani.1
SG2124G(config-if)#ip address 192.168.100.118/24
SG2124G(config-if)#exit

SG2124G(config)#line vty 0 5
SG2124G(config-line)#login authentication default
SG2124G(conf ig-1ine)#end

SG2124G#
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2.9.3 802.1x Extended Authentication

SG Switch Series= IEEE 802.1x E&EE E48t 215 A0S AEX J|8H(Multi User)2
°1E 24, MAC Address JlBtel 21F, Guest-VLAN J|gt2l OIF, Web-based 915 %
dotixJt HI2HSIE AEHUAE EAPOL Frame 2 drop &tAl %11 switching & =
Jls2 X2 &LCh.

rr 4

AHE X J|8H(Multi User)2 915

J|Z& dotlx 91E2 Interfaced)t S4I2 otAl Zot&E= dtA2LE, ASA Dl
Jt=l MAC address= S4I10l JIsotE2 ot X 32JH9 AFZXIF SAlO
o]

InterfaceE Eoll 2152 =8E = USLICH

10

ol==
[t w—

tLE

o au

ol

User JlBt 2152 &435otH SwitchlilM && &= EAPOLZ Link-Local (EAPOL) ¢!
Destination MAC AddressE XlLI1 &E&E X 210, Unicast EElZ2 A SELICT

otLtel Interfacelll Guest VLANI SAI0 A& 4= Ql&LICH

EAPOL-Switching

EAPOL-Switching2 EAPOL Frame 2 Drop olAl %1 switching o= d3dols 2y el
LICt. ArEXt J|Etel oI5E AtESt= InterfaceE OlEdH Multi C&%% 2ot 3%
SwitchOlAM &&= EAPOLS Link- LocaI (EAPOL) Q! Destination MAC AddressE L&
ot MEEX &1, Unicast EEHE 8&& =0 PCOUIA d&&E= EAP Message=2 Link-
LocalZ2 &&5 D] [[H—v—01| ot el SW|tch01I/d eapoI—SW|tch|ng Jlss &43t oteoF PCY
EAPOL FrameOl multi-user 21E AtE Interfacell MY & H&AX2=Z Multi User 213

Ol Jts¢&u Lt

MAC Address J|8t2] 215 (MAC Authentication Bypass)

>_

=2 X2l MAC addressOll JIBt5t0 1SS =dol=e LYHOZ MAC address 2 Al =
AM&E3t= 20| OtLiet Authentication Time(Z=lH 60 s)0| SIUS M 1SS =5t
E U4 Interface0ll M Broadcast PacketO] 2T X %22 Z<0l= MAC Address
& = gl oIES +=3E 4 SU&LICH dotlx2 Timeout, Quiet Timeout g2 24
ol I3 Al2tE HEE = JUASLILCH

MAC Address J|Bt |

-

o
o O O
o

]
Ic

_

s

> o
e

| ol=
el i)

MAC Address J|Et2 = ol A =RADIUS Server0fl 21& & MAC AddressJt User ID
2 Password0ll (2SS A2ANE SEINH JUNHOF ELICH

Guest VLAN D|Bl9] oI=
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ISEX 2 AEXNS 8 SIS XHGHA 21, EE2 HFE Guest VLAN2Z IS
Oz gdol S4&S oot HAYLILH USHA H2 ALEXNIE Guest VLANS Sl
stlote S0lets EAPOLE 0128t 21&& Al AlEot)l IHE0l dotlx SupplicantE X
LI A= Client OlA= BFEXHQ 215 A1 NAKE 2 = USLICH

Guest VLANS=zZ &&GH)| ®oiMd= vlan database® oY VLANO| =IXHaoliOF dkLE2
Interface®lld AFZXF DBt O1F &L Web-based 2152 SAI0H E8E 5= ASLICH

Dynamic VLAN Assignment J|s

RADIUS Server € S8 802.1x 2!& Al RADIUS Serverti &#3Z0 U= User2
Attribute2 K& 0 QU
(@]

of XSO U= &

Dynamic VLAN Assignment J|S& Guest VLANS| =& D[S, MAC Based Dynamic VLAN,
28t Dynamic VLANS| 3JiX| &8 <=z X2 & LICH

RADIUS Server 0l XI&Gt= Attribute= HZ= RFC3580E Z2MH, Al WE2 UGS &
SLICH

- Tunnel-Type = VLAN
- Tunnel-Medium-Type = IEEE-802
- Tunnel-Private-Group-ID = <VLAN_ID>

Guest VLAND|BtS| QIED|s2 0188 &2 230 =& AIZ2X2t stHetE RADIUS
Server?| User Attributell Tunnel-Typedt TunnelMedium-TypeOl {12 20| &F 0N U
A &2 22 S&6tA €20, VLAN_IDJ} vlan database WOl 8= Invalidst VLANEY &
< Interface?l default vian2z o155 &8 LILCH (&t guest-vlan XM& =&&)

Web-based J|Bt9| 215

o

DHCPE AtE6t= S8 UM AFE X2 PCOIAM QIEHY AFEAl WEB J|Ete] 2152 KREotH
ID, PasswordE & &0t RADIUS ServerE Sdll 2152 =& LICH. B &2 Userspace
TCP/IP Stack0ll ARP Spoofer, DNS Spoofer, Modified TCP/IP Stack, DHCPD, HTTPD
Of HMZN I e g€x2 IP 885 ZR gl XA AME Jisotl, authdet S
ot0{ RADIUS ServerE S8t dotlx 2152 =& &LICt. Userspace TCP/IP Stack 2 &
IP/IPv4 Link Local Address (Zero-configuration 0l 0|&&% = 169.254.x.x)E H 2l
= IPE Xlolet O¢Jld SEYotlH Userspace TCP/IP Stackel 2| P
192.168.174.20~254 (DHCPE Sttt A= &Y &<, DHCPD2l Lease Time=2 5 s)t
I LICH.

i

i)
nr o & = on

— T

o

>

WEB /50| 2=25 0= PC2 DNS Cache 22X =Z CIotH FAl WEBS| =J|2tEH0[ LIEHLE
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DNS Record01I CH&t Spoofed Reply2l TTL (Time-To-Live)2
0l 'I'I'LE

I-% 1 SE /\-|I-IC|O_|O|C)L|.,
A8t Application LevelOllAl DNS CacheE AtE2dl= 25 ZZ2 3 (Firefox)0
T2 032 ChAl AIEGH0F H4& S&ELICH

[O18 2-7] Web-based ?!'Z Default

login.html login_fail.html
Username || Loain failed
Password | Username |
Login Password |
Login
page_redirect.html
802.1x Extended JIs2 2430t U3 HEUHE AMEIIYAIL.
HEO PI= s
dotlx extension multi-user INTERFACE Multi User o1& A2 & 4d3t&LICt.
dotlx extension multi Multi User QIS Al ALE Al ZICH Al
X ex i - _
tix extension MUlti-user | \NrepFACE | 28X «2 &=sLC.
client-limit <0-32>
(Default: 32)
dotlx extension mac-auth- | \oeoence | MAC Bypass Q1=S 24 siaLC
bypass
dotl. tensi th S 2E AME Al MAC 2152 2406l
e 0 > | INTERFACE | Di, ©1Z Al Delay time 1~30 s A
s P 012 MFBHLICH
i - Guest VLAN J|s 2 Dynamic VLAN
dotlx exten5|or.1 guest-vlan INTERFACE : s . Yy
VLANID dynamic-vian Assignment JIsS &4 3tefLICh
dotlx extension dynamic- INTERFACE Dynamic VLAN Assighment JIs2 &
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vlan S otefLICh.
dotlx extension web-auth INTERFACE WEB J|gt o1& =S &&tefLICt.
- - web-auth 21E Al AIEXOF A&
dotlx web-auth user CONFIG u i
templete HTMLE 20=&S &LICt.
dotlx extension required- | ;\epeacE | Multi-Step 91Z J1S2 B3 BLICH
auth [ mac | port | web ]
copy tftp IP_Address WORD TOP TFTPE S0t web-authE <&t
dotlx web-auth flash Flash0ii HTMLZ Upload & LICt.
copy ftp IP_Address
FILENAME FTP_ID TOP FTPE S50 web-authE 28t Flash
PASSWORD [<1-65535>] 0l HTMLZS Upload & LICt.
dotix web-auth flash
copy usb FILENAME dot1x TOP usbE E5t0d web-authE <& Flash
web-auth flash 0l HTMLZ Upload & LICt.
dotix 2&d LIE2 0ot H s HEUHE MESHAAL.

HAH O Qoc Jls

web-auth HTMLO| H&& Flash 2 Xkt
show dotlx web-auth flash TOP = o s solsC),

802.1x 48 UH&E ¥ o35 Z2UE =0l
show dotlx [all | brief] TOP -

e LIC

) Interface 2t&d 802.1x && 2 &0Ig

show dotlx interface IFNAME | TOP Lic
show dotlx statistics TOP 802.1x0 THEH =M= =olst|CH

interface IFNAME

802.1x Extended JISS HJictaE s BHUHE MESIYAIL.

HEO oc s

dotl ¢ thoctrl dotlxE AISSIAl 2= SwitchOl A
no cot2x system-alith-ctr CONFIG EAPOL frame 0| multi-user 1= Al
eapol-switching g ZEo M2E + ATE BUC.

i i- Interface J|BtS| OIE YWAIS AISEL
no dotlx extension multi INTERFACE
user Ct. (Default)
no dotlx extension multi- Multi User 21&2| Z U AMEXE IS
INTERFACE _

user client-limit ¢ 2+l 322 =S 3EHLIC
no dotlx extension mac- INTERFACE MAC authentication bypass HI& 4 3}
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auth-bypass erLICt.

i - Guest VLAN £&& % Dynamic VLAN
no dotlx extension guest INTERFACE ' S ;Y mi
vlan VLANID Assignment J|sS HIZ &3t LIC.

i ic- Dynamic VLAN Assignment J|s& 4|
no dotlx extension dynamic INTERFACE =Y am g9
vlan 243t LI

no dotlx extension web-auth | INTERFACE WEB J|Et o152 HIZ2Hd3HELICEH

remove dotlx web-auth

H
mnes MALILCH
flash FILENAME INTERFACE HTML 1t I &L C (FILENAME

o * &= Al 28 U= AHHl)

no dotlx extension required-

INTERFACE Multi-Step o1& JIs2 MAH &LICH
auth

1. Guest-VLANI} Multi User 1=
25t Interfacelil S=5t0 &3

2. Multi-Step 215 JIsS 24ds & 2R 28 s5e=
(Port+MAC £i= Port+WEB L= MAC+WEB £=
Port+MAC+WEB)0l 25 QIS E00F WIERAIAMEOl Jts
LI

i ]

<0l XMl 1> Dotlx Extended /1= &%

- RADIUS Server IP : 192.168.130.20
- ge3 : multi-user, mac-auth-bypass, web-auth 21& &3

SG2124G#conf igure terminal

SG2124G(config)#dot1x system—auth-ctrl
SG2124G(config)#radius—-server host 192.168.130.20 key *#*#%#%x*
SG2124G(config)#int ge3

SG2124G(config-if)#dot1x port-control auto
SG2124G(config-if)#dot1x extension multi-user
SG2124G(config-if)#dot1x extension mac-auth-bypass
SG2124G(config-if)#dot1x extension web—auth
SG2124G(config-if)#end

SG2124G#show bridge

= s = = ==

bridge VLAN port mac fwd timeout
MAC Count = 0
SG2124G#
SG2124G#show dot1x brief
por t instance  port-status auth supplicant supplicant successful
type address name auth-Type
ge3d Master Unauthorized User
ge3d 1 Unauthorized User 001a.f40f.0400 001af40f0400
ge3d 2 Authorized User 0017.4241.5189 hdn70
SG2124G#
SG2124G#show br idge
bridge VLAN port mac fwd timeout
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1
1

MAC Count
SG2124G#

0017.4241.5189 1
001a.f40f.0400 1

300
300

ge3

’
1 ged
=2

<0l Xl 2> Dotlx Extended 21 &%
- RADIUS Server IP : 192.168.130.20

- ge3 : guest-vlan 215 &3

SG2124G#configure terminal
SG2124G(conf ig)#dot1x system—auth-ctr
SG2124G
SG2124G(config)#interface ge3

SG2124G( config—if)#dot1x port-control auto
SG2124G(config-if)#dot1x extension guest-vlan 10
SG2124G(config-if)#end

SG2124G#show bridge

== = ==

bridge VLAN port mac fwd timeout
1 1 ge5 001a.f400.0300 1 300

1 10 ge83 0017.4241 .5189 1 300
MAC Count = 2

SG2124G#

SG2124G#show br idge

bridge VLAN port mac fwd timeout
1 1 ge3 0017 .4241 .5189 1 300

1 1 ge5 001a.f400.0300 1 300
MAC Count = 2

SG2124G#

M

(o] |

fuiid

L

<0l M 3> Multi-Step

= S
=) o

- RADIUS Server IP : 192.168.130.20
- ge3 : port+mac+web 921 &F

SG2124G#conf igure terminal
SG2124G(config)#dot1x system—auth-ctrl

config)#radius—server host 192.168.130.20 key *##%s*xx

>

ol

>

ol
ok

SG2124G(config)#radius—-server host 192.168.130.20 key **s*sx%x
SG2124G(config)#interface ge3

SG2124G(config-if)#dot1x port-control auto
SG2124G(config-if)#dot1x extension web-auth
SG2124G(config-if)#dot1x extension mac-auth-bypass first-bypass 20
SG2124G(config-if)#dot1x extension required-auth port mac web

SG2124G(config-if)#end
SG2124G#sh dotix brief

port instance  port-status auth supplicant supplicant successful
type address name auth-Type

ge3d Master Authorized Port 14da.e917.d44a us2 PMW

SG2124G#

o1E &3 £ A: Successful Auth-TypeE =0l && st ISE=0| 2F HAZAHOF &

(Port=P, MAC=M, WEB=W)
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2.9.4 Embedded RADIUS Server

Embedded RADIUS ServerE WH&EZH JUNH 2HEHSHAH CLI MIHE Soi EAPOL o1&, WEB
MD5-

Jlgh o1F, Guest VLAN S92 dotlx &3 oIE0 0I2& %= UA2M0, Clients
ChallengeE O|=&st 2l PAP (Password authentication protocol)E 0|28t ¢l

=
=)
St A
T

n
#Hy 2 2
c

t S A
ASLICH. W&EE RADIUS Server = localhost(127.0.0.1) 2

Embedded RADIUS ServerOll= =0 512019 Users & & 4 QA9 M, Passworde= =04
23X0HK &2 Jbsotd, plain-text EEfSl PasswordE 2Fole 15 24 HE0 DES
(Data Encryption Standard)E 0|&&t Private Key J|Bt 2535 AIS6tD USLICH
FAA XIS RADIUS Server 2 L& E Embedded RADIUS Server= SAI0 AMEE %= 8l2
04, A& X+ =Jt Al RADIUS Server= 5 s0l 1% 0|6t2 Reload ot 20 AFE X =0t
£ z/Ul 5s 0I=0ll RADIUS Server0l BtHE = QUSLICH
Embedded RADIUS Server JIsS 2435t OUS TEUHE MSIIEAIL
= B s
Embedded RADIUS Servers &4d3}
dotlx embedded enable CONFIG SHLICH
dotlx embedded username Embedded RADIUS Servero| AtS Xt
<USERNAME> password CONFIG = =980t
<PASSWORD> = o s T
Embedded RADIUS Server &1 LHES &0l O3S HEUHE ASSHAAIL
HAH N BPE s
802.1x &8 U= L o1& ZUE =0l
show dot1x [all | brief] TOP ° -
SHLICE.
show running-config | TOP Embedded RADIUS Server2l User &
{include | grep} embedded & WEs olgLlit.

Embedded RADIUS Server JISS MHGtAHE S HEUHE AIESotA AL,

380 ec s

no dotlx embedded enable CONFIG

st stefLIC

Embedded RADIUS Server Jls= H]
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Supplicant Authentication

no dotlx embedded Embedded RADIUS Server2 Al

CONFIG

username <USERNAME> £ AMHIELICE.

At

<0l X > Embedded RADIUS Server & &
- Embedded RADIUS Server &3& 2 User 848 = ge20lA testl HE2Z 215

SG2124G#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#dot1x system—auth—-ctr

S62124G
S62124G
S62124G
S62124G

== = ==

config
config
config
config

—_ — — —

#dot1x embedded enable

#dot1x embedded username test1 password testi
#dot1x embedded username test2 password test2
#dot1x embedded username test3 password test3

SG2124G(config)#interface range gel-10

% gel-10 Selected

SG2124G(config-if-range)#dot1x port—control auto

% gel-10 Selected

SG2124G(config-if-range)#dotix extension multi-user

% gel-10 Selected

SG2124G(config-if-range)#dot1x extension mac—auth-bypass

% gel-10 Selected

SG2124G(config-if-range)#dot1x extension web—auth

% gel-10 Selected

SG2124G(config-if-range)#end
SG2124G#
SG2124G#show dot1x brief

por t instance port-status auth supplicant supplicant
type address name
gel Master Unauthorized User
ge?2 Master Unauthorized User
ge?2 1 Authorized User 0000.a0b1.7de6  testi
ge3d Master Unauthorized User
ge4d Master Unauthorized User
geb Master Unauthorized User
geb Master Unauthorized User
ge’ Master Unauthorized User
ge8 Master Unauthorized User
ge9 Master Unauthorized User
gel0 Master Unauthorized User
SG2124G#
1. &2A2XI2 RADIUS Server 2 L& RADIUS Server= sSAI0l At
=% g2st o~ glsUt.
-
o 2. RADIUS Server0fl 127.0.0.1 It 22 localhost= FJt& = 8l
&LIC.
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2.10 Filtering

2.10.1 ACLZ 0|£7¢l Filtering

SwitchZ &#&E 0 S0 2= Telnet, FTP, ICMP, SNMP & =& AHlA £= E& IPY &
=2 UeS 23 = USULH Switch HHZ S0 L= Telnet, FTP, ICMP, SNMP 52
o= ACLS AMEELICH

ACL XIE Al time-range 8 E AtE5t0 time-based ACLE AIEE = USLICH
Packetel 282 Inbound/outboundE &5t &&& %= U20{, Portrange &2 &
2 AN ZEOS2 ZFH0| S2ltseUl. SgeE ZE 82 20 150K AFE01 Jts

grLICh

ACLS XiMlet &8 22 “2.6.3 QoS ACL £€&" Hl=E & LIotAIDJl BtELICH

ACLE &&dotd® s BEUHE AMSota AL,
2380 fc s
acl Rule_No {permit | deny}
Protocol Source Destination - _
Access List 2= &Fg& LI
[DSCP | Dport | EtherType] CONFIG o
{log | time-range}
{ip | ipv6} acl Rule_No {in |
out} PORTRANGE [vlan CONFIG Interface0il Access ListE = Zg&tLICt.

VLAN_ID]

{ip | ipv6} acl Rule_No {in |

INTERFACE Interface0ll Access ListE & &&HLILCTH
out} [vlan VLAN_ID]

4%

Access Liste] 27 J|I2 2tHS &3

acl log interval <1-1440> CONFIG SHLICH. (2+91: min)

acl time-range Name
absolute {start | stop} CONFIG
HH:MM

Access List2| time-range absolute &
HE JdHELCH

acl time-range Name

periodic {daily | monday |
tuesday | wednesday | CONFIG
thursday | friday | saturday |
weekday | weekend} HH:MM

Access List2 time-range periodic &
HE AL
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HFE ACLS =0I5tedd [0S YEUHE AIESHAAIL.
=L RE s
A&& ACL 8HMQe 43 U= £ QoS
show acl [Rule_No] TOP 0l 2% Packet2 Count 2t2 &0l
gtLIC.
i £3& Interfaceli HEE ACLS &g
show ip acl [IFNAME] TOP Lct
ACLE =D|stotd™ 02 HENHE AISotAAIL.
2380 BE s
no acl Rule_No {permit |
deny} Protocol Source CONFIG Access List =S ALK BHLICH
Destination [DSCP | Dport | s s T
EtherType]
no {ip | ipv6} acl Rule_No CONFIG Interface®il Al Access ListE AHHIE L
{in | out} PORTRANGE Ch.
ip|i InterfaceOil M Access ListE 4HHIEHL
ng-ﬁpllpv6}acIRme_No INTERFACE
{in | out} Ct.
. Access List2| time-range M Z A
no acl time-range Name CONFIG sHLICH
<OH1> & IP=2 WEB 2= S& IPHANE 3E206t=S ot= &8

SG2124G#conf igure terminal

Enter configuration commands, one per line.

End

with CNTL/Z.

SG2124G(config)#acl 100 permit tcp host 192.168.100.2 host 192.168.100.252 dp eq www
SG2124G(config)#acl 100 deny tcp any host 192.168.100.252 dp eq www
SG2124G(config)#ip acl 100 in gel5

SG2124G#end
SG2124G#

SG2124G#show acl

Extended

IP acl: 100

permit tcp host 192.168.100.2 host 192.168.100.252 dp eq 80
Ports: gel5
Counter: 1265

deny

tcp any host 192.168.100.252 dp eq 80

Ports: gel5
Counter: 24254

SG2124G#

SG2124G#conf igure terminal

Enter configuration commands, one per |ine.

End

SG2124G(config)#no ip acl 100 in gel5

with CNTL/Z.
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SG2124G(config)#exit
SG2124G(config)#

i

<UM2> S& IP22 WEB Traffics Xtttotes £F

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#acl 100 deny tcp any host 192.168.100.252 dp eq www
SG2124G(config)#ip acl 100 in gel5
SG2124G(config)#

SG2124G(config)#no ip acl 100 in gel5
SG2124G(config)#

1. 28 ACL BiS0i= =0 128J40tXICl EntryE 28 = US
LICH.
2. Interfacelil ACLOI HE= MEHOIAN 28 = ACL EM=S HFE

d20= HE= ACL ol bl = CHAl X Eol0F &LICH

3. Interface WHOIlA ACLZ XI&S =20 ST Config ModelilM &3

= -
3= S AW SUGIH AF L ZAIELICH
3 ]
4. ARP ACLZ2 Out Bound £FZ & 24 gi&LIC

5. SG2024, SG2024P, SG2200 Series N&2 IPv6 ACL/QoSE
K &GtAl &L

6. IPv6 ACLJIs2 SwitchtH® 2.x Ol&f 0l A2t XIZELICH
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2.10.2 MAC Address Filtering

Interfacelil M&&= S&8 MAC AddressE Jt& Packettl Oioll €& Mole 2=
MAC Address?2| Packet2 XHotE==E &8s =, & MAC Address2| Packet2 20t=0|
&5 ¥ FItol Uote= A0l H2l&LICh, S388 MAC AddressE JtH&l PacketZ2 Xttt
L= o280 E M2 s Mole ACLE AFESELICH

ACLS XiAlet &8 282 “2.6.3 QoS ACL £&" [

i
>i
on

JotAIDl BHELICH

<0l d> MAC Address Filtering2 S8t S& MAC XIH/58 &8
MAC Address 17§ Xfct

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#acl 1100 deny 0001.0000.0001 0000.0000.0000 any 1
SG2124G(config)#interface gel

SG2124G(config-if)#ip acl 1100 in

SG2124G(config-if)#exit

MAC Address 17H3F 3 &35l LHHX| 25 Xt

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#acl 1100 permit 0001.0000.0001 0000.0000.0000 any 1
SG2124G(config)#acl 1100 deny any any 1

SG2124G(config)#interface gel

SG2124G(config-if)#ip acl 1100 in

SG2124G(config-if)#exit

MAC Address? Mask && (wildcard Bit)

- &2 MAC Address ; 0000.0000.0000

i ]

- @E MAC Address : ffff.ffff.ffff
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2.10.3 Interfaced F&ZX} = Aot

Interface 22 &= Jis8t MAC =S 43822 M AIESX
W, AF2Xte ©&0l Network Ul Us
Network LH0 QU= Switch S2 &UI=Z 2ol

2 MBI D0 L2 HUle S0 FOoWor &
A0t &LIC Interface €2 &= Jis
AttackOl M3t = NetworkE ot Xo=z &2|&

CIEYl AHIA AME RS B2 01 €85 0180t 854 =0 & XtEsteEl MBIASE 22
otal &= USLICH

Interfacelll Max-MACs J|s2 &&otd™ O3 @83 0HE AMEoIAIL.

2 0f 2c ols

max-macs <0-32768> INTERFACE Interface® MAC #=Z XIst&tLICt.

=

23E Max-MACs Jlss &0l otd® S BEUHE AIESHA A L.

show max-macs TOP MAC Mgt &3 MEHE = OI&tLICt,

HFE Max-MACs JIsS =J|at otedi U3 ZHUHE AMSEctEAIR.

HEO RI= s
Interface® MAC Xist JIs=2 oAl &
Nno max-macs INTERFACE Lic
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<Ol M > max-macs &3

SG2124G#show bridge

bridge VLAN port mac

1 1 gel 0000.
1 1 gel 0000.
1 1 gel 0000.
1 1 ge2 0000.
1 1 ge2 0000.
1 1 ge2 0000.
1 1 ge2 0000.
1 1 ge2 0000.
1 1 ge2 0000.
MAC Count = 9

SG2124G#configure terminal

0000

0000.

0000

1100.
1200.

1300

1400.
1500.

1600

.000e
0014
.0019
0000
0000
.0000
0000
0000
.0000

fwd timeout

G G U QU U QU G G

300
300
300
300
300
300
300
300
300

Enter configuration commands, one per line. End with CNTL/Z.

SG2124G(config)#interface ge2

SG2124G(conf ig-if)#max-macs 4

SG2124G(config-if)#end

SG2124G#show bridge

bridge VLAN port mac fwd timeout

1 1 gel 0000.0000.000e 1 300

1 1 gel 0000.0000.0014 1 300

1 1 gel 0000.0000.0019 1 300

1 1 ge2 0000.1200.0000 1 300

1 1 ge2 0000.1300.0000 1 300

1 1 ge2 0000.1400.0000 1 300

1 1 ge2 0000.1600.0000 1 300

MAC Count =7

SG2124G#show max-macs

ge2 4/4 (current/max macs)

SG2124G#

1. &3E Max-MACs M+ HZEotelH, JIE0 HstE o A

= Max-MACs J|ls2 dildlst = CtAl &&d0F &LICh.
s
TN 2. I1ZH U= &HHI(Switch )2 MAC =8 1

Network LHOI &
S

Aol Al Kl

M
=

X
= OAIJI BHELICH
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2.10.4 Port Security

Port Security Jls2 S3& Interfacelfl &= JIs8 MAC H+=E &8st = EF MAC
AddressOl CHolA2H AlE JtsotES= ot= JIs010, Port SecurityE X &St Interface=

max-maclz MetE MAC =
& Al VLAN IDE ¢« QU
ol ALN= TAIGHA €

89 WollA 24 SSEH0 SHELILH Port Security &
£ Z<0= PVID g0l =22 &FE M Default VLAN

P23

—‘T‘— o||9_

=1

Ool.

Port SecurityE &&35tH &H FDBE Flush 8t = Static2Z L2 Tabletl SHIAH &N
oY Interfacelfl Staticez &H&ETES=Z S=E MAC AddressE AIEZ5t= HHIE O2
Interfacez FJl= &2 Y MAC Address= S4l10l DX 220, Port Security 332
ATIGHH L2 Tabletl SE& Static &8 2 MAHELICH

Port Security Jls2 Interfacelll max-macs Y30 HY 3TN VOO0t otH, JIs=S
AZ2dle S0l max-macs 282 HIH6IH oIy HHEE 25 HMIAELICH
Port SecurityE &&steiH OIS HEHE MESHAAL.
YA BE s
max-macs <0-32768> INTERFACE Interface® MAC #E HISt&LILh.
max-macs mac-address Interface0il Port SecurityE &&& LI
INTERFACE
MAC_Address [VLANID] ¢ Ct.

Port Security &&= &0lolcdid US Y UHE AIEoIAAIL.
==R=10) BPE s
show max-macs TOP MAC Mgt &3 MEHIE ZoleLIth

Port Security &&= =J|stoted® O

0lo
02
o

HE ALESHYAIL.

880 2

n

bl

or

Interface® MAC Xist JIs=2 oAl &

Nno max-macs INTERFACE LICH.

Nno max-macs mac-address

INTERFACE Port Security JIs2 ol M & LICt.
MAC _Address ¢ Y ¢
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<Ol Xl> Port Security &8

SG2124G#show bridge

bridge VLAN port
1 1 gel
1 1 gel
1 1 gel
1 1 ge2
1 1 ge2
1 1 ge2
1 1 ge2
MAC Count =7
SG2124G#

mac

0000.
0000.
0000.
0000.
0000.
0000.
0000.

0000.000e
0000.0014
0000.0019
1200.0000
1300.0000
1400.0000
1600.0000

fwd timeout

— . 4

300
300
300
300
300
300
300

SG2124G#configure terminal

Enter configuration commands, one per line.
SG2124G(config)#interface gel

SG2124G(conf ig-if)#max-macs 2

SG2124G(conf ig-if)#max-macs mac—address 0000.0000.0001
SG2124G(conf ig-if)#max-macs mac—address 0000.0000.0002 10
SG2124G(config-if)#end

End with CNTL/Z.

SG2124G#

SG2124G#show bridge

bridge VLAN port mac fwd timeout
1 1 getl 0000.0000.0001 1 0

1 10 gel 0000.0000.0002 1 0

1 1 ge2 0000.1200.0000 1 300
1 1 ge2 0000.1300.0000 1 300
1 1 ge2 0000.1400.0000 1 300
1 1 ge2 0000.1600.0000 1 300
MAC Count = 6

SG2124G#

SG2124G#show max-macs

ge? 2/2 (current/max macs)

SG2124G#

i ]

3= Max-MACs =5 H&Eot=

20| AHE 22 Max-MACs i

s= OAl £Zai0F &LICH

n

ecurityOll £&st WK
|= Port Security J|

)
oy
Qﬂ~
¥
10 &+
=)
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2.10.5 NetBIOS Filtering

uor

NetBIOS= ZIHe ZHEH &0 RUes Application=01 Local Network LHOIA M2 Sl

2 UA dHF== ProtocolOIH, & Interfaceltil NetBIOS X JlsS EFE %= USLICH
(MS Windows &% Xt&h)

NetBIOS2| Session Mode= S 2 FEEHE0 A2 HZES UE £ UZE= =0,
Datagram Mode= LANS 2= ZFHEHS0UH MessageE 2= JlssS XNJAELICH A2
22 ZSR0F ot LAN B0z BFRE2H0 S40l JIsS3tES NetBIOSE AMEE
2= UASTZ offoF ofXI2F ISP AIZEXIE0| OITIEL &8 X0l LAN MBIAZ oY sS4l
2 M3dtes Z2RUes NHE2 FEE SRNM= & T 4N M2 FEIt SHE
= & AsLt

NetBIOS Filtering JIs2 IPv4, IPv6 NetBIOS XIEHIIsS SHEHO HSELICH

Interface0il NetBIOS Filtering JIs=S &&otdE U3 BANHE AIEoHAAIL.
2380 BE s
netbios filter PORTRANGE CONFIG NetBIOS FilteringS & & &LICH.
netbios filter INTERFACE NetBIOS Filtering2 & & & LICt.
NetBIOS Filtering & W2 &05i2iH IS BEHE AEoIAAL.
==L BE s
] NetBIOS Filtering &&= S &olg
show filter TOP
LICH.
Interface0ll &&= NetBIOS Filtering JIsS =J|slotd ™ U3 BEUHE AIESHYAIRL.
g3 BE s
no netbios filter PORTRANGE | CONFIG NetBIOS Filtering= ol M & LIC.
no netbios filter INTERFACE NetBIOS FilteringS ol Ml & LICt.

1. Interface ModeOil Al NetBIOS Filter& &A&s AW A& gt
2 Config Model| d& o2 S0 HEAIELICH

2. SG2024, SG2024P, SG2200 Series M&2 IPv6 NetBIOS

i ]
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Filter JIs= XI&0otXl &sLUICH

3. IPv6 NetBIOS Filter JIs2 SwitchtH& 2.x Ol& 0l A St XI&E
LICt.

<Ol K> Interface gel-40ll netbios filter & &

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#interface range gel-4
% gel-4 Selected
SG2124G(config-if-range)#netbios filter
% gel-4 Selected

SG2124G(conf ig-if-range)#end

SG2124G#

SG2124G#show running—-config

!

service password-encryption

!

username root pPassword #*xx*xxx*

|

ip domain-Ilookup

[

bridge 1 protocol pvstp
|

spanning-tree mst config
!

mls gos enable

mds enable ge1-22 detect
mds uplink ge23-24
netbios filter gel-4

|

inter face get
!

— O|st M=2F —

SG2124G#

SG2124G#show filter

Port Netbios Filter DHCP Filter
gel Enable =
ge2 Enable =
ge3 Enable =
ge4d Enable -
ged - -
geb - -
A2k

ge22 = =
ge23 = =
gez4 - -

Counter information
Netbios Filter : 12
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2.10.6 DHCP Filtering

DHCP (Dynamic Host Control Protocol)= DHCP ServerJdt DHCP ClientdlH XAs&EHCe =z

IP AddressE &Y3dt1l] IP AddressE 22l& &= JUE= St= Protocol2 A HE=Z2| ISP
AN TE 012 22 YUHOR2 MHIAZE HMZ26tD USLIC

Ol M, 0™ DHCP Clientot IP 2871 S £ CI2 DHCP Server)t € #= Ue &HHIE HZA
off HelltH, 28 AKX 22 AtE DHCPE &% 2H0F oYl SAI0 &0 s 4
QS LIC}.

DHCP Filtering0l &3&%E Interface ot == E2 DHCP ReplyE Xt:&ot0d DHCP
Servicedt SHIZH OIRHANEE E2tF= JIs2LICH

DHCP Filtering JI=2 IPv4, IPv6 DHCP Server XtHJIsS

st M=ELICH

Interface0il DHCP Filtering JIs= £&0dtdd® 2 SEUHE AIESotAAIL.
= B s
dhcp filter PORTRANGE CONFIG DHCP Filtering2 & &&LIC.
dhcp filter INTERFACE DHCP Filtering2 & & & LILC.

DHCP Filtering && WSS &0lcteid U3 BHUHE MESHYAIR.

880

show filter

DHCP FilteringS & &8t LICH.

Interface0il €& = DHCP Filtering JIs2 =J|3toted™ 02 Y HE AIECHAAIL.
g3 BE s
no dhcp filter PORTRANGE CONFIG DHCP Filtering2 oH Ml & LIC}.
no dhcp filter INTERFACE DHCP Filtering= oll I & LICH.

i ]

Interface ModeOll A DHCP FilterE &&st HR0 = &8 22
Config Model| &X22 S&T0f EAIELICH

SG2024 SG2024P, SG2200 Series M Z& IPv6 DHCP Filter
s XN&otA EsLILH

IPv6 DHCP Filter J|s2 SwitchtH& 2.x Ol &0l MEH XI&&LICH
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<0l K> Interface gel-40l DHCP Filtering & &

SG2124G#configure terminal

Enter configuration commands, one per |ine.
SG2124G(config)#interface range gel-4

% gel-4 Selected

SG2124G(config-if-range)#dhcp filter

% gel-4 Selected
SG2124G(conf ig-if-range)#end
SG2124G#

SG2124G#show running-config

!

service password-encryption
|

username root password x*x*x
|

ip domain-Ilookup

|

bridge 1 protocol pvstp

|

spanning-tree mst config

|

mls gos enable

mds enable ge1-22 detect

mds uplink ge23-24

dhep filter gel-4

|

inter face gel
!
—- olat M2 —-

SG2124G#
SG2124G#show filter
Por t Netbios Filter

*kk

DHCP Filter

End with CNTL/Z.

gel =
ge2 =
ge3 =
ged =
geb =
geb =
——’}:ﬂ ;l:__

ge22 =
ge23 =
ge24 =

Enable
Enable
Enable
Enable

Counter information
DHCP Filter : 0
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2.10.7 Storm Control

Broadcast StormO|gt, HIAAXNSZ WETF Broadcast PacketO] ZME = &
Ch. BI3MXMC2Z &6t &S Broadcast Packet2 3l E22 UWEES XHXIGHH Al
AE 9 NetworkOll D=8 £6tE S92M NetworkE OHHIAIZ £ QUASLICH

Broadcast Storm Control JISs2 1s =92 Broadcast Packetl #L£ES &
2 BFE S =2 Y= PacketO] £Mst 2L oY Packet2 H Dol 2
D USULICH el K= Storm control2 AFE0tH HiStol= Packetl &
QA& LICH

Broadcast Storm &2t OtL|2t MulticastLt DLF (Destination Lookup Fail) Storm0il CHSt

2T JisgLth

Storm Control2 Z&olddd US HEONE AME2oIAAIL.

o0 oc s

storm-control {broadcast |
dif | multicast} <O0- INTERFACE Storm Control JIs& & &&LIC.
1488000>]

Storm ControlE £& gtS &0IotdH U3 HEUHE AMESGHAAL.
=N BPE s
show storm-control TOP Storm Control &X 2tS =H0IsHL|Ct

Storm Control &8 2 =J|&otei™H O3

02
0

HE ALESHYAIL.

80 ec )

oIr

no storm-control {broadcast

INTERFACE Storm Control Jls=2 ol HIgLICt.
| dif | multicast}

rate shapingdll storm-control2 &tLt2| Interfacelil SAINH &2FE

= glsLIh

i ]
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<0l Ml > Storm Control &3

Broadcast Packet O] 10000 7H o|Atel Z< A&
SG2124G#configure terminal

n

Enter configuration commands, one per line. End with CNTL/Z.

SG2124G(config)#interface gel
SG2124G(config-if)#storm—control broadcast 10000
SG2124G(config-if)#exit

SG2124G(config)#

Multicast Packet O] 20000 7H o|Atel A< &
SG2124G#configure terminal

n

Enter configuration commands, one per line. End with CNTL/Z.

SG2124G(config)#inter face ge2
SG2124G(config-if)#storm—control multicast 20000
SG2124G(config-if)#exit

SG2124G(config)#

dlf Packet Ol 30000 7§ o|AtQl A< At
SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SG2124G(config)#inter face ge3
SG2124G(config-if)#storm—control dlf 30000
SG2124G(config-if)#exit

SG2124G(config)#

Storm-control MA Ly &tol
SG2124G#show storm-control

Storm control ratelimit (pps frames)

gel  bcast(  10000) mcast( 0) dIf( 0)
ge2 : beast( 0) mcast(  20000) dlf( 0)
ged : beast( 0) mcast( 0) dIf(  30000)
ge4 : beast( 0) mcast( 0) dIf( 0)
geb : beast( 0) mcast( 0) dIf( 0)
geb : becast( 0) mcast( 0) dIf( 0)
ge7 : beast( 0) mcast( 0) dIf( 0)
ge8 : beast( 0) mcast( 0) dIf( 0)
ge9 : beast( 0) mcast( 0) dIf( 0)
gel10 : beast( 0) mcast( 0) dlIf( 0)
gelt : beast( 0) mcast( 0) dIf( 0)
gel2 : beast( 0) mcast( 0) dIf( 0)
geld : beast( 0) mcast( 0) dIf( 0)
gel4 : beast( 0) mcast( 0) dlf( 0)
— % QF —

ge23 © beast( 0) mcast( 0) dlf( 0
ge24 : beast( 0) mcast( 0) dlf( 0)
SG2124G#
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2.10.8 MLS (Multi-Layer Switch) DoS 7|&

MLS (Multi-Layer Switch) DoS Xt J|s& Switching FabricOl M Packet HeaderE
ot S8 K&l Traffictl ol Al= ForwardingdtXl 210 ChiplAd XIEGIEE 6l
2LICH MLS DoSZ XtEt0l Jtsst Trafficel S&2 Ot S8 = HEotH X &EoHOF &
CI04, Xt&E Packet=& Switching Fabricl AR E XHHEDI 20 &9 XE =2

JISotXl= #EsLIth

| 0r M A
iy oo Jx

mls dos JlsS Z&otei s BEUHE MESHHAIL.

HE Qoc Jls
mls dos CONFIG mls dos JIs2 &43& LI

< o lanort mis dos2 ZICHIS &2 = SG2124,
mis dos-option {l4port | CONFIG SG2124PoEMI A AIE Jtsst iaelL

sipequaldip | tcpflags} o

mls dos-option

{icmpfragments | mls dos2 X tts &5 =

sipequaldip |
SG2124G/
zagzaes?“a'r"tic‘:; 'slsf I CONFIG SG2124GPoE/SG2148G/SG2148GPo
priagsiup | tepliag EOIAM AMZ Jtsst @i2ielLc,
tcpportsequal |

udpportsequal’}

mls dos-option XI& =242 Of2Het &2&LICH

» Icmpfragments : ICMP Fragmented 2! I{3!

* Macsaequalmacda : SRC MAC Address2t DST MAC AddressJt =28t {23!

= Sipequaldip : SRC IP Address®t DST IP AddressJt =& st I3l

= tcpflagsfup : TCP FIN, URG, PSH Flag &8 % Sequence NumberJt
0 o m3!

= tcpflagssf : TCP SYN, FIN Flagot SAI0 24350 A= TH2A!

= tcpportsequal : TCP SRC Port2t DST PortJt sgst Izl

» Udpportsequal : UDP SRC Port2t DST PortJt sgist Izl
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mis dos €8 LSS =0olotAd

ChS BE0E AIZoIYAIL.

= 2= s
§how running-config | TOP mis dos A& 2tS 2013t C},
include mls
mis dos &8 2 x=J|3otel™ 2 YEUHE AIESAAIRL
HAHN = s
mls dos JIs= HIg&steLt
no mis dos CONFIG
(Default)
no mls dos-option
{icmpfragments | S B
macsaequalmacda | sipequaldip | ~q\ 1 mlis dosOlA XtEtE =S AMEL
| tepflagsfup | tcpflagssf |l4port Ct.
| tcpportsequal |
udpportsequal}
== 10/100 221 10/100/10002€9| Chip A0l M2t AFRE 4 9
—— = 9go| Mg DL
Z o | Al | Ct

<0l Xl > mls dos & &

SG2124G#conf igure terminal

Enter configuration commands, one per |ine.

SG2124G(config)#mls dos—option
SG2124G(config)#mls dos—option
SG2124G(config)#mls dos—option
SG2124G(config)#mls dos—option
SG2124G(config)#mls dos—option
SG2124G(config)#mls dos—option
SG2124G(config)#mls dos—option
SG2124G(config)#mls dos
SG2124G(config)#

( )

icmpfragments
macsaequalmacda
sipequaldip
tepf lagsfup
tepf lagssf
tcppor tsequal
udppor tsequal

SG2124G(conf ig)#show running-config | include mls

mls gos enable
mls dos
mls dos-option
mls dos-option
mls dos-option
mls dos-option
mls dos-option
mls dos-option
mls dos-option

sipequaldip

icmpfragments
udppor tsequal
tcppor tsequal
tepf lagssf
tepflagsfup

macsaequalmacda

End with CNTL/Z.

327



H2&. AAE 293

Filtering

SG2124G(config)#

i ]

mis dos JISE Ed3stole 39 AHE EHHN U 2=
JISLZX Il 20l XEl= PacketOl CHoll MonitoringE ==
As -0l SsUICh

2438 4+ U= Optionlll L85 = & ApplicationS2 AIS
ot 29 ME0 2RIt ZME £ Aol &F Al FL2IGtAIDI
gHerLICt.

328



M2&E. AIAE 23 Filtering

2.10.9 IP Source Guard

IP Source Guard = IP Spoofing 322 XtHaot= JIs2LICH DHCP AHO 26 IP =4
E g4 29X &¢2 Hdle Sag Y| 20 DHCP Snooping Jls3t &M SZ&&ELICH
2 = ACL 20 =20, etherchannel2 XI&Z Al ZSLICH =IO IP 120040HK1 X &

P

or rx
oA

=]
L

U

0R0
[e]]

IP Source guard€ &A&otHH U3 B UHE ASoIAAIL.

380 ec Ns

ip source guardE & &g LIC}.

i if PORTRANGE NFI
Ip verify source PO G CONFIG (Untrust interfacetil &%)

ip source binding IP_Addr
interface IFNAME

+=S2=Z oteld gLICH

i

CONFIG IP =4

&HHE IP Source guardE &0I6te i U3 BEUHE MESIYAIL.

g0 B s

ip =4 HIelY CIHHOIAE SQIEL
show ip verify source TOP ol
show ip source binding TOP ip =4 Hiolg WS olsLc
[dhcp-snooping | static] T s e e

IP Source guardE =J|3lotedi®™ S S HE AIETHAAIL.

==L Sc s

no ip verify source . = ==
ource dE OH A& LICt.

PORTRANGE CONFIG ip source guar Ol Al & LICH

ip source binding IP_Addr CONFIG Hioloisl Ip =AZ AFYELICH

interface IFNAME

<0l Xl> IP Source guard &%

SG2124G(config)#ip verify source ge5—6

SG2124G(config)#ip source binding 192.168.1.10 interface ge5
SG2124G(config)#end

SG2124G#show ip verify source
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Interface Filter-Type

gel none
ge2 none
ge3 none
ge4d none
geb ip filter
geb ip filter
ge’ none
ge8 none
ge9 none
gel0 none
gell none
gel2 none
gel3 none
geld none
gelb none
gel6 none
gel7 none
gel8 none
gel9 none
ge20 none
ge21 none
ge22 none
ge23 none
ge24 none
xel none
xe2 none

SG2124G#show ip source binding

Total binding entry count : 2

IpAddress MacAddress Lease(Sec) Type VLAN Interface
192.168.1.10 = infinite static = ged
192.168.1.11 0021.9b08.9a66 3516 dhcp-snooping 1 geb

SG2124G#show running-config
|
service password-encryption
|

username root passSword **x*x*xx
!

ip domain-lookup

!

mls gos enable

mds enable ge1-20 detect

mds uplink ge21-24, xe

mds self-loop-detect ge1-20
bridge 1 pvstp vlan 1

no bridge 1 pvstp enable bridge-forward bpdu-flood
!

ip dhcp snooping

ip dhcp snooping vian 1
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ip verify source ge5-6

ip source binding 192.168.1.10 interface geb

[

interface gel

[

interface ge2

[

interface ge3

[

interface ged

[

interface ge5

[

interface geb

. olst Azf —-
PCOI &8 HAG= =SB Access A2 X0 A2 IP Source
Guard JIs2 43t otAID|l BH&LICE
IP Source GuardJt 43t AHOUHA MHEES 2L, DHCPE
Soff €928 &2 IPFA= 2E S8I0] XMEELIC
ZEH Access ARXIIF OtEE R, AXDt 2IREEHE PCH

?‘3:: AN DHCP RF=2 otk &£28=2 Sd0| XeHE = UASLICH
-1 g ] SG2024 Series, SG2200 Series, SG2128G Series,

SG2128GX Series, SG2152G Series, SG2152GX Series MS
2 IP Source Guard J|sS XI&otKl L&LICH(AHYE HES
DHCP Unleased-ip 7I== OIZ36tAID| diELICH

IP Source Guard JI5& SwitchtH& 2.x OJANI M B XIREHL
Ct.
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2.11 MDS

2.11.1 MDS 7|2

Sofl &&= Traffice S A0l MDS Enginedil 2% 12, MDS Engine
=

Switching FabrlcE
2 Traffice L1 Al2tS & =22 o6l Host2l TCP/UDP Portg 2ot A
o2 ol¢ Trafﬂc% =& e LICt.

]
ro

=
-

o
0x

SACAONAM S-IP, S-Port, D-IP, D-Port Ul JtXISl &S 0128 XY HEA ZE
O 20XsE D8 2AE L AEZNE 0|25t 2t Protocol &2 6J12 Cubedi
Traffic2 S&&LICH.

ue!

| 82 SAXe LiohAte L3, L4 NIREL2E 0180t UHs22 2ot Z2HE
o0 AAISZ XtHotH, 2o ZH2 B SZAXN0AAN 2= Traffic & 3
ot

Traffic2tS &HYol0 XISH(Smart Protection)old A AMHIA TrafficS &G B&

SLICH

DoS, DDoS, Floodings2l RoliTrafficOl ZMdt= 2R aA2teE 522 XHstL, SCAN
789 dR0= Trafficel H3l F0IE &olgt = XtEtELICH. MDS Enginetil Al MA&E E0t
ZHZ ool XMHE TrafficR SZAZRH 22 KR 20| O 014 LA Lo M
AFE 2o ZHE Us2= oM E LI
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[1& 2-8] MDS Engine

Multi-dimension Security Engine

Security Filter Sensor Log

DDoS Class AN EEEEEEEEEEEEEEEEEEEE
DoS Class |
Scan Class = EEEEEEEEEEEEEEEEEE

Randgigllass Packet Gathering | MD Protection Engine

Switching Fabric

Protection

0B 00 o o

Switch Port

MDS Jlss £3&otdd Us 880HE A

0R)

SHYAIL.,

880 ec Ns

mdsE enabledtd| 2ol Uplink
mds uplink IFNAME CONFIG InterfaceE X &&LICt. (Default:
gel-4,)

mdsE enabledt)| ®Ioi User

mds enable IFNAME {drop | CONFIG InterfaceE Xl & & LICt. (Default:
detect} SG2124 : gel-24 detect, SG2148G :
gel-48 detect)

| &8 Mode HHEZS AtE3dt0H MDS
mds mode-button enable CONFIG ModeZ Hizat -~ oic= &0}
ddos disable Al IP SpoofingES Xt&tat
mds ddos [disable | router-safe CONFIG Xl &2&LICH  router-safe disable Al
disable] Router (Gateway) Xt&t & Xl JIs2
MEBHX 2 &SLICH
- . VNM Server?2| IP AddressE & & &Ll
mds log-server IP-Addr CONFIG
[Port_No] Ct.
d | b CONFIG mdsE Sol XEHE eventE syslogOll
mds syslog enable =&
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mds dad-attack PORTRANGE

mds IPv6 DAD attack & XIZ enable

{detect | drop} <10-180> CONFIG 8L Ch.
mds policy-act {host-drop |
icmp | tcp | udp}
{DST_IP_Addr | any | fixed} mdsE S35 gXe o Hals &F
{SRC_PORT | any | fixed} CONFIG s Tt
{DST_PORT | any | fixed} = )
{cancel | detect | drop | pps |
gos | ratelimit <64-1000000>}
mds threshold {icmp <50-
100000> | tcp <100-1000000> = it
| udp <100-100000>} <5- CONFIG mds threshold | Ct
3600>
mds Self-loop_detect Se|f-LOOp i}'[_ll- jl%% I'gg POI’t
[PORTRANGE | timeout <5- CONFIG Range? Loop off Ml Al Timeout & &
300>] X grLICt (Default Timeout : 30 Sec)
mds arp-spoofing [detect | CONEIG mds arp-spoofing XI&JIs2 48 &
drop] PORTRANGE LIC}.
mds arp-spoofing-detect CONFIG mds arp-spoofing £ Detect!
PORTRANGE InterfaceE XI& & LIC}.
mds arp-spoofing-mac-safe CONEIG arp-spoofingJdls X Al XI&8 MAC
[MAC | MAC** | any | oui] AL OUIE O MZotAH =elsrLlCt.
_ . arp-spoofing Jls AM& Al S8 IP
mde 2rp-spoofing-permitmask | coNFIG Che LHOIA B EXBIE= Permit
MASKE & &&tLICt.
MDS DetectAl EXI= Service Port &
mds detect-port-range disable CONFIG ?IeH MEGHES Sl= JIsS olMEL
Ch.
q table MAC AB.C.D CONFIG mds OlA arp EXl Al M2IE &= Us
mds arp-table .B.C. _ _
P MAC I} IPE DEE 22 ASELIC
2= up/down ZEONAN =&&l= ip
mds arp-list send-port all CONFIG A2 E log-server? vipm-server0fl &
Sot=E 4 &eLICt.
Packet2 check sum0O| S2otH Et=
ds attack disabl CONFIG Mo Z HE Al DoS Attacke =z X}ttt
mds attack-crc disable
= Jls2& Default Enable &EiZ D
s oA Al AFSEHLICH.
IP Protocol® Fragment =0l CH&t
mds attack-fragment enable CONFIG =23 20IIs=S 43t LIt
(Default: Disable)
mds attack-smurt enable CONFIG ICMP ProtocolO|tH, =& X MAC =4
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Jt BroadcastY &< XtEELICH

dhcp filter JIs2 &
LogE mds log& HAI&LICE.

mds dhcp-filter disable CONFIG
(Default: Enable)
mds icmp-redirect CONFIG ICMP Redirect =232 & XIELIC
_ InterfaceOilA &2 &g threshold gt2
mds if-pkt-loss PORTRANGE CONFIG o} 22 Packet Loss7} 24 Al mds
threshold log2 HAIZLICH
MAC Flooding Xt& Al AFZE Port
) Range? PortY ol&& MAC JHi=,
mds mac-flooding [enable PortSt Z0i 523 MAC Ji- Portct
PORTRANGE <1-8192> <1- - = T <
8192> <1-1000> | maximum CONFIG =2 MACH=Jt =1t 2L =0
<1-8192> | trust [IFNAME | 3 MAC H=TtK &2 M =
any] <MAC | MAC**> LearningS S1E& MAC = & 4=
MAC/MASK>] g 4 9= Interface® MACS XX &
LICt.
mds web-alert attacker [SIP | CONEIG mdsOl Al web-alert2 AIEE JIES
SMAC] S F8LICt (Default: Source MAC)
mds web-alert domain-match CONFIG DNSE Matchg Domain AddressE
DOMAIN XN &ELIC
mds web-alert enable [alert- WEB-Alert JI5S AX&LIC (=J] ¢
per-attack | alert-per-day | ol == M5 =
= 2L =J| 2
A.B.C.D < 1-65535> | localhost CONFIG l_01 | lf )1l Default
mds web-alert except-port BUEE B0HFX %= InterfaceE &
PORTRANGE CONFIG deLICH
mds web-alert [test-ip A.B.C.D | CONEIG JUE0 422 SHote Xl =g
test-mac MAC] 2= USLICH
mds update web-alert [A.B.C.D FTPE 0/=5t0! MDS WEB-Alert page
| IPv6_Addr 1 FILENAME ID CONFIG £ BHAY & USLICH (MAX :
Passwd [port Port_Num] 32Kbyte)
mds ipm-server A.B.C.D CONEIG VIPM Server 2| IP2t =& modeE &
bootmode [last-flash | server] HetLIC.
_ VIPMOIA 22|8t InterfaceE XIFE LI
mds ipm-port PORTRANGE CONFIG ol
_ o _ VIPM Solutiondt 2= A0l AtZGHH
mds ipm-collision [disable | CONFIG DIOIS IP XHEF 2 oY IPE ARP 55
stress <1-10>] MessageE 2< i ALSELILC.
mds ipm-guard-to-mac-security | -\ ey VIPM Solution 9ISJ|s02 IPDH (Y

disable
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ANEE)2=Z IP S= Al Router IP 23

JlsS AI8otXl &= 3% MEELILL

VIPM Server2t A& Al Ct==2 VLAN

mds ipm-interface [IFNAME | CONFIG o EMg 22 25& VLAN EEZ &

mgmt] £5t= A2 U0 XNEE Interfacez
SAZS oS & M AF=ZSLIC
0I121E AtE X XtEH Al DHCPZ 2& &
= SN LAl IPE OO WEB

mds ipm-local-dhcp CONFIG 2 0|2t AIER 2ASAIHOILE
Message £ZZJ|s2 AMIEE = USU
Ct. (Default: disable)

_ VIPM OlA SEZDAX 22 IP tHE ALE
mds ipm-range-over-msg- CONFIG Al XtEH Message JI'sE Disable &L
disable

Ct.

_ _ VIPM Server2t H S0t At&oteE Jls
;”ddds 'pm/;\fl’ﬁml"t“"vj/\‘l O [ o2 SX ZANA IPHE =2 VLAN

ress vlan < -

NueEH= =27 el = O/l A
S AEELILHL
udp] [A.B.C.D | A.B.C.D/M | CONFIG Permitdt= JIs22 XI&st PPS G2
any ] <1-1000 pps> ol 2&LICt.

_ ARP Xl Al Sender MACZ 2 30ot=
Edsgerml\;zsce?der'arp CONFIG J|so2 Sender MAC XI® Al EXl¢
ender_ o o CS L oo
Sender MAC_MASK | OUI] a ARP Packet2 Skip dot= JlsgU

mds permit mac PORTRANGE
[MAC | MAC/MASK | any ] [MAC
| MAC/MASK | any] [MSG | MDS2| W& #HE MAC F=AE JIES
ratelimit <64-100000 kbps> | 2 &S3FELIC
vlan <1-4094> [MSG | ratelimit
<64-100000 kbps>
) VNM Log Server2| IP E 02 Hc2I&
mds permit log-server CONFIG
LICt.

mds permit arp PORTRANGE
[MAC | MAC/MASK | any]
[A.B.C.D | A.B.C.D/M | any] CONFIG KN&Zet InterfaceS0lA E0H2= arpE
[MAC | MAC/MASK | any] st M0 WOt olixel gLl
[A.B.C.D | A.B.C.D/M | any]
[MSG]
mds permit icmp PORTRANGE

.B.C. .B.C. ICMP Protocol0ll CHatd Oi&zE &
[A.B.C.D | A.B.C.D/M | any] CONFIG

[A.B.C.D | A.B.C.D/M | any]
[MSG | ratelimit <64-100000

& ELICY.
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kbps> | vlan <1-4094> [MSG |
ratelimit <64-100000 kbps>]]

mds permit [tcp | tcp-syn |
udp] PORTRANGE [A.B.C.D |

A.B.C.D/M | any] [A.B.C.D |

A.B.C.D/M | any] [<0-65535> | TCP, TCP-SYN, UDP Protocol0il CHot0d

any] [MSG | ratelimit <64- CONFIG OAZMs SFHELICH

100000 kbps> | vlan <1-4094>
[MSG | ratelimit <64-100000
kbps>1]]

mds permit raw <0-255>

[A.B.C.D | A.B.C.D/M | any]

[A.B.C.D | A.B.C.D/M | any] IP Protocol Numberz 0l &zHsS &

[MSG | ratelimit <64-100000 CONFIG el Ch.

kbps> | vlan <1-4094> [MSG |
ratelimit <64-100000 kbps>1]]

mds permit any PORTRANGE
[A.B.C.D | A.B.C.D/M | any]

[A.B.C.D | A.B.C.D/M | any CONEIG EZ IPU ¥z HAZMs 458
[MSG | ratelimit <64-100000 LICt.

kbps> | vlan <1-4094> [MSG |
ratelimit <64-100000 kbps>1]]

TCP/UDP/ICMP ProtocolO| Of:! Et
mds permit other CONFIG ProtocolOil CHOl G XS HAFHEL
Ch.

-

mds extended [deny | permit]
[any | icmp | raw <0-255> |
tcp | udp] PORTRANGE [SMAC
| SMAC/MASK | any] [SIP | CONFIG mds permit2 MZSHH HE Al AIS
SIP/M | any] [DMAC | BHLICH.
DMAC/MASK | any] [DIP |
DIP/M | any] [MSG | vlan <1-

4094> MSG]

mds auto-config [conifg-save] CONFIG Auto-Config JIs2 &43t &LICt

MDSEXHEZ &5t H s YEUHE AIZSSAAIL.
g3 2c s
show mds config TOP mds &8 s =elgLIC.
show mds detect-list TOP aAIZE XSS =0l LIC.
show mds detect-list log TOP MAIZE TE HS LSS StolrLc,
log_num
) =oliTraffic Xt& History LogE &0l
show mds detect-history TOP LICH
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show mds detect-history log ToP SoliTraffic XtE History Log2l A2
log_num LHE 2 &oIgtLICh,
show mds policy-act TOP mds policy-act LIS = 0I&L|C}.
show mds arp-spoofing-mac- mds arp-spoofing-mac-safe LH=S
TOP -
safe SOl LICH.
show mds arp-table TOP MDS X 2| ARP Tableg =HCI&HLICH.
show mds extended TOP mds extended && 2 & QI&LICt
mds ipm-guard-to-mac-securityJl s
show mds ipm-safeguard-list TOP S stolst |}
show mds log-server TOP VNM Server2| AZAEHE &QI&LICH
show mds mac-block-list TOP XH&HE MAC AddressE &Q1EHLICH.
Trust2 X &8t MAC AddressE & 0lgt
show mds mac-flooding-trust TOP
LIC}.
mds permite & K& & LHHES &g
show mds permit TOP
LI Ct.
mds policy-act2 4&& s =0l
show mds policy-act TOP -
e LIC
show mds version TOP mds version2 & QIgL|C}.
show mds web-alert [domain- TOP mds web-alert2| A2 LogE =olgtL|
list | flash | list] Ct.
MDS&EAEZ ZJ|sIotd™ O3S BEHE MESIHYAL.
HAHEO 2= Jls
no mds uplink IFNAME CONFIG Uplink InterfaceE 4tAI&tLICH.
SoliTraffic Ats Xt JIs= oM E L
no mds enable [IFNAME [drop | CONFIG T
detect]] Ct.
b CONFIG HHEC| Mode HHEZ ALESIH MDS
no mds mode-button enable ModeZ BI245l= J|== AYELICH
) mds ddos Xt&t J|S= enable &LICt.
no mds ddos disable CONFIG
(Default)
q | b CONFIG mdsE Soll XtHE eventE sysloglil
1o mds sysiog enable =510 2&LICH (Default)
no mds dad-attack PORTRANGE | -5\ frG mds DAD attack XIS A K ELIC.
{detect | drop}
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no mds policy-act {host-drop |
icmp | tcp | udp}
{DST_IP_Addr | any | fixed}

mdsE Soil 8X& WHE2 HMelg =D

{SRC_PORT | any | fixed} CONFIG 5 B
{DST PORT | any | fixed} = B
{cancel | detect | drop | pps |
gos | ratelimit}
oy threshold eme L T conrrg mds threshold &S AHIBILICI
_ 2 E up/down ZEONA =T e ip

no mds arp-list send-port all CONFIG Moo= MAse Jl=2 SiHELICH
no mds arp-spoofing [detect | CONFIG ARP-Spoofing JIs2 &5 ofH&Ll
drop] PORTRANGE Ct

- ing- arp-spoofing-detect PortE ol &l & LI
no mds arp-spoofing-detect CONFIG p-sp g
PORTRANGE Ct
no mds arp-spoofing-mac-safe arp-spoofing-mac-safe J1s2 X &
[MAC | MAC/MASK | any | oui CONFIG LICH
[ourI]]

- ing- it- arp-spoofing-permit-mask JIs& ol
no mds arp-spoofing-permit CONFIG IZ P g-p
mask MIgLc
no mds arp-table [MAC] NS =TS

- o= =5 L
[A.B.C.D] CONFIG arp-table Xl ol MIELICH
no mds [attack-crc disable |
attack-crc, attack-fragment, attack-
attack-fragment enable | attack- | CONFIG o g !
smurf &&= ol M&LICt

smurf enable]
no mds detect-port-range CONFIG detect-port-range &S R EHLICH
disable
no mds dhcp-filter disable CONFIG dhcp-filter & & oM LICH
no mds extended fall | CONFIG extended ZHHYS D5 HHELICH
comment MSG]
no mds extended [deny |
permit] [any | icmp | tcp | udp
| raw <0-255>] PORTRANGE
[MAC | MAC/MASK | any] extended2 A X35 deny, permit &=
[A.B.C.D | A.B.C.D/M | any] CONFIG = SHEELUC
[<0-65535> | any] [MAC | = OiAlE
MAC/MASK | any] [A.B.C.D |
A.B.C.D/M | any] ] [<0-65535>
| any] vlan <1-4094>
no mds icmp-redirect CONFIG icmp-redirect Jls2 i MHELICH
no mds i-pkt-loss [PORTRANGE | -\ F1g if-pkt-loss &5 SHRELICH
| threshold]
no mds ipm-server CONFIG ipm-server &&= o Mg LIC

339



H2&. AAE 293 MDS

no mds ipm-port PORTRANGE CONFIG ipm-port &&= o Mg LIC
no mds ipm-range-over-msg- CONFIG ipm-range-over-msg-disabIe Jlss
disable PORTRANGE off Ml & LI Ct.

ipm-collisi i ipm-collision J|s2 d4&= ofiAE L
no mds ipm-collision [disable | CONFIG p =
stress] Ct

ipm- -to-mac- ipm-guard-to-mac-security 882 ol
no m(.:ls |pm guard-to-mac CONFIG D= g y &
security disable MIELICH
no mds ipm-interface CONFIG ipm-interface &&= ol MELICH

no mds ipm-permit [ip [A.B.C.D
| A.B.C.D/M] A.B.C.D | vlan CONFIG ipm-permit && 2 ol ME&LIC
[<1-4094> | range RANGE]

no mds ipm-local-dhcp CONFIG ipm-local-dhcp &&= ol MI&LICH

no mds log-server A.B.C.D <1-

65535> CONFIG log-server &% 2 G MELIC

no mds mac-flooding [enable
PORTRANGE | maximum | trust | CONFIG mac-flooding JIs2 ol M &LICt.
[IFNAME | MAC MAC/M | any]]

no mds self-loop-detect

- - s2 oHMELIC
[PORTRANGE | timeout] CONFIG self-loop-detect JI off Ml &Ll Ct
no mds web-alert [attacker |
domain-match DOMAIN | enable | conriG web-alert JI5S SHEIELIC

| except-port PORTRANGE |
test-ip A.B.C.D | test-mac MAC]

1. Uplink Interface & User Interface0ll Uigt 882 U/2F
NetworkE P 206t0 SoliTraffic2 Xtctold| <ol & & LICH

F2H

il

2. Uplink InterfaceE User Interface Z0l &8s 32 2
o B LM Al A2 SO Mt AH EXEHA As
Network &HIS MACE Xttt & = A22 =, BtEAl Uplink
InterfaceE User Interface2t #=3dt0 & &SHAID| BH&LICE

i ]
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2.11.2 Network 349 &

ogt

== DoS (Denial of Service)

DoS&= & AMEXIE S ANAHS clAAE SEGIAHL BF Aot HL TS Z M
CHE AFEXS0] 01 AIAEIS MHIAE SHIZH AISE £ Q&= otce As LELIC
B2 AAEHS HAXO L8 2HE 22 = RE #RE DoSet & = USH, &
ServerlLt Router, Network J|8t AJ&0| =2 H&ol 2LIt HESLLICH

==
10
[m)
02
o
S
==
HO
==
K
10
Ja
|0

o

== =2

=& USLICH DoS BZE Root dEH =S, AIAE A
o

Ol tE PAUSHAH ZLME =] Xt
Datall 11 2 HEX SS AZSO2M AIAHN XNHEQ SHE LOI K= LA o
NetworkLt MBIA S0I OtHIEl= S2 SME L2 LIt

SAXE WCOe AHlA RFE Sofl A ZHIS S2 AHlIAL SEHES =e = JUSLIT
g =0 AKXt 1 s& 10JH2 Mailg &= = U= Server®l = 20042 Mail2 2L
M Z2A A0l & Mail Server= MUZ ME0HA RE 210I0H 200120 M L2 MailS
BY AL Serverdt Down& =% U= I LICH

DoS/DDoS EF A= AHIA KHESEE Yolle & DataE REH2Z WlotK= & AXE, 0]
S22 HIEE0IME AIZEdH Server R 0lcts AEAHQ ZA2 =)= R AsSUT

[12 2-9] DoS 229 =)

IP Addr : x.X.X.X IP Addr : 192.168.1.1
®SYN
Targettil Al SEE = 1. =48 SYN Packettll SEdtI| 2loH
g2 HET2 Packet2 X.X.X.X2 ACK/SYN Packet= M SEHLICEH
SHAIZHO 2 EHCE 2. 8& & ACK/SYN PacketOl Uit 8€2e=2
ACK PacketO| =&l WNIXl Buffer& &
& AH ELICH
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i T4 AHIA AR = (DDoS, Distributed Denial of Service)

DDoS (Distributed Denial of Service)= CHel ZFEDF otLli2h 1000 &= 1000042
ZFEIL BAot= A, & A K(attacker) It SHLIDE Ot Ch=Ql 2401 SALICH

o

BotNeto] ZS 2t PCOI BotOlzhs o4 REE MXIoH W %, LS PCSUHN 24

TANIL SH B2 A0 0ol ST A0 ST HECE 22 9y L2ls 2y =

PCS2 XHAI0l BAS SH=XIE X 28 M Spam Mail2 L&oHL RalTraffics 24

SHHl S LICk

DDoS 229 FYES Wels BAXIt Zombie PCSHIH RoHTraffic MBS S01T= I

B2 Ui2IPt Zombie PC AFSXISl ZEEDL S2XMA 042 XG0 WAl SO2 IR
JhsH0l USSZ, BAXE RolTraffic LULS L& HHE %S Zombie PCSOI

02 o

d2 Uele E2It ¥sUth

At&lel PCIOF Network AtEZS €2 ofklx =0 Network ERE01 SIH(Traffic 33)6
HLH, Memory AEE0| 90%0/&0IH CPU AFZE0l 90~100%E AIE =(& Fot &3
OlctE® VirusOll 2850 Zombie PCZ2 S&ots 39Y JIs40l =2U 2¢ PatchE &
EotAHLt HAl XIS E GtAIJI BHELICH

[12 2-10] DDoS 29| &Y

Zombie PCE WA

S8 UasS ol

SHSHLICH

Ed o= ol Traffice LA LICH
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: SCAN =&

Scan %E% =2 & HEHE 20 LW 0™ Service Portdl OpenZlf JU=Xl S It
Aot ZFHE 2ot fIHA AtEdt= 2ZLICH. Worm VirusOll Z2g&E ZFEHOAM
2 Mot= Trafﬂc_J MM e SYst oA IP =A0AM =2 == 0 HZ OE
SHI IP TAZ, SUS AHIA HESZ MSole 210104, 01248 MHES HEXQI SCAN
Traffic ME(H, Y AMUHIAE OPENGIL] U= HostE &= #@R)E 2 &= USLICL

= IP Scan &=
£3& Network IP S0l CHAH ™ 2 FE Ot @XH S& ZOXE WY <ol ArEE
LICt. ICMPE O|&dt= 832 S8 IP EHOE'OI £ IPZ ICMP echo request PacketE &
&8t & ICMP echo reply PacketOl =% IEI—XI_J HEE Sol &olg = AU, W=
NetworkOl Al ICMPE AIE5tA oA 3D U= BR0= AIEE &= ASLICH
TCP/UDPE AlE%t= d20= & Service PortE 1 &St Packet= &Ml Networkd
HE3H0 Y Service Portdt Open&l0f /U= BAFRHE 0t LHE USLICH

=

* Port Scan
S (Ha ZFHE oiZot)] 2o &M e ZHEUM e Service Jb Open&l 0 A
HIAE ot JU=A LOtUI| |l ot YB2Z Service Port 1S 0B12H 65535
M =XH L= == DataE 22U Serverdt ICMPZ SgEote HE &OIELILH

[18 2-11] The pattern(type) of SCAN ==

IP SCANZ2| & Ef Port SCANZ2| & EH

@ echo
request

IP Addr: 192.168.1.1

¥ IP Addr : 192.168.1.2

IP Addr : x.x.x.X IP Addr : X.X.X.

IP Addr : 192.168.1.3

tcp 65534

® echo reply

tcp 65535

IPAddr: 192.168.1.254
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IP Spoofing 2=

IP Spoofing2 & Uiz IP 82E £0M CE2 AlAES BAodts 2dLICH IP Spoofing
= Sl 24 A HHIN AMBIA AR SAH(TCP Syn flooding, UDP flooding, ICMP
flooding)2 =8& =5 UA2D, SHUA HHI2 Server A0S HZE H&W CHoA Al
& ZBIE JisE

TCP/IP 42| Protocol F <40l TCP Sequence Number2| M40| =Y LA SOtst
Ct= 24t HostOl Tist 215 Al IP2l AA FA0L2 AIZSICl= A2 0186t TCP Syn
flooding + TCP Sequence Number Guessing + IP Spoofing2 H&S6t =22 & = US
LICt. Sequence Numbers= HZ XI&& Protocol?! TCP ProtocoldlAl & Host 2t2|
Packet 0| &4 80| OIFHZB =X XMIAdHI| I8t LES| Packet HSHELIC.

=4

SAX= ScloIPESR Server2tel S4&I ALOIOI NHEN Sct0IHE
£ 3Z2x BISotAl 2ot & =, Serverl =AH
(=]

=]
= PX Packets ZSE2=ZM AL 0 S40IHEQ H22 IHEGHH Server?t Sl
IP JIgte| o1E8tE MNEdot= MHBIASZ2 01218 IP Spoofing S0l & LICt.

[O8 2-12] Traffic flow when happening IP Spoofing

IP Addr : 192.168.1.13 IP Addr : 192.168.1.1 ol =51 96

X.X.X.Xx2 ACK/SYN
PacketE & &&HLI
Ct.

2. &&= ACK/SYN
PacketOll CHet &
g2 ZACK Packet

X.X.X.XZ SpoofingE IPF= ) Een =
&S AHE0SH0 Target %uljelirfa o
Serverg ItCHsE SYN

Packet &&&LICE.

®OSYN

IP Addr : x.x.X.X

SYN PacketS & &8 HO| 8leE22 =+
&= ACK/SYN PacketS HIDIELICH
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ARP Spoofing =2

ARP2t Layer 2 S#Z0lA M=Z2 IP AddressE Ot= EXI=0l M22 MAC AddressE |
?Iol AtE0dt= Protocol2 32bit IP AddressE 48bit2l Network 7t =2A(MAC Address)
2 HEAIA == Protocol2LICt. Layer 2 E#Z U A= ANZ HUI2te SAE /o A2
IP AddressE S0dil Network HZZ2 AIE5tH TCP/IPHM= oY IPW oY o= MAC
AddressE 0t HZotd Switche= 0l MAC AddressE JIBt22Z oY MAC AddressE
Learningst Interface0il2t Packet= & EotH ELICH Olelgt IP Addresse2t MAC Address
o st = 8= Switchlt JIEF Network &bl ¥ AIEX ZEEOW A ARP Cache Table
Olet= ROl |AXISHA &L

0E =0, PC-A2t PC-BII Sl dtd™ X PC-A0A PC-B2l IP AddressE O|Zdl
ARP RequestE & X NetworkOl ZW1 PC-B= Xt&lel MAC AddressE X &St ARP
Reply PacketE PC-A0IH 2H = AZ2t2] S4I0| 0OIFH XA & LICH

ARP Spoofing 832 =2Z Network(LAN)OIA =2A3X2 MAC AddressE CE &H|<
MAC Address®! 2iXM& =0 22 H4a ZH|S ARP Table 22 Z 2 X56t0 22 & &4
ot Server AOIQ TrafficS AKX XalQl HHIZ RIIAZ = JASLICH A= 23E
Traffice2 26 T 3&, ID/Password 88 S Jliol 32E &ES& £ USLICH
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[2& 2-13] ARP Spoofing £ Al Traffic S8%

Host-A ARP Cache Host-B ARP Cache

IP Addr MAC Address IP Addr MAC Address
192.168.1.1 ¥ool5a— 192.168.1.3 Yool 3b—
XXXx17¢c XXXx17¢c
IP Addr : 192.168.1.3 IP Addr: 192.168.1.1
MAC Addr : xxxx13b MAC Addr : xxxx15a

IP Addr : 192.168.1.13
MAC Addr : xxxx17c

MDS ARP-Table

Port MAC/IP Address

3 Xxxx17¢ 192.168.1.13
1 Xxxx13b 192.168.1.3
5 Xxxx15a 192.168.1.1

DAD =&

DAD(Duplicated Address Detection)et IPv6 S 30UA XASH2Z MH5t= link local =
A =52 Xt 886t IPve =240 CHoll 0 =4AE 0101 AtEdt) A= EHIDF EXot
=X &elot= JIsYLIC IPv6 =AE AMEodtedi= HHIJt AtEdtd= =201 CHol DAD

NS BIAIXIE 2WE 0101 O =42 AMEct] U= FHIJE JACHHE NA GHAINZ SEG6tH,
ORE AtEotd UK = =422 FR0=s SEO0I ASLICH. DAD NS HAIXNE 2%= M
O =20 Uet NA SE= 22 Ztbls IP S22 A0t Y IPve A8 AISE =+
Ul ELICH

DAD 22 UERAZD W 2= IPve =201 CHet DAD NS OIAIXIO CHoHA NA SES

SHOZMN UWERI W 2= FHIS0l IPv6 =4S AIEE = UEE 2SLICH
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2.11.3 MDS X}E Xt 7|5 MF ol

MDS &&& Default2 detect Modell enableT 0! JUSLICH. MDS & & AEl= CONFIG
SE0AM &g = A2H, default &2 ge23~24E Uplink Interface, gel~22E User
Interface2 AIE0I=E 30 USLICH

<0l Xl1> Default Config & MDS && &%F

SG2124G#show running-config
!

service password-encryption

|

ﬂsername root pPassword **xxx*xx*
|

ip domain-Iookup

|

5ridge 1 protocol pvstp

|

épanning—tree mst config

|

ﬁls gos enable

mds enable gel-22 detect > gel-22 & User Interface 2 A& % detect mode enable

mds uplink ge23-24 > ge23-24 & Uplink Interface 2 AA

!

—- O|3t 4=k —

SG2124G#
== Uplink InterfaceZ Default Interfacedt Ottl Ct2 Interfacell o412
ilr—zl. st A2, 1Y InterfaceZ Uplink Interface@ X ®al0OF &tLICH.

347



H2&. AAE 293 MDS

<0X2> MDS £& #3&

- ge24 Interface 2t Uplink Interface2 AtE
- gel-23 InterfaceE User Interface2 AtE
-mds= UE 252 SHGIEE 43
SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#no mds enable gel-22 detect

SG2124G(config)#no mds uplink ge23-24

SG2124G(config)#mds uplink ge24 > ge24 & Uplink Interface 2 A3
SG2124G(conf ig)#mds enable ge1-23 drop = gel-23 & User Interface 2 AX™
SG2124G(conf ig)#end mds drop mode enable

SG2124G#

SG2124G#show running-config

|

éervice password-encryption

|

ﬂsername root pPassword **x*x*xx*
|

ip domain-Iookup

|

bridge 1 protocol pvstp
|

spanning-tree mst config
!

mls gos enable

mds enable ge1-23 drop
mds uplink ge24

|

— olsh Mzf -

SG2124G#
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MDS

2.11.4 MDS #&A|7ZF XIEH Log H 7|

SAXNZ2H DoS, DDoS S2 =dliTrafficOl 245t MDS EnginelilAl RoliTraffice=z &
PNE= il Packet HeaderE =Z45t04 23Xt LGHAS L3, L4 NIREEE &2 & oY
SoliTraffic2tS XICtols B HEHE UsS22 MAHGI0 AAl2e=2 XS6IH, AA2H2S 2
XHEtEl onTrafflc_J NS WSS &5t RoiTrafficel 33 e 52 &g = ASLU
Ch.
s 2ot ZHO 22 SANZRH KoliTraffict E&f TrafficOl SAIN 2dEHesE 32, &
ME Traffic & FoliTrafficrS 8860 XHEH(Smart Protection)ol &4 AHBIA Traffic
2 XHGHA &1 HMGHA SAI4 SLICH
HE S0, AAIPE AIEdte ZEEDL Virus 2Z S22 Cldl BB IPE AtEdte ZHEE
SoliTraffice LMAIZIHAN CIHYWE AtE0tl] UCH, MDS EngineliiA= AA IP=22H
BB IP2 &ot= DoS &A= XHoHKISH AAIPERH Y22 &6t= Traffic2 XtESHA
210 H4& Forwarding&tL|Clh.
MEE 2ot HEHo FR, 28 A2 s SANZRH 28 e K|oliTrafficOl G Ol
A SMOHK] 2= B3R Bo ZHE NUs22 oMot SLICH
MDS & AlIZF XtCh SIEE2 E0IotdM S FHUHE ASoIAAIL.

==L oc s

show mds detect-list llog | oyF1G MAIRE X 2 2oIBHLICH

KeyNO]

0|

=

<0l Hl1> mds detect-list
SG2124G#show mds detect-|ist

KeyNo Phy SourcelP & MAC DestIP

Proto SPort DPort SigName

Packet Action TimeOut

1 3 100.111.1.2 192.168.254.241 TCP Any 445 DoS_Attack 51375 DROP 98
2 310.21.115.200 Any TCP Any 22 Scan_Attack 54290 DROP 174

= KeyNo MDS xt&t 2H BHs

= Phy FoliTrafficOl 24st =2|l& Interface HS

= SourcelP & MAC: %% X IP 2 (Spoofing &2 S& MAC AddressZ HAl)

= DestIP : 58X IP 82 (Flooding, Scans2 dX any& HAl)

* Proto Protocol Type

= Sport : 22Xl Service X E

= Dport SA X Service LE

= SigName et HMEH

= Packet & XI/XEE Packet %=

= Action X/ SE HA

= TimeOut X SHME <IoH Il =2l Al2t
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MDS

<0l X2> mds detect-list A& LK

SG2124G#show mds detect-list log 4

detect code :

4

> Detect-List & KeyNo.

Sig Name : (103)Scan_At tack

from Date : 09/04/15 16:18:28

to Date : 09/04/15 16:18:31 (3 Sec)

Phy. Port No: 3

Source MAC : 0000.0101.0abc

Source IP 1 10.21.115.200

Dest IP : Any

Protocol . TCP

Source Port : Any

Dest Port . 22

Drop Count : 13935
No. SourcelP Dest IP Proto SPort DPort
1 10.21.115.200 10.134.0.200 TCP 1025 22
2 10.21.115.200 10.134.0.199 TCP 1025 22
3 10.21.115.200 10.134.0.198 TCP 1025 22
4 10.21.115.200 10.134.0.197 TCP 1025 22
5 10.21.115.200 10.134.0.196 TCP 1025 22
6 10.21.115.200 10.134.0.195 TCP 1025 22
7 10.21.115.200 10.134.0.194 TCP 1025 22
8 10.21.115.200 10.134.0.193 TCP 1025 22
9 10.21.115.200 10.134.0.192 TCP 1025 22
10 10.21.115.200 10.134.0.191 TCP 1025 22
11 10.21.115.200 10.134.0.190 TCP 1025 22
12 10.21.115.200 10.134.0.189 TCP 1025 22
13 10.21.115.200 10.134.0.188 TCP 1025 22

— O|st M=2F —

SG2124G#

= detect code & Log B1S

= Sig Name

= from Date, to Date:

= Phy. Port No
= Source MAC
= Source IP

» Dest IP

* Protocol

» Source Port

» Dest Port

= Drop Count

0 =
rJ
|

P
H

02
il

J
02

r

ol

Xb MAC Address

0ok 0P 40 y0 2 N
Ny

J
J

pS|
=

A+ IP 2 MAC Address &2
Xl IP 82 (Flooding, Scans
: Protocol Type

: 2 Xl Service Port

: 58Xl Service Port

: EXI/XEE Packet 4=

(e]

30:1

DO OO

HTraffic XFS Al Al2E & STH Al2E
HTrafficOl &aist =2l

dup
dup
dup
dup
dup
dup
dup
dup
dup
dup
dup
dup
dup

Interface H&

£ any2

F

350



H2&. AAE 293 MDS

2.11.5 MDS XItt Log(detect-history) H7|

Qe TrafficOl XSS = O 0/A9] QaiTrafficOl SHAGIN LOB UX A2t 5 MA G YE
SEBO| HSO2 HMELICH NS22 SHME Loge ©X ¥ X EH(detect-history) Log
0l JI= 50, Log (detect-history)2l M2 WS o Mctel SoiTrafficdl 22 ey S8
stolst & USLICH

=& AX(Virus ZAF &

LIS 0A SoliTrafficOl XIESH2 246t et
e el 2ELICH

—
=2 j—
XI&, Windows 29t Update, 2443E At & X

MDS XtEt Log historyE &tolcteid O B UHE MESINAIL.

2380 RE s
show mds detect-history - X history LogE [22 LogFE] =
[desc] olstLICH
show mds detect-history [log - . ol =
TOP Xt history [M®]LogE =l &fLICt.
KeyNO] v LAIF]Log
<0l Ml1> mds detect-history & QI
SG2124G#show mds detect-1ist
KeyNo Phy SourcelP & MAC Dest|P Proto SPort DPort SigName Packet Action
TimeOut
1 3 100.111.1.2 192.168.254.241 TCP Any 445 DoS_Attack 51375 DROP 98
2 3 10.21.115.200 Any TCP Any 22 Scan_Attack 54290 DROP 174
= SegNo : MDS Xttt Log B1S
» Date Time DEE OXHE Al
= Phy : SoliTrafficOl Z4st =22|l& Interface HS
= SourcelP & MAC: &2 X IP A2 (Spoofing 322 MAC AddressZ HEAl)
» DestIP : S8X IP 82 (Flooding, Scans2l &< anyZ HAl)
* Proto : Protocol Type
= Sport : E2 Xl Service Port
= Dport : 58Xl Service Port
= SigName et HMEH
= Packet : & XHE Packet =
= Action B XI/XE SE EA|
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-

<0l XMl2> mds detect-history AIS LIS &ol

SG2124G#show mds detect-history log 4 > Detect-History 2| SeaNo.
detect code : 4

Sig Name : (103)Scan_At tack

from Date : 09/04/15 16:18:28

to Date : 09/04/15 16:23:13 (285 Sec)

Phy. Port No: 3

Source MAC : 0000.0a01.a1b2
Source IP  : 10.21.115.19
Dest IP : Any

Protocol . TCP

Source Port : Any

Dest Port . 25

Drop Count : 1208342

No. SourcelP Dest IP Proto SPort DPort
1 10.21.115.19 10.134.0.200 TCP 1025 25 6 dup
2 10.21.115.19 10.134.0.199 TCP 1025 25 6 dup
3 10.21.115.19 10.134.0.198 TCP 1025 25 6 dup
4 10.21.115.19 10.134.0.197 TCP 1025 25 6 dup
5 10.21.115.19 10.134.0.196 TCP 1025 25 6 dup
6 10.21.115.19 10.134.0.195 TCP 1025 25 6 dup
7 10.21.115.19 10.134.0.194 TCP 1025 25 6 dup
8 10.21.115.19 10.134.0.193 TCP 1025 25 6 dup
9 10.21.115.19 10.134.0.192 TCP 1025 25 6 dup
10 10.21.115.19 10.134.0.191 TCP 1025 25 6 dup

—— 0|5} M2f —

SG2124G#

= detect code : AAIZE Y Log B1S

* Sig Name : XE HMY

= from Date, to Date: RoliTraffic XtE Al A2t L B2 Al2t

= Phy. Port No FoliTrafficOl 2dst Z2|& Interface H1&S

= Source MAC : =22 X MAC Address

= Source IP =2X IP £ MAC Address & &2

= Dest IP SAX IP 88 (Flooding, Scans2 &2 any& EAl)

* Protocol : Protocol Type

= Source Port : &2 X Service Port

= Dest Port : S&X| Service Port

= Drop Count : EX/XEHE Packet %=
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2.11.6 MDS Permit

Switch WY Network?el Traffic & & IP, Service PortZ2 &2Mol= S8 TrafficOl O dH
Mz s Z2R0S XEHoHN 25 48g = ASLICH o™l sF& IP £=
Service PortE LHMGt= SF Trafficel 22 DoS, Flooding 2 32& TrafficOl 450
& XHHSHAl 2 SLIC
£33 TrafficOl CiolA MDS EngineWlAl XEGHA XESE AFotHH O2 BSEHE AMEDH
&AL,
=L RE s
mds permit {any | arp | icmp |
log-server | mac | other | raw |
tcp | tcp-syn | udp}
PORTRANGE {any | SIP | CONEIG MDS EngineWlAl XIEtolXl &2
SIP/mask} {any | DIP | Trafficel REs2 X Y& LICH
DIP/mask } {any | <0-65535>}
[Comment | ratelimit <64-
100000> | vlan VLANID]
mdsv6 permit {any | icmp |
sggT'RAr;gEl{tcpllug?gl CONFIG MDSV6 Engine01I/d TSR 22
any of ose X|mB
SIP/mask} {any | DIP | Trafficl R&= XN E&LIC
DIP/mask } Comment
udp} [SIP | SIP/mask | any} CONFIG Permit OPE lsez *E“é*a* PPS ot
<1-1000> 2 328 LICH (Default: Disable)
_ ARP &XlI Al Sender MACZ 250t
[‘jsdsgerml\;zscelnder'arp CONFIG = J|s22 Sender MAC XIE Al i
enaer_ Ct Et [ =
Sender MAC._Mask | OUI] = MA_C(HIA-I & Xl &= ARP Packet2
Skip &LICH
VNM Server2| IP =4AE 02 X2l&
mds log-server CONFIG LICH

MDS EnginelilAdl permite2 &A&E UWA2

EolotAH s SEUHE AISotEAIL.

242 0f =[S Jls
MDS EngineOllAl XtEoHA REE &&E
h it CONFIG _ =
show mds permi ° Traffic 2% 9 Counter® =OIELICH.
MDS EngineOllAl IPv6 =42 XIHGHAI
show mdsv6 permit CONFIG HEE Zd&E Traffic 58 ¥ CounterE
SOISLITH
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MDS Enginetild Al XtHGHA 2EE d8E UWE=S =J|otdE U3 Y8 UHE ALE06t
&AL,
=L RE s
no mds permit {any | arp |
icmp | log-server | mac | other
ng‘;;R'At;ZLt{CP‘SVI”S"I;le} CONFILG MDS EngineOilAl XICHaIX RE= o
any b= oS = SL 5+
SIP/masky {any | DIP | Traffic R&= =J|stetLIC}.
DIP/mask } {any | <0-65535>}
[vlan VLANID]
no mds permit cpu {icmp | MDS Engine0l Al CPUR S0I2&

igmp | tcp | udp} {any | CONFIG

SIP/Mask} <1-1000> packetel OleIXclE =JIst &LICH

no mdsv6 permit {any | icmp |

mac | raw | tcp | udp} MDS EnginetilAl IPv6 F=AE JIE2
PORTRANGE {any | SIP | CONFIG 2 XHotA ZE=E dHE Traffic &
SIP/mask} {any | DIP | g2 =Dt LIt

DIP/mask %}

no mdsv6 permit {any | icmp |

mac | raw | tcp | udp} CONFIG MDSv6 Enginell M XICtolXl 2=
PORTRANGE {any | SIP/mask} A= Traffic S22 =J|sterL L.

{any | DIP/mask?}

clear mds {all | KeyNo.} TOP

1. WS DNS Server~| 32 2|= DNS Server?t DNS &2
UpdateE <&t S4101 0IFHE [ Flooding 22 EHZ
UpdateE & &S ft 220t A&LUICH 08 82, WS DNS
Server2 26 2M &= DNS Query0l Cioll XICStolXl == &
g &= JSLIOH

=F] 2. MDSEngineGiN SoiTraffico® QIXI5H0! Xek H 20| A4 o]
== SXHZOl MEHHME MDS 02 HMS MAGOST B2 022
o g X %sUCH

3. M XS0 TrafficHl Choll M2l @S HEZ6ted™ O3 =AM
2 MgolAID| ut&LICh.
- show mds detect-list : 02 X2l Trafficel KeyNo. &0l
- mds permit Proto SIP DIP DPORT : 02 &H= M4
- clear mds KeyNo. : Xt&&E = 2H o Al
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<OlKH> =&KX IP 192.168.1.10 Server2| TCP 80 Port0l CH& MDS ¢il2l &&

SG2124G(config)#mds permit tcp any 192.168.1.10 80
SG2124G(conf ig)#end

SG2124G#

SG2124G#show running-config

|

service password-encryption

|

username root password x*xxxx*x
!

ip domain-Ilookup

|

bridge 1 protocol pvstp
|

spanning-tree mst config

!

mls gos enable

mds enable ge1-22 detect

mds uplink ge23-24

mds permit tcp any 192.168.1.10 80
|

—- olat M=f --

SG2124G#
SG2124G#show mds permit

MDS permit information.

Src_Ports

Protocol Source ip/mac Destination ip/mac Dport Vlan Count Comment Rate
tep any 192.168.1.10 80 12542

SG2124G#
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<OlM> SAXl IP 2001::1 Server2| TCP 80 Port0l CH&t MDS 0l2l &&= gel-gel0 &

E0l Hsots O

SG2124G(conf ig)#mdsve permit tcp gel-10 any 2001::1/128 80
SG2124G(conf ig)#end

SG2124G#

SG2124G#show running-config

!

service password-encryption

|

username root password x*xxxx*x
|

ip domain-Ilookup

!

bridge 1 protocol pvstp

|

spanning-tree mst config
|

mls gos enable

mds enable gel1-22 drop
mds uplink ge23-24

mdsvé permit tcp gel-10 any 2001::1/128 80
|
-—- 0|5l M=f —

SG2124G#
SG2124G#show mds permi t
MDS permit information.

Src_Por ts
Protocol Source ip/mac Destination ip/mac Dport Vlan Count Comment Rate
gel-10
tcp  any 2001::1/128 80 0
SG2124G#
1. S8 R TrafficHl ol FolTraffic 02 M2l S=E3tH &
M2 Helg RE9 A0 Y= ZRUSE XHHGHK 2SS
= LICH.
e —
3 2. 02 H™Melg Trafficel 8= MZEZstolAd Z&&0tX 22 MAl
a0

Network®ll Al2tst /g0l 2 = JU2Ll, B st Network?t
S=0l0 AFE0HAIJl dH&HLICH.
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2.11.7 MDS Extended Permit / Deny

EX

Switch LH® Network? Traffic & Source MAC,

Destination MAC, IP, Service Port2 ZM5t= TrafficOl CHGHA MDS
A
o

USLICH

AL 518 £ ASGES LT

& TrafficOl CHol Al MDS EnginelilAl o1& L= XHoI=S £&old8 U35 EE80

SotYAI2.

IP, Service PortOilA SZ&

= x
-/ o
S Soil o[ st

At

i

380 ec Ns

mds extended {deny | permit}
{any | icmp | raw | tcp | udp}

1]

MDS EnginelllAd 5l& L= XHE

{any | SMAC?} {any | SIP} {any | CONFIG o oalo TIX S
| SPOI't} {any I DMAC} {any | Trafficel &2 X &HELICH
DIP} {any | DPort} [Comment]
AAIZE IFEHWHSE0l S&ESte 22 2H
clear mds {all | KeyNo.} TOP 2 s ™IS HH S

MDS EnginelilAl extendedz & & WAS &6t OS TEUHE MESHNAIL
HAHO 2= s
MDS EngineOild Xt&totAl &5 4
show mds extended permit CONFIG & & Traffic 8 ¥ Counterg &0l
g LICt.
MDS EnginelilA o1& £= XHotES d&8E G2 ZJIS6ted™ G2 BEUHE AESH
&AL,
HAHEO Sc s
no mds extended comment CONFIG MDS EnginelilM 31& E= XIHoIES
MSG A8 & Traffic K82 =J|st&LIC.
no mds extended {all | deny |
permit} {any | icmp | raw | tcp
| udp} {any | SMAC} {any | CONFIG MDS EnginelilAd 318 L= XUHGIES
SIP} {any | SPort} {any | H&8E Traffic K82 =J|at&LICh
DMAC?} {any | DIP} {any |
DPort}

357



H2&. AAE 293 MDS

<OlX> ==Xl IP 192.168.1.10 Server2| TCP 80 Port0il CHet MDS 0lel &&.

=2 Xl MAC/IP(0000.0000.0011/192.168.1.5)0lA Z&ct= =& X TCP 80 Port0fl CHoH
MDS XH &3

SG2124G(config)#mds permit tcp any 192.168.1.10 80

SG2124G(conf ig)#mds extended deny tcp 0000.0000.0011 192.168.1.5 any any any 80
SG2124G(conf ig)#end

SG2124G#
SG2124G#show mds extended

MDS extended permit/deny information.

Permit/Deny IP_Protocol Count Comment

Source_MAC Source_IP SPort Destination_MAC Destination_IP DPort
std permit tcp 5642

any any any any 192.168.1.10 80
deny tep 87561

0000.0000.0011 192.168.1.5 any any any 80
SG2124G#

SG2124G#show running-config | include mds

mds enable gel1-22 detect

mds uplink ge23-24

mds permit tcp any 192.168.1.10 80

mds extended deny tcp 0000.0000.0011 192.168.1.5 any any any 80

SG2124G#
1. E& £S89 TrafficOl CHoll SoiTraffic 02 M2 S=256tH &
o0 XM2lE SO ZAQ| LMEE HRAME ISEIK %s
LICt.
2. 019 XM2lg Trafficel RS2 H23I61A AX6HA Lo M
NetworkOfl &12t8 Q&0 2 2 QJUOL|, 2 LR35 Network?t
S25l01 AF26HAID| BHEILICH.
== 3. MDS Engine0ilAl SaiTraffico@ QIXIGH0 Xtet H=o| M4 =
— 0= MDS Extended Permit 8 XS MAGI0E HI2 022 =
&3 N
2Kl LSLIC
4, MW XMSHZ0 TrafficOll CHoll 02 HMS NEEAIHHE OIS = A

2 HEZ0GHAIJ| g LICE,

- show mds detect-list : 02 XMe2l& Traffic2l KeyNo. &9l

- mds extended permit PROTO SMAC SIP SPORT DMAC DIP
DPORT : Extended 02 = M4

- clear mds KeyNo. : Xt&H&E = 2Hl ol Al

2.11.8 Self Loop X}Th

oin
=

WS Network(l 0l Z=ZJF =MotAl Z=Ctd HE Network ZO0IL+ Cable AHEH
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(tet KHAIOI =418 PacketOl CHAL XHAIOIAH =0t2= Loop &0 &aig =~ UsLICH
Oleist HRE =XotI| 2ol Xtalol L 2 PacketOl &I&0F @= SAS ZX6H0 X
ol= J1s0| Self Loop AtE JIsQLICH Self Loop X JlsS 43 ot%d, Xalol e
tH PacketOl &I=ZS0t@E @M InterfaceE Blocking dtJ1 &0l Packetll =ZF==2H
NetworkE CtMGHH 2EE = USLUILCH
Self Loop Xt JIsS &45olHH LS HEOUHE AE6IYAIL,

g3 I s

Interface B19IE XI&SIH Self Loop
mds self-loop-detect IFNAME | CONFIG Ho Jl=s AmEL D,
mds self-loop-detect timeout CONEIG Self Loop XY JI=2l timeout AlZt
<5-300> = SZELIL (&9 1 9)

Self Loop Xt SE&S 0IotHH

Che FE0E ASOIYAR.

==L 2ec s

show mds config TOP mds 48 9= =olgtLt
show mds {detect-list | Top aAIZE XHE S8 Y Xt History
detect-history?} [log no] LogE &folgiLitt.

Self Loop Xt&t

JlsS oHHMotHASE TS BSEUHE AIEoYAIL.

gE0 L s
no mds self-loop-detect CONEIG Interface E9E XI&GIN Self Loop
IFNAME et JIsE oiMELIC
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<0l Ml > Self Loop XE Jls &85t

tol

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#mds self-loop—-detect gel1-22
SG2124G(conf ig)#end

SG2124G#show running-config

!

service password-encryption

!

username root password x*xxxx*x

|

ip domain-Ilookup

|

bridge 1 protocol pvstp

|

spanning-tree mst config

|

mls gos enable

mds enable ge1-22 detect
mds uplink ge23-24

mds self-loop-detect gel-22
!

—- olat M2 —-

SG2124G#
SG2124G#show mds detect-|ist

KeyNo Phy SourcelP & MAC DestIP Proto SPort DPort SigName Packet Action TimeOut

6 9 Any Any NONE Self_Loop 3 DROP 8

1. STPZ2 self-loop-detect JIs2 SAI0l AEote Z2, self-
loop-detect® range XI& Al BPDUE & &6t= Uplink
Interface= M 2I3HAID| HEELICH.

STPE enableSt MEHUI A self-loop-detect J|S2 gel-24
InterfaceZ XI&&IH &H, BPDUJF &&= Uplink interface
Jt self-loop-detectil Al & XtEHE O STPIL B4 SXGHAl &

S &+ USLICL

i ]
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2.11.9 ARP Spoofing X}Et

ARPgt Layer 2 #Z0M A=zl IP Addressft2 Ot= #XI=0l MZ2 MAC AddressE &

Jl 2o AtZ3dt= ProtocolOIH, ARP Spoofing =22 Local NetworkOlAl At&E3dt= ARP

Protocol2 G1&Z2 0I5t Xtal2] MAC (Media Access Control) F=AE 2 A EEHS

MACO! AHE =0 28 U4 ZREY Server L= Gateway AL0|2 Traffice =2 A At
(o)

Aol ZFRHZ L3I0t Password 2 S SE& & Sg = UAs 3ALEUL

|-[I
i
Jon

ARP Spoofings 2 Xlot)| 2o MDS Enginellld= ARP PacketS 2 XIct0{ ARP Table
ot ALHAN S=E ARP Tabledt THE ARP PacketO| Z#dol= &2 iPEP
]

OI

O_|

tXI
F

AH
S

U

A&LICH. ARP Spoofing Xt JIs2 &43 otH, LAN 8&
4$01|C 22 X2l Spoofing=l ARP Packet2tS r%rm LA =
able2 MASSIH AEX BFE= 4 ARP Tableg MS= 6+E§ S&eLIC,

a
Ui

Il
0

>
—|F°T"hl

RP

2.2 Interfacedt 1JH2 IPE
£ MEdte Z2 SwitchtilM=
-S ooﬂngoi XEE o EF
% < AZ | OSO1IH—

st
=

Wi (AppleAtel DH2IEAI)S PCE &XIE 0l 9
M

IPOI SAIH & JH& MACO| 2KI&2
X-”_T’_ﬁl.i j|%§ }\|.9ol- A O-IL A O| gt AH SH
ol 32 2.24 Interface & stX& 2| interfacelt A 0

= ARP TabletilAl S8 MACH CHol Al Owner IPJ} M'EXI 04$% S0l = XSt
280t & HOUA HSote JIsE AIEEY = AsLILh

O

F
Il
0
[

OHZ‘_lQ%O?J

_IHUHJQI'_
M0 o oo o

JWQF@%EZJI[H

ARP Spoofing Xttt J|sS

o

datoltdd s BE0HE AIZEotEAI2.

=E=10 oo s
d fing {detect | Interface 292 X X550/ ARP
mds arp-spoofing {detec
CONFIG Spoofing Xt& JlS(detect, drop X
drop} PORTRANGE HD)O M9is i ( b

Interface 8 ?IE XI&E0ot0 ARP
CONFIG Spoofing Xt Jls(drop)S &8
LIC

mds arp-spoofing-detect
PORTRANGE

ARP Spoofing2 2 xItold| &l £
A L= XA MAC AddressoOll CHal
ARP-Table0ll Owner2l IPJI ZMaol=

mds arp-spoofing-mac-safe
{MAC_Addr Wildcard | any | | CONFIG

i OUI
out oL XZ s O 21510 XHEHEHLICH,
mds arp-table MAC_Addr mds arp-tableS StaticezZ & & &L
- FI
IP_Addr CONFIG Ct.
mds arp-spoofing-permit- CIRDZEWE Edll ol Xl L2 IP
NFI _
mask <1-24> CONFIG el tHE s XHeELICh
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ARP Spoofing Xt& & 2 mds arp-table2 &0I5tddH OUS TEUHE MESIHAAIL.

=L Lo s

show mds config TOP mds &3 WIS =QIgLIC
show mds {detect-list | TOP AAIZE XS & Y X History
detect-history?} [log no] LogE &folgiLitt.

show mds arp-table [all | TOP mds arp-table2 = 0I&LIC.

dynamic | nms | static]

arp-spoofing-mac-safe2 & & U

A= =ZelgLth

show mds arp-spoofing-mac- CONFIG
safe

ARP Spoofing XtH JIsS diMoted® UsS BEUHE ASotE AL,

o0 2ec s
clear mds arp-table TOP mds arp-table2 =DJ|3}&LICt.
no mds arp-spoofing-detect CONFIG Interface &®IE X &St ARP
IFNAME Spoofing Xt JIs2 ol MIELICEH
no mds arp-table MAC_Addr CONFIG Static2z XI&&E mds arp-tablesS
IP_Addr APHIELICE.
no mds arp-spoofln.g-mac- arp-spoofing-mac-safe2 & U
safe {MAC_Addr Wildcard | CONFIG - -
. A= ArMIELICH
any | oui OUI}
1. MDS Engineflld SdliTraffice® QIXIot0 Xttt 0| MY &
0l= MDS Extended Permit &2 MH5I0HE BIZ M2 H
Z5 X Z&LICh
2. 8T XH=0l TrafficOl CHoll OlQl E@H= HEoIAIHAH O3 =
NZ HEZGHAID| BFELICH
- show mds detect-list : 02 Xeclg Trafficel KeyNo. &0l
— - mds extended permit PROTO SMAC SIP SPORT DMAC
== DIP DPORT : Extended 0l2 H= A4
E TN - clear mds KeyNo. : XtSH&E 214 off Al
3. S& |82 Trafficll ol *oiTraffic 02l HMelg S=otH =
e Meld' REol 340 YME=E ZRUS XHHGHK ZS

LICF.

4. Extended Permit / Deny Traffic?l Ra2 M E3toiM &&0HA &
o0 MM NetworkOl &=st &0 2 = UL, B st
Network2t S=36t04 AFESHAID| HFEELICH.
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<Ol X> ARP Spoofing Jls &43

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#mds arp-spoofing detect gel-20
SG2124G(conf ig)#mds arp-spoof ing-mac-safe any
SG2124G(conf ig)#end

SG2124G#show running-config

|

service password-encryption

|

username root password x*xxxx*x

!

ip domain-lookup

!

bridge 1 protocol pvstp

!

spanning-tree mst config

|

mls gos enable

mds enable ge1-20 detect

mds uplink ge21-24

mds arp-spoofing detect gel-20

mds arp-spoof ing—-mac-safe any

!

-- 0|5} M=f —

SG2124G#
SG2124G#show mds detect-|ist

KeyNo Phy SourcelP & MAC DestIP Proto SPort DPort SigName
Packet Action TimeOut

7 30017.42ab.0001 =192.168.50.5  NONE ARP_Spoofing 17 DROP 180

SG2124G#show mds arp-table

No MAC Address IP Address GW Port=Lock VLAN tag Static LastSEC
1 001a.f400.0004 192.168.50.2 * 1 Local 0
2 0017.42ab.0001 192.168.50.5 3 1 101
3 0017.4241.010a 192.168.50.200 11 1 115
4 00e0.ed0a.3aba 192.168.50.254 23 1 224
SG2124G#
SG2124G#clear mds arp-table
SG2124G#
SG2124G#show mds arp-table
No MAC Address IP Address GW Port=Lock VLAN tag Static LastSEC
SG2124G#
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2.11.10 ICMP Redirect X}t

ICMP(Internet Control Message Protocol)= Network Error MessageE & &0HILE
Network SE& SHIGHJ| I8t ProtocolOlXIBH E0otH HUst 220 JUSH HEFC FH
& 0l ICMP Redirect Message2 L|Ct. ICMP Redirect Message= otL+2l NetworkOll 014
JH2l Routerdt =M [, HostOlHl &&EZH U=z GatewayOllAd EE A0 CHol A= Ct
E HZE ME0IEE HostOlHl Routing Tableg2 HZEGIEE 2Ldxz= 9EgS ELICL
ICMP Redirect MessageE =+4l8t Host= AH4l2| Routing Tables HZGHH, 0l & S&
HOZ ML= EfEH2 HBE X4l2 Routing TableES &0t £416

HE S0 0™ Hostdl Gateway2 IPZ =&KX Hostll ICMP Redirect MessageE 22U
£ HZEGEE otH oY Host= Gateway=2H =#&IE ICMP Redirect Message

2 QIAIGID XHAI9| Routing TableS HAELICH OIEH S&6t)| RHAE HAl IPE =
2 = 2EES AEdloF ool HEd F=2 WS Network UIE0A ol

22 Application2l 2< ICMP Redirecte] E&= 0I26t0 IP AFZ A0 OHet XtHEH A
&, WEBHIAIXI &€& S22 0l80tH, 0ld A0 = SIP + ICMP Protocol& MDS Permit
HHM S=56t0 ol Application0| XSS X (=S AFE £ USLICH

[2& 2-14] ICMP Redirect Attack S%

intarnet

&§—

Target

O 2ubxol Alef (XAt AkEf)
® AttackerZ5E{ ICMP Redirect Message
(Targetoll = Routing Tableo| F7}&)
© A= Routing 22 Qs @ Ezf=o| AttackZ &2l
O TAE O EfEHE Routerz2 Sl
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ICMP Redirect Xt JlsS 2435t H OS BEUHE MEIINAIL.
= RE s
ICMP Redirect JIs2 &4d3t&tLICt
mds icmp-redirect CONFIG =
(Default)
ICMP Redirect XICt DlsS &0lolali™ S HHOUHE AISolIAAIL
HAHN I s
show mds {detect-list | ToP aAIZ2E XHE S8 Y X History
detect-history} [log no] LogE &tQlgrL|Ct.
ICMP Redirect Xttt J|s2S HHIGHE Y OIS BEUHE AMESIYAIR.
= RE s
. . ICMP Redirect JIs2 HIZ43&L
no mds icmp-redirect CONFIG o

o5 Application® 2 ICMP Redirectel SRS 0/25t0 IP AFE X
Ol CHet XA HAX, WEBHAIX 22 S22 0l20l0, 0ol &=L
Ol= SIP + ICMP Protocol2 MDS Permit A0 S=56t0d ol

Application0l XIEHEIXl 2E= XS 2 USLICH

i ]
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<Ol Ml> icmp redirect Xt&HE A & HIZ2AS
SG2124G#show mds detect-|ist

KeyNo Phy SourcelP & MAC DestIP Proto SPort DPort SigName Packet Action TimeOut

3 2 192.168.11.1 192.168.11.10  ICMP |CMP_Redir_Attac 40 DROP 179

SG2124G#show mds detect-1ist log 3
detect code : 3

Sig Name : (351) ICMP_Redir_Attack
from Date : 10/12/06 21:39:56

to Date : 10/12/06 21:40:00 (4 Sec)
Phy. Port No: 2

Source MAC : 0017.4293.0ea5

Source IP @ 192.168.11.1

Dest IP © 192.168.11.10

Protocol . |CMP

Drop Count : 40

No. SourcelP Dest|P Proto SPort DPort

1 192.168.11.50 192.168.11.20 | CMP
2 192.168.11.50 192.168.11.20 | CMP
3 192.168.11.50 192.168.11.20 | CMP
4 192.168.11.50 192.168.11.20 | CMP
5 192.168.11.50 192.168.11.20 | CMP
6 192.168.11.50 192.168.11.20 | CMP
7 192.168.11.50 192.168.11.20 | CMP
—- olah Mzf —-
SG2124G#

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#no mds icmp-redirect

SG2124G(conf ig)#end

SG2124G#show running-config | inc mds

mds enable gel1-22 drop

mds uplink ge23-24

no mds icmp-redirect

SG2124G#
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2.11.11 IF-PKT-Loss ElX|

Interface 8&0| 22T Packet &/=4101 SHIJI ZMsl= &H
otz ©OIst Packet Loss S0| Zast ZL Interface &EHIE #0156

= USLICEH BHXICH mds if-pkt-loss JIs2 AlE36tH Interfacelil A

SO0l CHolAd MDS AIXOIAM ZAIGHH B2 H =ole &~ USLICH

= PKT_Errors

Cable WXl % & 22t2 & ofioF Ll

= PKT_Collisions

: CABLES| Noisell 2t2H& A0l 2o ArCHEND
Packet® ChecksumO| €2 232 &2z

: =2 10M-Half2 HAZ & Interfacelild 244

= JoI=s2 &=
SO0L0F &EHE =olg
ScFCZ LME 2

otH, &CHetntel

Speed L= Duplex &&0| Ct2H &80 Packetl &&/4
ol

S=0 2et LFE Eots JIsL2 $He 8= =

off OF & LICH.

IF-PKT-Loss J|ls2 243lotdH O3 HEUHE ASSHYAIL.
==L 2ec s
mds if-pkt-loss . o= =

CONFIG if-pkt-loss Jls= &3t
[PORTRANGE] P =
if-pkt- Packet Loss J|=& 2 &&ELIC.

mds if-pkt-loss threshold CONFIG | | C
<1-1000> (pkts/10 s)

IF-PKT-Loss JIsS &0loldd™ S BHAUHE AIEoIY AL,
g3 BE s
show mds {detect-list | TOP aAIZE XHE S8 Y XtE History
detect-history} [log no] LogE =folgfLItt.

IF-PKT-Loss JIsS diMoted® TS SEHE AMESHHAIL.

HAHEO 2= Jls

no mds if-pkt-loss . = ==
f-pkt-loss JIs= HIg4dst&LIC

[PORTRANGE] CONFIG if-p | I StefLICH

no mds if-pkt-loss threshold CONFIG Packet Loss J|&& = =J|3t&LIC

for

<Ol M > if-pkt-loss JIs &4
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SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SG2124G(config)#mds if-pkt-loss gel-22

SG2124G(config)#mds if-pkt-loss threshold 100

SG2124G(conf ig)#end

SG2124G#show running-config | inc mds

mds enable ge1-22 drop

mds uplink ge23-24

mds if-pkt-loss gel1-22

mds if-pkt-loss threshold 10

SG2124G#

SG2124G#show mds detect-|ist > Interface Status ol CollisionO| &Mt A<

KeyNo Phy SourcelP & MAC DestIP Proto SPort DPort SigName Packet Action TimeOut
1 1 Any Any NONE PKT_Col l'isions 160

SG2124G#

SG2124G#show mds detect-list > Interface Statusoll CRC Error 7} &Mt A<

KeyNo Phy SourcelP & MAC DestIP Proto SPort DPort SigName Packet Action TimeOut
3 3 Any Any NONE PKT_Errors 156

SG2124G#
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2.11.12 MAC Flooding X}Ett

A91E 529 22 ZRE OIHY YAS ASos 3P LSS Emo LM o IS
HPE Sniffing B 4 YSSO SHES HZokI) s ARAXMAE MAC Address B2
S HESI0 DHSS MBI JISS ABD AN, AAXN HEE > U= 22N
o] Meo2 ASIKIOICH HE Jbse ZH MAC Addressdt RIste & %0 81204, Of
B HoEES 0180 ALIBOI IHSOIES ob= 22 E0| MAC Flooding 221@LICH

MAC Flooding =22 32 Hostlid HZXE MAC Address 2 E ZMot S3

Interface0il =& Jf Ol&2 Hostdl HALN UesE A2 2BO0IE=E ot 2Z22g, #2

AZE LHOI THEel 2AEE MAC AddressE £3& InterfacetilAl ZHMAIIIEH AXI= MAC
X C

Address Table0ll 21X & MAC AddressE M&EE = U= ZHUXMNK HES

AXNANM=E 2= Data TrafficOl &l InterfaceZ FloodingTl O H&tOl AEHHIM 2t
o™ E Sniffings S8t el 382 KE0| Jisol2z ALE slBEZ2 4= HERAS
Packet Sniffing2l Ot SLS FHERS WERD |0l =THotAH &LICH

ALXINME Ofchiet 22 220 & InterfaceZ Packet Flooding0l &A46HH & LICH

1) MAC Address TableO| &t&35| 00 A0 MAC Address Table2 Soll XNI&E 22t &

= &%
2) 222 Sdl MAC Address Table0Ol IS Xl He E=R
3) Zlge 5&X MAC Address)t MAC Address Tablelll 8l 22U g E=2
4) BUWHLOX o= ZYYel =&KX MAC Address)t Broadcast MAC Address?l &<

MAC Flooding 22& £3& Hostot tH&2| Hx& MAC AddressE #4802 2 0| Xttt
2 US

E
-/ o
Jl flolMeE S 22 YEE MEE =

-

1) Interface2 & AlE5t= MAC Address& &3 (2.10.4 Port Security &X)
2) Interfaceg2 2 &8 % U= Z O MAC Address2 +=E HI§(2.10.3 Interfaceg &

=X & HE #EX)
3) MDS dlxg S8 MAC Flooding 22 Xt

MDSH &£ E8 MAC Flooding
o

0H
i)
mlo
0%
ol
>
(%
%
x
rir
=
>
0
>
Q
Q
)
D
)]
]
o
>
=
x 4>
lo
ﬁ
k>

AR = SHXE £8otd, £8= AM2Y 3lES2 MAC Address CountE & &G0,
Ol 7 &0l ek MAC LearningS oI E6tEHA AIEXS S4&I Z0HE zA3skotd AIAES ot
ZdsS 2EH0IH, 22X0AH S HEAHESZ MACEAIL S50 ASS SKotAH SL

MDS Mac-flooding0O| enable@ Interface= CPU MAC Learning ModeZ HZEH AN FDB
£ ZJIsteLICt. Ol MDSJt EnableklX| 2= Interface= Mac-flooding Jls& & &0
& MAC Learning Mode2 CPU MAC Learning2 & & HMZ= S&GHA Z2SLICH
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MDS Mac-flooding2 enable &)1 fdiMdeE HAH AfX2 MAC Table®l MEE
maximum 22 &3&6H0F otH, maximum gt &3S MG fdid= HH Mac-
flooding J|Ss= DisabledlOl&lLICt. 25 &80 &=& = MAC CounterJt Min gtlll &
gotdl =¥ mac-flooding 8322 QIAIGHH mds detect-listlil 2t& LogE HAISHH &
0, MIN g2 490 M mac-flooding 2201 X2 B2 PER_MACHA &A&S MAC
Address Ji==2t2 =Y MAC Learning0l Z/0{ Z=1tE MAC Address= At= HIDJI=LICH
0l M Interface MAC Counter= MAX 2t= =& £ QI9M, JIs0l 43 Interface
2| MAC Counter?| &Hle &M maximum 22 =g = ASLICH

ol

P

22| XL AMEE = U= MAC Address?l B2 Trustz SEE £ U220, S5 MAC
Address= MAC LearningOl M&t= Xl &=UICH &M Trust2 1A= MAC Address &2
£ E0I5tH MDS AIXOM MAC Address StSS Soll QLA S FARHCZ AMABEN XS
o2 NS = ULt THE MAC Address & E(Dynamic)?
Address(Static)2 2% EAISH, Dynamic Trust MAC Address?|
Solil AN = UASLICH (M2 28t AlE 550 Trust2 21AE Dynamic MAC
Address?! Z< Reboot U & HMOHEX HSLICH)

i
=
o
oln
J
ror
=
>
(@)

MAC Flooding Xttt JisS Zd3atold® US BEUHE ASotE AL,

2380 Lo s
- i i Z|Ii Learning Jts8t MAC =49

mds mac-flooding maximum CONFIG | " g
<1-32768> = AEgLId.

_ MAC Flooding2 2 ¢lAl5t= MIN gt
mds mac-flooding enable B AHUEE MAC 2t & =% 20 o
PORTRANGE <MIN_VALUE> CONFIG = Jl=st MAC =40 S AXsH
<MAX_VALUE> <PER_MAC> o
mds mac-flooding trust AEE = Ase MACELE SE0t0
{IFNAME | any} CONFIG MAC Learning0ll Mg&t= okl &ZsU
MAC _Address Wildcard Ct.

==L BE s
show mds config TOP mds &3 WIS =0eIgrLILC
show mds {detect-list | TOP alAIZE XHE S8 Y XIS History
detect-history} [log no] LogE =folgfLitt.

. &3 & mac-flooding trust MAC gt2
show mds mac-flooding-trust | TOP sro1sL Ol
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MAC Flooding Xt Jls= oMot S S SE0HE AIEGHY A L.

ol

=L RE s

- ing- mac-flooding JIS0l A oS PortH
clear mds mac-flooding-trust CONFIG i ! g 0
dynamic AE M2 LICH
no mds mac-flooding enable CONFIG mac-flooding JISs0lA oiE Port®
PORTRANGE fIE Mg L.

- i U2 SEY = U= MAC =2 sS

no mds mac-flooding CONFIG s
maximum off Al & LICt.

no mds mac-flooding trust
{IFNAME | any} CONFIG
MAC_Address Wildcard

SE=& trust MAC FAgS &

>

[&Ll

[m)

1. MDS mac-flooding J|s2 dotlx-port-contol It 20| AIERE

= AsLICh

i ]

2. MDS mac-flooding 7152 max-macs Jlsit 20| AtE
i LI

o
I

<0l X> MAC Flooding Xt Jls 43t

tol

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#

SG2124G(conf ig)#mds mac—flooding maximum 20000
SG2124G(conf ig)#mds mac-flooding enable ge1-22 500 700 10
SG2124G(conf ig)#mds mac—flooding trust any 0017.4293.0eab
SG2124G(conf ig)#end

SG2124G#

SG2124G#show running-config | inc mds

mds enable gel1-22 drop

mds uplink ge23-24

mds mac—flooding maximum 20000

mds mac—flooding enable ge1-22 500 700 10

mds mac—flooding trust any 0017.4293.0ea5

SG2124G#

SG2124G#show mds mac-flooding-trust

No Trust MAC Port Remark Last Date

1 0017.4293.0eab 2 Static

2 0011.a968.a0c4 5 Dynamic 2010/12/06 22:05:26
3 0011.a968.a18¢c 7 Dynamic 2010/12/06 22:05:26
SG2124G#

SG2124G#show mds detect-|ist
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KeyNo Phy SourcelP & MAC DestIP

Proto SPort DPort SigName

Packet Action TimeQut

4

2 Any

SG2124G#
SG2124G#show mds detect-list log 4

detect code

Sig Name

from
to

Date
Date

S 4

: (11)MAC_Flooding

Any

: 10/12/06 21:56:55

: 10/12/06 22:06:30 (575 Sec)

Phy. Port No: 2

No.

Attack MAC

o

NONE

O NO O wWwN =

©

10
11
12
13
14
15

- o|staat -

0017.
0017.
0017.
0017.
0017.
0017.
0017.
0017.
0017.
0017.
0017.
0017.
0017.
0017.
0017.

SG2124G#

27ba.
8ar2.
.b81a
.e005
9dde.
02e0.
.7a16
.bbe4d
e25¢c.
57fb.
7d45.
6712.
3419,
8c84 .
68f3.

efci
5f1f

c33f
8995

fOfe
1ea7

bc04
c27f

94e7
9038
9482
7493
a00e
091a
2bec

O OO OO OO OO ODODO OO o
Coooo0O0O0O0O0O0O0O0 00O
CoooO0O0O0OO0OO0OO0 OO OO
Coocoo0O0O0OO0O0OO0 OO OO

MAC_F looding

1091919 DROP

59
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2.11.13 MDS Web-Alert

MDS Q&0 2foff =oi EcHE L0l ZXE ASKOA 22l S2 801 ALE Xt
Internettil 8= AEote 3R RHENEO LM HHS 206N BIOIHASS 2E

GRS A&5 DIONE & UTE ® SHRWE S IO AT JSULICH

MDS Web-Alert JIs& AME&06tJ] flolAM= Web PageE Redirectg Server2 IP2}
Service PortE MDS0| &&& = Redirect & Domain2 S0t AIEE = USLICH

=]

[1& 2-15] MDS Web-Alert &% &Zl

Alert Server

www.google.com Netwlo‘rk

(6]

User PC

O AZXF PCOIA HIOIZIALE DIEF KIS QloH SoHECHE 2

® MDS AN 2ol RoiEez A 2K

© MDS X2 SMENT0| 2X= PCS DNS SHS 2K = Alert AHZ
Redirect

O AMEX PC= Web Browsers Edll & Sitel &%0td & M Alert Servers
3%

O Alert Server= &L Ues HIDES TAl

O AMEZX PC= Alert Server252H B2 2IEE &0l

AMNEX PCOHIA BIOIHAALE JIEF 2122 Ql5 SoHENE 0] M50 MDSAT A KHE
oz AdXeE 22, MDS dXIAM= 2XE PCEERE Web BrowserE Soll Internet=2
AME3dH & I Z2MT = DNS Query =& AHE 2R3t Alert AHZE HY WIS
Redirectstd Alert MH O HA&FT 0 Jqs ZLNEZ2 ZAISHH ELICH Alert AHZEH H1D
S 22 AKX PCHAM=E Z0EE &0t & Web BrowserE MM Jtsot0d Ha&HAQI
Internet2 A2 = USLILCHL

MDS Web-Alert JIsS &Z&0t0d AIEX0AH ZLEE 20| AdihMs UGS €2 W

=
= & &olloF ELICH

0K
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mds web-alert enable {alert-per-attack | alert-per-day} IP_Addr
SVC_Port

i

alert-per : 320 ZM& [0ICH(attack) / oIF0 SHO HANES BEHFEE 48
(Mek Al alert-per- day§ HdAE)

IP_Addr : 21 Web PageE 20HE MHE && (MBI 8l= &2 Localhost&
A A &) SVC_Port U4l ko/en/jp/auto S HHE &F)

SVC_Port : M2l Service Port &4 (0IX&EAl 812 A& &%)
web-alert &4 Al J|Z=0 domain-match 80| gl= 32 www.*2Z &3F
T S&E, A0 239 Defaults AutoZ EFEM, Ollls MEX2 Web
Browser2| 88& HHE Xs THE,

mds web-alert domain-match DOMAIN

DNSE Match& Domain AddressE X|&80l= Y32z *'= ottt AIEE = UASLICH
Domain2 X &8s 32 WEHC=Z S&HGIEH www.*2 NIs22 A HELC
Domainlil= * S£= http:// o 22 Protocol H2 AIEE = SisLIC

mds web-alert {test-mac MAC_Addr | test-ip IP_Addr}

HAOES &5 02E HAEGSH st 82z AT running-configll=s X 220,
S0 2XNEZX LOtE AISKUHAH RS 20HF0H, dRES BOHE 050 o 0l4
HHO0| S0t LSLICH (MAC/IP 232 Attacker2l TypeOl SH EFELICH

mds web-alert except-port PORTRANGE

A0E

()]
o

BHF=X &L= InterfaceE &AELICH

00

Web-AlertS & & st

mds web-alert attacker {src-mac | src-ip}

src-mac : DefaultOI22Z running-config®il HEAIE Xl &£&LICH

src-ip . OofEtOl L3 EHIDF HZ2E B9 £FotH, s34 IPJ 22 IP2 M
& Ll Mefol el

SUI| fIo 22IEQ src-mac / src-ip SE22 S 2AE2 =2 ‘Install
I, TestE <ol SE8 MAC / IP2l &S Service PortJ} AMetE LI,

@)
A
HU
ke MO
>
o]

374


http://www.*/
http://www.*/

H2&. AAE 293 MDS

Alert Type AR B2/ TestE <ol =ItE g=0elX &L
Alert Starting Time : 2clE AI&S AlZ2H0l JISE L

show mds web-alert domain-list

Web Alert : 48 & Domain2 Sdli Web PageJt Redirect® Counter
DNS Redirect : &&= DomainS Sol DNS QueryJt 2&E Counter

Web-Alert JIs= gd3atotd® S SE0HE MEOIAL.

g3 I s

- - 33 ZM A AL EFRIIES &8
mds web-alert attacker {src CONFIG =
ip | src-mac} g LICt. (Default: src-mac)
mds web-alert domain- CONFIG DNSZ matchg Domain AddressE
match DOMAIN X & &LICt.

mds web-alert enable {alert-

per-attack | alert-per-day | Web-Alert Jl=<S & X3 T

IP_Addr <1-65535> | CONFIG (Default: alert-per-day)
localhost [auto | en | ja uit: P Y
|ko]}
- - ZUEE B0FA %S InterfaceE
mds web-alert except-port CONFIG J_=
PORTRANGE S FBLIC.
mds web-alert {test-ip DOl YT Test B 4 U
IP_Addr | test-mac CONFIG o
£ g3gLI0
MAC_Addr} 1P/ MAC o
mds update web-alert
{IP_Addr | IPv6_Addr} CONFIG FTPE S0oll MDS Web-alert HIOIXIE
FILENAME ID PASSWD [port A= SLICH (Max : 32Kbyte)

PORT_Num]

Web-Alert J|sS &0otdd® O3S BEUHE AIESHAAIL.

==L BE s
show mds {detect-list | TOP aAl2H XHE S8 Y XE History Log
detect-history} [log no] £ stolgiLl L.

_ ) ZUAEE EUI| <ol &22=¢el
show mds web-alert list {list

d in-list CONFIG MAC/IP &= XI&E Domain S22
| domain-list} ol |l
show mds web-alert flash TOP HTML 22 2E40AH 20 SLICH
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Web-Alert Xt&t Jls2 oAIGHHH 2 S8 HE AISOHAYAIL.
FEO 2c s
AOES BUD| ol 2elsel
| -al TOP o
clear mds web-alert (0] MAC/IPZ XJ|3+&LICH
q b-alert attack CONFIG 234 2F| Default2 =DJ|3}
no mds web-alert attacker & LICt. (Default: src-mac)
no mds web-alert domain- CONFIG SAFE Domain 82 AFHMIEHLICEH
match [DOMAIN] (Domain 0| XI&EAl 25 4AHHI)
no mds web-alert enable CONFIG Web-Alert Jls= Hl&4dst&LICt.
no mds web-alert except- CONFIG Z0Eg B0FX %£E2 Interface
port PORTRANGE HdAEES x=D|3ELICT
F;I’D”ijs dgelb;:'sif;gt:“"p CONFIG HDHO| MAOIK Test & & U=
[MZC Addr]} AAHE IP/ MACE2 =DI|3t&tLICH
remove mds web-alert flash TOP Sl NS html BIES XiAot
0 default 232 =DJ|st&LICt.

1. MDS Enginelild XtHE SoliTraffic & self-loop2 A& WA
2 Web-AlertOfl si& =Xl 2£SLICH

2. OfH0l NATE AIS

t

[o]]]

Lt L3 &8I0t Xl &<, attacker

i ]

src-ip Z$AES HEEL l].

AMEX PCOHIM Z1&0l Popup&E = Web Browser2l DNS
Cachez QI S& X Domainlll AIZECZ HX0| HX 2&=
Z< Web BrowserE I & &oior & S&ELICH

MDS Enginedil M TCP/UDP 53(DNS) Service Port £= TCP

Any = TCP 80 Service PortJl Xt 220 = Web-Alert

JIs0l B SHGHA 22 = USLICHL

ARP-Spoofing2 2 Xt&E LHEE Web-Alert J1s0] 84 S&
OtAl %22 = USLICH
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<0l M > Web-Alert Jls &3

SG2124G(conf ig)#mds web-alert enable 192.168.100.2

SG2124G(conf ig)#show running-config | include web-alert

mds web-alert enable alert-per—day 192.168.100.2 81 find-url| www.*
SG2124G(conf ig) #mds web-alert test-mac 0000.0011.0011
SG2124G( conf ig) #end

SG2124G#

SG2124G#show mds web-alert |ist

Port MAC-Address |[P-Address Install AlertType Alert Starting Time

= 0000.0011.0011 - OK Test Fri Jun 25 23:35:43 2010
fe3 0000.4241.0089 - 0K Attacker Fri Jun 25 23:35:59 2010
SG2124G#

SG2124G#show mds web-alert domain-1list

Web Alert DNS Redirect Domain Name

0 0 WWw . *
SG2124G#
SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#no mds web-alert enable
SG2124G(conf ig) #mds web-alert domain-match www.naver .*
SG2124G(conf ig)#mds web-alert enable localhost
SG2124G(config)#show running—-config | include web-alert
mds web-alert enable alert-per-day localhost auto

mds web-alert domain-match www.naver.*
SG2124G(conf ig) #mds web-alert test-mac 0000.0011.0011
SG2124G(conf ig)#end

SG2124G#

SG2124G#show mds web-alert |ist

Port MAC-Address |[P-Address Install AlertType Alert Starting Time

= 0000.0011.0011 - 0K Test Fri Jun 25 23:29:42 2010
fe3 0000.4241.0089 - 0K Attacker Fri Jun 25 23:31:02 2010
SG2124G#

SG2124G#show mds web-alert domain-1|ist

Web Alert DNS Redirect Domain Name

0 0 WWW.naver . *
SG2124G#
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[

¢ SAR? | VIPM Alam

J8 2-16] MDS Web-Alert % % IE 3%

M 002198. UBYABL

=

AEng

TP ARERAIE HECLUISEHND Tl S8 ER e M ns W30] B ST AaLich

HE FARER HUSWE AT R ZFHL Windows Palchs THAD] dEHLCE u

A SNy ~ Proto Fort Counts Action

loday (%55 16 ARP_AllaCK ARP Ay 1 Dop
loday (5732 | ARP_Allack ARP | Any L
A2 ARP . Atlack ARP | Anv 0. Dwe
] AEP_oack. ARE | Any 1 Dwe
A | ARP_aftack el Any 49 Crop
Z02/0709 AP _attack ARP Any o Crop
2012/07/09 ARP_attack ARP ADY 69 Ceap

UHES HIME AMEE 2% 5hE & USUCH
L To|UnaE WY OE AAE B op 4E51IH FAR

Copyiighi{c) 2008~2012 HANDREAMNET All Rights Ressrved

BEY | ¥8 95 &3 %~ waoo% v ||
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2.11.14 IPv6 DAD Attack X}ct

DAD 322 linklocal IPv6 =2 =2 global IPv6 =240} € HL 282 O ==& IP
JF EMat=Xl 2015t fdll 2= NS HIAIXIO CHoll 22 XJF AHAIOl AFE6tk=E IP =4
Ol XY NAE BHO=ZMN IP =45 MESE £ SUEE tE= 33U
HES3A WH DAD 2 XA U2 B PC2l IPv6 F=AE HZAGIHLE MAIE 3tH IPv6
Jb IP S =4 EH(Tentative)Oll it IPE AIEE 2= g ELICH
DAD 22 Xt JsE &4d5oleddH S HEUHE AMEota AL,
=E=10! oc s
mds DAD &2 XY J|S2 enable &
mds dad-attack PORTRANGE CONFIG LICt. DAD 210l enabled ™ 5‘“@
{drop | detect} <10-180> = ZEZ 0§ 10 s(default)0tCt DAD
=24 X mals BYLUCH
DAD 22 Xt Jls= dlHoeH OUS BEHE AIE0IAAIL
oo oc s
- mds DAD &2 XY J|s2 disable
no mds dad-attack CONFIG
[PORTRANGE] sHLICH
<0l Md> DAD & X Jls 43

SG2124G#configure terminal

Enter configuration commands, one per line.
SG2124G(conf ig)#mds dad-attack ge1-22 drop
SG2124G(conf ig)#end

SG2124G#show running-config

!

service password-encryption

!

username root password x*x*xx*x

!

ip domain-lookup

!

bridge 1 protocol pvstp

!

spanning-tree mst config

!

mls gos enable

mds enable gel-22 drop

End with CNTL/Z.
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mds uplink ge23-24

mds dad-attack gel1-22 drop
!

—- olat M=f —-

SG2124G#
SG2124G#show mds detect-|ist

KeyNo Phy Source IP, MAC Proto SPort SigName Packet Action TimeQOut
Destination IP DPor t

11 2 Any | CMP6 DAD_Attack 1 Drop 179

1. DAD &5 BXE ?dil &2X MAC =48 It ddot=
IPv6 link local =25 AIE6IE2Z, WERI WUl U= PCet &
HIS2link local A& AKX link local =42 S8t &
dothl OHEAl2. 2t S2otH €8 3% DAD s34z 81X

2 = UASLICH

i ]

2. SG2024, SG2024P, SG2200 Series N&2 DAD =& Xt J|

s K&t @&

3. DAD =& XtH J|ls2 SwitchtH®™ 2.x Ol &0l 48 XI& & LICtH
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2.11.15 Auto-Config

MDS Auto-Config JIs2 SG Switch Series St&H0l &7 SG Switch SeriesJt & e
S AL 22l 2 IP &1 L MDS Ed2 22X VNM &2 VIPME Solf 22A2430| It
SOotES ote= JIsdUbh 0 M &7= FItE SG Switch Series= IP Addressot Sle &
EHOID] 20 &= IP 83 @& L 48 SE2 MAC AddressE 0O|Z23dl SAIHAH & LICH
Auto-Config V1SS E4355tedi® 8 YYHE METHAAL.

=L RE s

mds auto-config [config- CONFIG Auto-Config JISS 243 &LICH

save]
Auto-Config 81&= &0I5td™ S HEUHE AIESHAAIL.

2380 BE s

show mds auto-config status | TOP mds autoOconfig &EHE = Q& LICt.

h q ¢ . | ToP Auto-configJt enable T U= &

Show mds auto-config relay 2 Switch B2 = =olarL|C},
Auto-Config JISS oMot S HEHE AIESHAAIL.

g3 BE s

no mds auto-config CONFIG Auto-Config JI=s= HIg4st LIt

<0l > Auto-Config Jls &43t

Al SG Series Switch

SG2124G#conf igure terminal

Enter configuration commands, one per line.

SG2124G(conf ig)#mds auto-config config-save

SG2124G#

SG2124G#show mds auto—config status

Admin Status : enable

Oper Status: Request

Model : SG2124G

Mac Addr : 001a.f400.0011

Relay Mac Addr : 001a.f400.0004

End with CNTL/Z.
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Relay Model : SG2124G
Discover Sent: 1
Offer Received : 1
Request Sent : 1
Reply Received : 0
SG2124G#

=4 SG Series Switch

SG2124G#show mds auto—config status
Admin Status : enable

Oper Status: Complete

Model : SG2124G

Mac Addr : 001a.f410.0004

Relay Mac Addr :

Relay Model :

Discover Sent: 0

Offer Received : 0

Request Sent : 0

Reply Received : 0

SG2124G#

SG2124G#show mds auto—config relay

No Phy MAC Address VLAN Model Number

1 21 001a.f400.0011 1 SG2124G

SG2124G#
1. mds auto-config)t &3t T AT IP AddressJt 010] &3
T U= 20 = VNM / VIPMES Sadll IP AddressE &3 &
= = SsLICh
[ N
T 2. mds auto-config J} &8 %0 U= Switche FEE VNM /

VIPMe 2 M &3t= SH Switch?l 22 SG 0OS 1.5.1 042 At
ot 0F & LICH
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2.11.16 DDoS Disable
IP Spoofing(DDoS)=S20| £4 & MDS Engine2 IPJF BIXE =2 W3S LU0l S
oAl &2 BA9 ZAXQl MAC FAE XIHa6HH ELICH

o
j—

MDS DDoS disable JIs2
BlU=

-

a2 AMEELILL

SHEHOl L3 &It 201 1JHel MAC
Eeilel 1210l IP Spoofing(DDoS)&

F=20A Ch=2f IP
ZFFEH0H MAC =20t XHE= S
HELH MACO| OotHl IPJIE2Z2 8+ XHd

0z i
AP
o iy

s

= DDoS Disable?| =0l CHEl LI CF,
Jls ME Al F2&g A& olStilAl IP Spoofing(DDoS)EE2l 2240| 2A5tH XS X
ASLICH Metd B 2R AL 0/20= AI20lA 2= AJs HEESLICH
ot & Portll L3 &bl S0l HZEHNH U= 22 MY PortE X PortOlAl HMIASESH
&tLIC},
DDoS XEh JsS HIZ2436dH UsS HEUHE AIEoldAIL

=E=10! oc s

mds ddos [disable | router- mds ddos Xt J|SZ2 Disable &Ll

s ddos [di | router- 1 - oNFIG
safe disable] Ct.

b A

fon

0x
tol

<Ol M > ddos X Jlis Hi b

n

SG2124G#conf igure terminal

Enter configuration commands, one per |ine.

SG2124G(conf ig)#mds ddos disable
SG2124G#

SG2124G#show running-config

[

mds enable gel-22 detect

mds uplink ge23-24

mds ddos disable

End with CNTL/Z.

Jls €& Al ot=0lA
Ol Xt Xl &LIC

i ]

&M G5t= IP Spoofing (DDoS) &Ei2l Attack
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2.11.17 MDS Policy-ACT

MDSOIA EX&E RuleS Detect Lt Drop 25 200 02l JIXl BME 20HE = U= D
Sg Ut

0l JIs2 X & Ruledi tHdt Cancel, PPS XIS, QoS &3, Ratelimit 882 & = QU

o
A
A
n
2
ol
Qb
0
ol
rir

& MDSOI XtetE Rulell CHotO! CoS gt= &£&otAHLE, XIE

ot YMEHO0| JtsELICH

Policy-ACT JIsS gdatoteld S BEUHE At

00
ol

A AL,

380 = )

mds policy-act {host-drop |
icmp | tcp | udp}
{DST_IP_Addr | any | fixed}
{SRC_PORT | any | fixed} CONFIG
{DST_PORT | any | fixed}
{cancel | detect | drop | qos |
ratelimit <64-1000000>}

or

mdsE Soll BXE WS XelE &
ZErLICH

mds policy-act [option]

ol

hostdrop : MDSOIA S8t IPOIA 1004 0142l AttackOl EXE= B Y IPS MAC
£ XHotH, O I J1E EX&E Attacks2 oHMEZI0{ HOSTDROP Olct) HA

r

icmp : §XI& ProtocolOl ICMP ¢ 22 HE
tcp : & X&E ProtocolO] TCP ¢ HR A&
udp : & X ProtocolOl UDP ¢ ¥ =

mds policy-act [option] ... [policy]

0
o
~
M

cancel . o Ooff 2lotd &Xl= Rulelll CHotOd XHEHoEKl 2 &LICH.

detect

x
0
o
~
M

o

10
ol
=

& X & Rulelll Hatd Detect2t &HLICEH.

x
0
o
~
M

drop ol 2ot XIS Ruledl CHotH Drop & LICH.

qos : 28t D=0l 2ot EXE Rulell CHotOd XI&et QoSE HEELILL
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(CoS 0~7)

ratelimit : £&¢&t J|=0 2ot EXl= Ruledl ot XI&st HE= 2t3 I ESLICH
(64~1000000 Kbps)

<0l H> mds policy-act JIs &3

- HOSTDROP &4 Al 1Mbps 2 oY Ecii=® Hlist.

- TCP protocolO|H, =& Xl IP =27} 10.10.10.10~10.10.10.207tXAl 0112, =& Xl Port
Jb 800! IH3!0l EXI&™H 10Mbps = Traffic Alst

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SG2124G(conf ig)#mds pol icy-act ?
host-drop Host drop

icmp ICMP (Internet Control Message Protocol)

tep TCP (Transmission Control Protool)

udp UDP (User Datagram Protool)
SG2124G(config)#mds policy-act host-drop ?

cancel Cancel Action

detect Detect Action

drop Drop Action

gos Q0S Action

ratelimit Rate Limit Action

SG2124G(conf ig)#mds policy-act host-drop ratelimit ?
<64-1000000> Specify kbps Value

SG2124G(config)#mds policy-act host-drop ratelimit 1000

SG2124G(conf ig)#mds policy-act tcp 10.10.10.10 10.10.10.20 any 80 ratelimit 10000
SG2124G(config)#

SG2124G#

SG2124G#show running-config

[

mds enable gel-22 detect

mds uplink ge23-24

mds policy-act host-drop ratelimit 1000

mds policy-act tcp 10.10.10.10 10.10.10.20 any 80 ratelimit 10000
|
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2.11.18 MDS Threshold

MDSOlAl & Xl Al Thresholdz &

o|lCC =2

JUESF ot= JlsdLLh.

ol Jis2 Jl2 MDSQ §

et gt 014

MDS Threshold J|s2 &43iotd™ OS2 BEHE MESIHNAL.
= = s
mds threshold [icmp
: - mdsOl Al & Xl Al threshold 2t1
<50"100000> | tcp <100 CONFIG n;

100000> | udp <100-100000>]
[5-3600]

Times €8 & += UsLICh.

MDS Threshold S &S &QloleidH IS HEUHE AMEoAAIL.
oo oc s
show mds threshold TOP mds threshold AEHE & QIEtHLICEH.

MDS Threshold JISZ ol MlctcdA™

LS SE0E AEoHYAIL.

HAHO = =
Egpr;‘\ds threshold [icmp | tcp | CONFIG E’;ds threshold JIsS HIg4&3 &L
mds threshold [option]
icmp : ICMP 0 32 A&
tcp : TCP o ZE=2 &HZ
udp UDP ¢l 22 Ng
mds policy-act [option]. .. [time]
22| Kot &8st Threshold gt =18t PacketO] £&& Time 22 X£&=E &2 &
& LICH. 5~3600 Count AOI2 gt &Y == UsLICH (MDSS =2 Cycle &)
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<0l M > mds threshold Jls &%

SG2124G#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#mds threshold ?

icmp ICMP
tecp  TCP
udp  UDP

SG2124G(conf ig)#mds threshold icmp 100 ?
<5-3600> Detect count

SG2124G(conf ig)#mds threshold icmp 100 10 ?
<cr>

SG2124G(config)#mds threshold icmp 100 10
SG2124G(conf ig)#mds threshold tcp ?
<100-100000> PPS (packet/sec)

SG2124G(conf ig)#mds threshold tcp 500 5

SG2124G(config)#mds threshold udp 2000 10

SG2124G(conf ig)#end

SG2124G#

SG2124G#show running—-config

[

mds enable gel1-22 detect

mds uplink ge23-24

mds threshold tcp 500 5 - tcp syn packet O 50070 O|&t 5 3|0[AF X|& &[0 EX|
mds threshold udp 2000 10 - udp packet O] 2000 7§ O[A+ 10 3[04t X|&x|™ EX|
mds threshold icmp 100 10 - icmp packet O] 100 7§ O[At 10 3[04t X|&x|™ EX|
[

MDS Threshold JIs& SwitchtH& 2.x Ol &0 M2t XI& & LICt.

i ]
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2.11.19 MDS Detect-Port-Range

MDS WA= £3& Attack(Port Scan, Port Random Attack)2l E&tEJF AGH2E W &
Of E=Z0LE HEA0|2tH, Y Service port HE S HAGHH XESHGIEE EH DO

Attack Port2l E&EZ0 HE XIS HIAE =0 MMl Service Porttl CHSH XHE
= JIs0|H Default= Enable&fEf & LICH.

orek etX|E B20| Port &9 10000~20000 AOIOIA HSE D UCHH oY Port HE
(10000~20000)2 PacketZt XIEHAIZID, Y= 2= HRAL Packet2 St AIIAH &
LICH. J2iLt &XIE Attackll MEXQl Port HRIE Lotk &£ 25 XIHAI|HdeE ER
detect-port-range J|s2 U243 ol MHelg = US

2
o
=]

ol

Detect-Port-Range JIsS U436t s BEUHE AIESoHYAIL.

%2 0f 2c ols
ds detect ; MDS DetectAl EXIE Service Port
mds detect-port-range CONFIG Moo HESSIER Ste JISS HHE

disable o

Detect-Port-Range JIs2 xJI3 ot O3S BEUHE AMESHYAIL.
2380 RE s
- - Detect-Port-Range Jls2 43 &
nF) mds detect-port-range CONFIG g
disable LICt.

<0l > mds detect-port-range Jls HlI24d 3t

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig) #mds detect-port-range disable

SG2124G(conf ig)#end

SG2124G#

SG2124G#show running-config

[

mds enable gel1-22 detect

mds uplink ge23-24

mds detect-port-range disable
!
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2.11.20 MDS DHCP-Filter

2etEol AL DHCP Filter Jls2 &43 i Filtering LogE &2 & % gl2Lt, MDS
DHCP-Filter JIs2 0|2dt= &% Filtering LogE &€& &+ USLICH

Default Enable &0 = &EH0IHH, &2l AJt Disable € &% mds dhcp filter disable J|
S22 MESHNAIL.

MDS DHCP-Filter JIsS HIg2d3toteid s SE0HE MESHYAIL.

=L RE s
MDS 2| Detect-List2 DHCP Filter
mds dhcp-filter disable CONFIG LogE =46td Jl=s& Disable &L
Ct

MDS DHCP-Filter JIs2 =JI3 oldd S FENHE AlEoldAIL.
==L 2ec s
MDS 2| Detect-List= DHCP Filter
no mds dhcp-filter disable CONFIG LogE &2 o6t= JIs2 Enable &L
Ct

<0l K> mds dhcp-filter Jls HI&43

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#mds dhcp—filter disable

SG2124G(conf ig)#end

SG2124G#

SG2124G#show running-config

[

mds enable gel-22 detect

mds uplink ge23-24

mds dhcp-filter disable
|
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2.11.21 MDS ARP-List Send-Port All

MDS ARP-List Send-Port All J|s2 2etAIXI2l & Port (Uplink Z&)0A =&E Arp-
Table 822 VNM ¥ VIPM2eZ BlU= Jls LLUICH

28z ZetARXE UplinklilA =&= ARP 2= VNM & VIPM2 =2 & &E6HA X
g, ole Jls= O0lEot® &M PORTUE ARP-TableZ22E VNM & VIPMOI M&0tES
SZ L G

ARP-List Send-Port All JIs2 g4dstold® US HEUHE AIEoIY AL,

=10 oc s
e aroclict send-oort al CONFIG MDSOIA X &= IPREZ VNM
S arp-il -- =
p-list's por Serverg VIPM Server2 FZatL|C

ARP-List Send-Port All JIsS diMotdAE S BEUHE AISoIEAIL.

880 ec Ns

) arp-list send J|s& Hl &3 &
no mds arp-list send-port all | CONFIG o

<0l Xl> mds arp-list send-port all Jls 43}

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#mds arp-list send-port all
SG2124G(conf ig)#end

SG2124G#

SG2124G#show running-config

[

mds enable gel1-22 detect

mds uplink ge23-24

mds arp-list send-port all

[
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2.11.22 MDS Attack-CRC

MDS= 22| X2 HOIE {6t Interface®ld CRC ErrorJt &2 Al VNM ServerlL}t VIPM
Server0ll EventS &AM &HLICt

Jl2 Default2 Enable T U= AEHOIH 22| XJt Disable & &% MDS Attack-CRC
Disable JIs2 AISat&AIL.

Attack-CRC JIs= Hlgdsloteid® UsS SEUHE ASotE A2,

=E=10! 2c s
MDS 2| Log& Interface0ilAl CRC
mds attack-crc disable CONFIG SM Al =6 Event J|Is2
Disable &fLICtH

Attack-CRC JIs= =JI&t ot s G20 E MESHHAIL.

=E=10! Qc s
no mds attack-crc disable CONFIG CRC Z X Jl=s2 &4d3 LIt

<0l Xl > attack-crc Jls HIZ435}

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#mds attact-crc disable

SG2124G(conf ig)#end

SG2124G#

SG2124G#show running-config

[

mds enable gel1-22 detect

mds uplink ge23-24

mds attack-crc disable
!
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2.11.23 MDS Attack-Fragment

Fragment Attack2 Ping of Death, teardrop =2 232 HIE&XEQ fragmentES2 M=
g (reassemble)ot= WEOMA AIAEIO BXEAHL HEE 2 = ASLICH

IP Fragmentation2 0/&&t MHIAES2 20 012 0186t T2 ZEE HHIL UE=
3 Jlete] HUEXAIAEE RIE = U= 2HME0 US = USH, L2 FEQ 2t2RH
Lh EXSAIAE 2|0 WESRZ Jl8te ZAEXAIAHES W2 METE Jls2 M6
1 QUX Lo XD 2A A S G429 UOIHIBCZ XM 3288 ¥ 018 &Xlot
HU X6 Rote BRI USLICH

MDSOll M IP Protocol2l Fragment ZZ&0 OHet 2HIIsS AMEBE = AUASLILCH

Attack-Fragment JIs2 2435t ™ O3S BEUHE MESIYAIR.

=Bl 2c ols

MDS 0l M Fragment Packet2 & Xl
&S A& LI

mds attack-fragment enable | CONFIG

ol

Attack-Fragment J|S2 oMot OS2 FEN

U

AHESHY AIL.

2380 fc s

- Fragment EXJIs& Hl 43t &Ll
no mds attack-fragment CONFIG g
enable Ct.

<0l Xl> mds attack-fragment J|ls 243

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#mds attack-fragment enable

SG2124G(conf ig)#end

SG2124G#

SG2124G#show running-config

[

mds enable gel1-22 detect

mds uplink ge23-24

mds attack—fragment enable
!
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2.11.24 MDS Attack-Smurf

Smurf Attack2 024 Hostot & A0 Ct&Cl ICMP Request Packet2 2 LW o0 off
& Host2l ServiceE 0OtHlAI9]l= Attack L|Ct.

Ol 22HAQ! Serverlt St S OHHIAIZ =)
ICMP Request Packet2 Broadcast =4AE S&|
= S =0| Echo Replyz2 SE2 &6t 2t&LICH

2 oy &2 SourceIP =AE | =X
= of
T hulll)

22 ot EU, 2& Networkd

et
Pz
=2

I

CHat o2 e U2l ICMP Reply PacketOl S &0 Y HZ0l Service Jt OHHIEI &

Attack-Smurf JIsS 24d3stotdd® S SS0HE AIEtYAL.

880 ec Ns

MDS Ol Smurf AttacksS EXlotx

= 3¢

mds attack-smurf enable CONFIG

Attack-Smurf JIsS diMctHAYE TS SEUHE AMEoHEAIL.

880 ec Ns

no mds attack-smurf enable | CONFIG Smurf XlIJIsS Hl 43t &LIC

<Ol M > attack-smurf Jls 43}

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#mds attack-smurf enable

SG2124G(conf ig)#end

SG2124G#

SG2124G#show running-config

[

mds enable gel-22 detect

mds uplink ge23-24

mds attack-smurf enable
[

393



H2&. AAE 293 MDS

2.11.25 MDS ARP-Only-Collection

MDS ARP-Only-Collection 2 VIPM1t H=6t0 2tARIXIE Probe2E=2 AIEE M BE

o]

ot= JlsgLICh
VIPM1} H S5t EtARXIE Probe REZ 2FE AR ARXZ 7UEH=E 2= ARP I
2 (Uplink X&) 0ol ol MDS ARP-TableOll JIE6t= 24 JIs&LICH

ARP-Only-Collection Jls& &4zt otdH U3 BAHE ASoHAAIL.

380 ec Ns

MDS OIA 2= ARP IHZ! 0l CHol
MDS ARP-Table0ll JI=0ot=5= & LICt.

mds arp-only-collection CONFIG

ARP-Only-Collection J|s2 oiHl otdd™ OS2 BHAHE AIEDHAAIL.

880 ec Ns

Arp-only-collection J|s2 HIg43

no mds arp-only-collection CONFIG sHLICH

<Ol K> Arp-only-collection Jls &43

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#mds arp-only-collection

SG2124G(conf ig)#end

SG2124G#

SG2124G#show running-config

[

mds enable gel1-22 detect

mds uplink ge23-24

mds arp-only-collection
!
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2.11.26 MDS Detect-Port-Lock

MDS Detect-Port-Lock J|S& Multicast Attacks & Al Portlll &= & = U= Attack
2 ZHOL Lddt= PortlCt filterE AE5t0 G2 ZEN &0l AEE ot JIseLC.
£3 Service PortE 0128 AHIA(Multicast streaming) 012 &, & Portl A2l oilg
Service Port=22| #oll Eci dMo=z olo Ml ALZ X0l CHolAM oHE Service PortJt It
o= ZHE Z4AIDE E2I A=, Y =82 AIZE5t0 2HMOt 28t Port0fl 2t
filterE & &0l HE Portlll &0 A= otl= 548 JIsSLICH
Detect-Port-Lock J|s2 43 ol O3S FEOUE ME0IYAIL
==L 2ec s
MDS 0l M Detect-port-lock JIs2
mds detect-port-lock CONFIG SxECE HF 8D
Detect-Port-Lock JIs2 oMl otcdd OIS FHUHE AMSSHAAIL
==L 2ec s
Detect-port-lock JIsS HIZ243HE
no mds detect-port-lock CONFIG Lct

<0l > mds detect-port-lock Jls &4&3t

SG2124G#conf igure terminal

Enter configuration commands, one per line.
SG2124G(conf ig)#mds detect—port-lock
SG2124G(conf ig)#end

SG2124G#

SG2124G#show running—-config

[

mds enable gel-22 detect

mds uplink ge23-24

mds detect-port-lock
!

End with CNTL/Z.
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2.11.27 MDS NetBIOS

NetBIOS-FilterOll 2/8t NetBIOS IHZ!XtEH AlOI NetBIOS EEE VIPMOIA &0l & =

UEE ot= JlsLtt.

Y Jls2 &H35tH NetBIOS Filter 0l /3 NetBIOS Protocol IHZ!0| XtHEHE, A9
XA EXE= IPE JIEZ2Z NetBIOS HE2E #&ol0 VIPMO &Y G6I&EE ole JIs
JLICt

&3 2 Disable0|0{, VIPM2Z NetBIOS &2 &Y Al2t2 60x ~ 86400=NtA|l =

= UASLICH

[
e i

MDS NetBIOS JIs& 43t ot U3 BEUHE AIESSHYAIL.

=N ec s

d tbi bl 60 NetBIOS Filter & Al, VIPM22
Mds NEtbios enable <60 CONFIG NetBIOSHEE XUsio= 4% &
86400> o

MDS NetBIOS JIsS ol ofcd® S BEUHE AISoIEAIL.

=E=10! Qc s
NetBIOS filter & & Al, VIPM2=
no mds netbios enable CONFIG NetBIOS @2 E MY LEE A
A SHLICE.

<0l M > mds netbios Jls &4d3}

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#mds netbios enable 60
SG2124G(conf ig)#end

SG2124G#

SG2124G#show running-config

[

mds enable gel-22 detect

mds uplink ge23-24

mds netbios enable 60

[
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2.11.28 MDS IP-Range-Scan
VIPMI} A S50 Switch0l IP Probe JIsS A& [ &&6l=s SEYLICH
Ol= VIPMUIA E3E Y2 JIE22 ARP Scan Jls2 HEH =&5tJ] f5t0d 2H=0
& J1S0I0, pps & repeat min g2 & &5t ALSELIC
MDS IPM-Probe Jls1t &M AtE&HLIC
MDS IP-Range-Scan JlsS &3&olel™ O3 S8 E AIESoldAlIL.
2380 BE s
mds ip-range-scan <10- IP Probe AtE Al, IP HEES HAtELI

100> <1-3600> CONFIG

MDS IP-Range-Scan J|s2 iAot GUSHEUHE ASSIAYAIL.

380 H=

no mds ip-range-scan CONFIG

ip-range-scan2 o Ml & LICt.

t

tol

<0 Xl> mds ip-range-scan Jls &4

SG2124G#conf igure terminal

Enter configuration commands, one per line.

SG2124G(conf ig)#mds ip-range-scan 10 60
SG2124G(conf ig)#end

SG2124G#

SG2124G#show running-config

|

mds enable gel1-22 detect

mds uplink ge23-24

mds ipm-probe

mds ip-range-scan 10 60
!

End with CNTL/Z.

397



H2&. AAE 293 MDS

2.11.29 MDS IPM-Accept

VIPM1t HAS3H0 Switch0ll IP Probe JIs t=2et f &85t= & LICH
Ol= N&EE PortOllilA =&8&H= 882 =, d&s IP (€ & Vian(l st 320t &8s &
L0 AFZELICH Y 8= mds arp-list send port & 02t S8ot0H AFEoli0F &L
Ct.
MDS IPM-Probe Jlsit &M ArZ&LICH
MDS IPM_Accept JIs2 &£&FoteH U8 HEUHE AIES3NAIL.
=E=10 2 s
. . E3 IP < 0ILE VlianOl CHst 28t
mds ipm-accept <ip|vlan> CONFIG AXEL T
MDS IPM-Accept Jls2 olHIGHHH CSYIEHE AMSSHAAIL.
HHO Qc s
no mds ipm-accept CONFIG Ipm-accept JISS G Al & LICH
<ip|vlan>
<0 Xl> mds imp-accept Jls 43
SG2124G#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#mds ipm—accept ip 192.168.200.0/24
SG2124G(conf ig)#mds ipm—accept vlan 10
SG2124G(conf ig)#end
SG2124G#
SG2124G#show running-config
!
mds enable gel1-22 detect
mds uplink ge23-24
mds ipm-probe
mds ip-range-scan 10 60
mds ipm-accept vlian range 10
mds ipm-accept ip 192.168.200.0/24
mds arp-list send-port gel-6
!
2.11.30 MDS IPM-Collision
MDS IPM-Collision Jls& VIPM £2& 1 BoAXE HSGIH AtEdts JIsg UL
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VIPMOIA IP2t2] 258 E5H0H 252 A 3%, 01 &5 IPO e Xte &

g & UsLIth

0l && Al Collision Stress

T2 1-100HK =8 E = Usll

MDS IPM-Collision JlsS &4d3totd® USEEHE MESHYAIL.

FEO 2c s
q | VIPMEZ& 1 HASE BotAAXI A
mds ipm-collision stress _ _
'P Iston str CONFIG ARP 2= ZEZ HOELICH
<1-10>
(Default: 1)
IPM-Collision JIs2 diMotAY USHEUNHE AMESoHAAIL.
=E=10! oc s
VIPMEEZ &) ASE ZEorAAXI 0l A
no mds ipm-collision stress CONFIG &85 stress =X E JAcHUZ HIE

LICt. (Default: 1)

VIPM’E‘EHTP HsEl 2orA

mds ipm-collision disable CONFIG ARP == {23!
(Default: enable)

<0 Xl> mds ipm-collision J|s &3

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#mds ipm—collision stress 10
SG2124G(conf ig)#end

SG2124G#

SG2124G#show running-config

[

mds enable gel-22 detect

mds uplink ge23-24

mds ipm—collision stress 10

[

2.11.31 MDS IPM-Guard-To-MAC-Security

MDS IPM-Guard-To-MAC-Security Jls2
= Jls2g, VIPMUA 2tRH IP BES s &8

J
=
x
0x
0
rr
()]
Q
(ol
D
=
Q
<
=<
>
9]
He
=
O
i
0
>~
s
ol
o

IPODZE(BXNEE)2Z ArEXLE HHIS
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HOo AKX
oT 2o

N

AEGHA &

o

il
c
o

MDS IPM-Guard-To-MAC-Security J|sS oikotdS® OIS SEUHE AISotAAIL.

%2 0f B s
. e VIPMEZ M H=E SOIAL T 0 A
mds Ipm-guard-to-mac- CONFIG 2I2E MAC 2 IP 2S8tX] Jl=2

security disable o
y bl 2A3 BLICH

MDS IPM-Guard-To-MAC-Security JIsS =713} ot Us BEOUHE AMESHYAIL.

2421 0f oc s
N ) VIPMZZ2 M1 PSS HokA2 X 0fl A
no mds ipm-guard-to-mac- | 1 2o MAC 2 IP S=9| Jl=S

security disable _ <
Y 243 LT (Default enable)

<0l Xl> mds ipm-guard-to-mac-security Jls Bl&&3t

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#mds ipm—guard-to—-mac-security disable
SG2124G(conf ig)#end

SG2124G#

SG2124G#show running-config

[

mds enable gel1-22 detect

mds uplink ge23-24

mds ipm—guard-to—-mac-secur ity disable
|
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2.11.32 MDS IPM-Interface

Ct2=2 Vlang AIEZE0 std0AMe JI2E22 WE VLAN(Vlanl.1)0l &&= IPE 0I5}
o VIPMZII S48 otAH D0, CH2 Interface= VIPM1IISl HASH A2 X Z&LUICH IPM-
Interface JIS2 vlanl.11dt VIPM A2t Sal= & = 8l &322 M vlanl.10] Ot T

ME2&0 Hsg &= U ot= JIsLICH

2 Interface(vlan or gel-24 or MGMT)Z& VIP

interface, IP Address, MGMT port S2 &

VIPM1} S4AE 6IEE XNEE = Qe 22
Blot] 38 = A2H, 5 4382 =2Its Ut
MDS IPM-Interface JlsS 43 ot US HEHE AZoHAAIL.
%21 0f 2c s
o VIPMEZ 8D S0tAQX|2E S8 &
mds ipm-interface [IFNAME | | -\ cr SinterfaceS Me5tD A5 oL
A.B.C.D | X:X::X:X | mgmt] ol
MDS IPM-Interface J|sS olilXl olddd LIS FEHOE AZ20IAA2L.
H3E o Qc s
d ¢ CONFIG VIPMEZH EotALIXZ2 E4 &
no mds ipm-interface . o
s Ipm-intertac Sinterface= Hl A3 sLICH

<0l Xl> mds ipm-interface Jls &3

SG2124G#conf igure terminal
Enter configuration commands, one per line.

SG2124G(config)#mds ipm—interface 192.168.255
SG2124G(conf ig)#end

SG2124G#

SG2124G#show running-config

[

mds enable gel-22 detect

mds uplink ge23-24

mds ipm—interface 192.168.255.170

End with CNTL/Z.
170
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2.11.33 MDS IPM-Local-DHCP

DHCPE &0l A M%a@ OISS &7 AZEXF XeHE I Jl2 UWERAZ 30|

OtLIctE Xt AtEXt=s IPE €9 22X XRotd ZeE UERZD 2301 M, VIPM°
oHE ALZ IMIm&iiWMllﬂaﬂgtuglfﬂéAﬁ4% AKX 28)2 =¥
LI

C2tM D2 &0l Static 012, DIQIE A7 ALEXIJ DHCP MEHR S1Z Al 2OHAPIXII}
Y WAX HElE fE U IP SIS 511, YAE HTE IPE 0S50l B HAK X2
52 28 310X 2 O HEsts JIsALIC

o =2 =

3 0f o s

r
o
0O
&
o
0
(@]
©
N
or
o
>
00
Ql
H
i
o
-

mds ipm-local-dhcp CONFIG o

MDS IPM-Local-DHCP Jls= oMl otei TS ZE0HE AMESHHAIL.

880 ec s

no mds ipm-local-dhcp CONFIG Local dhcp JI=s= Hl 43t &LICH

<0 Xl> mds ipm-local-dhcp Jls &43}

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#mds ipm-local-dhcp

SG2124G(conf ig)#end

SG2124G#

SG2124G#show running-config

[

mds enable gel1-22 detect

mds uplink ge23-24

mds ipm-Ilocal-dhcp
!
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2.11.34 MDS IPM-Permit

MDS IPM-Permit J|s2 VIPM &
01% AtEots SZ0lA IP Y =
= JlsgLth

S2EW BOHAAXII ASotH AtEoteE JIsLZ, IP A
2 VLAN E2E 0/E06t0 IPZ2I0lA M2AE M%B}

ILE AFZ X0 CHEt IPEE =& & X
IP ¥ VLANOI CHoHAl IP2tcl

Server Farm, 22l HdIIPH
Jls2 8otk 22 M AI=85t=

£ MU

or
10 ¢
HU
s
Lull
M o
1>
$0
rr

MDS IPM-Permit JISE &4&3t ot U3 BEUHE AIESHAAL.

oo oc s

mds ipm-permit [ip [A.B.C.D
| A.B.C.D/M] A.B.C.D | vlan CONFIG
[<1-4094> | range RANGE]

ipm-permit J|S& MEE =JUALE
&3 &L,

MDS IPM-Permit J|sS okl otdE S SEUHE ASotEAIL.

880 ec Ns

no mds ipm-permit [ip
[A.B.C.D | A.B.C.D/M]
A.B.C.D | vlan [<1-4094> |
range RANGE]

CONFIG ipm-permit J|S= ol Mg LICt

<0l Xl> mds ipm-permit J|s &%

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#mds ipm-permit ip 192.168.255.0/24
SG2124G(conf ig)#end

SG2124G#

SG2124G#show running-config

[

mds enable gel1-22 detect

mds uplink ge23-24

mds ipm-permit ip 192.168.255.0/24

[
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2.11.35 MDS IPM-Probe

MDS IPM-Probe J|s& VIPM £2& 1 HS0t0 AE0t= Jls22, SG Switch Series
SwitchE UWIER 0N HZolH Probe #HACZ DE AMEXELZ(MAC, IP)E £&ot1, A
HELICt.

e IPE a2z HIed AR 213 L 2 XU, MGMTS Jlss S2otH A2
USLICH (Traffic’lE H<2l)

M JIsSS AIE20lD| A SBotARIXI I 2elotDA ol IPUHYE N 22 HEYZ
Jb Ef=2 B/B SwitchUl A ol&E= 2= VlanOl THol M Trunk Port2 RA&8IH SG
Switch Series Switch2F H2Z23al0F & LIC.

MDS IPM-Probe JIsS 43l oteid U3 BEUHE MESIYAIL.

2 0f 2c ols

ipm-probe JISE MEE =UAES

&3 gLt

mds ipm-probe CONFIG

MDS IPM-Probe Jls2 ol otd™H S YEUHE AZEoHAAIL.
2380 fc s
) ipm-probe JIs2 oM otHd™H &F
no mds ipm-probe CONFIG SHLICH

<0 Xl> mds ipm-probe Jls &43t

SG2124G#conf igure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#mds ipm-probe
SG2124G(conf ig)#end

SG2124G#

SG2124G#show running-config

[

mds enable gel1-22 detect

mds uplink ge23-24

mds ipm-probe

[
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2.11.36 MDS IPM-Range-Over-MSG-Disable
MDS IPM-Range-Over-MSG-Disable J|s2 VIPM &80t SBotALIX|II HS0IH ALE
sz, IP NS AlSdte 2F0A IPAIZ 215 2 IS AHOIXE ALSoHA

o Ol

o rir

t
s M 28& L

-
o

VIPM OlA IP2telAl JIE &FE IPUHYEES =g 3% oUs2d &
IS0l AsUCH g JIssS 0IEotH, ol g Interfacell CHoHA =

=0l ot O E tHe = &80t E5at

MDS IPM-Range-Over-MSG-Disable J1s2 €43 otdH s &
==L IS s
mds ipm-range-over-msg-
disable PORTRANGE CONFIG ANE steie Az

grLICh.

ipm-range-over-msg-disable JIs&

MDS IPM-Range-Over-MSG-Disable JIs2 oiXl o™ OIS EEO

SHAAIR,

880 ec Ns

no mds ipm-range-over-
msg-disable PORTRANGE CONFIG oMl ot &3

grLICh..

ipm-range-over-msg-disable JIs2

<0l Xl> mds ipm-range-over-msg-disable Jls &%

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#mds ipm-range—over—-msg-disable gel-4
SG2124G(conf ig)#end

SG2124G#

SG2124G#show running-config

[

mds enable gel-22 detect

mds uplink ge23-24

mds ipm-range-over—-msg-disable gel-4

[
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o HOlES SdiM= 8tel Switc

LRl A2 oOH &l'EHMI

T'__ool‘:

Switch8l 2t2|= Serial Console%%
h
.|

>FD

CLIE

o T

Ct.

Visual Node Manager= &t StHUIA Ct=
2 LICt. Visual Node ManagerE
Community ¥ mds log-serverE

Z00HAI D] BHEFLICE.)

o HHIE
Soll SwitchE
3ol =0{0F &LICH

ol O

USM Bl
9] SwitchS

2sU

AL
e
Z0l Ct==2
= 0d2 E0

st A Ol%

QULHE ¥ 2elg = U= Program
225t fdME Switchtl SNMP
(KM HE2 VNM Manual2

VNM Server?t HSol0 SwitchE 22/l OS SHUHE AIEcAAIL
g2 2ec s
log-server (VNM Server)2| IP &
mds log-server IP_Addr [<1- CONFIG Service PortE & &&LICt. Service
65535>] PortE€ XlI&EGHA @22 &< default
Port (TCP 8085)2 & & LIC}.
mds log-server IP_Addr £38 &Y (Traffic, mds arp-table)2
discard {both | ip | none | CONFIG log-server M&EOHA 2EE 48E
traffic} LICt. (Default: None)
snmp-server community {ro . - ~
Snmp community3d 2 SF&LIC
| rw} NAME CONFIG p unity | Ct
mds log-server {'P_Addr log-server XAt S Al log-server
discard {both | ip | none | CONFIG MM S oS Me= MmE L0
traffic}

VNM Server22 ASAEES S0l5t2H S HEHE MESIYAIL.
gE0 L s
h ds | TOP log-server (VNM Server)2 &El &
show mds log-server o= g0l

VNM Server®t 98 &2 %36t O3S HEHE MSoIAAL.
HAN ec s
- log-server (VNM Server)2l 8382
no mds log-server IP_Addr CONFIG g- ( )
[<1-65535>] =J|stetLl .
no snmp-server community CONFIG Snmp community®@ 2 =D|3t&LICH.
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[ro | rw] NAME

<WHd>VNM s &&

- SNMP Community : hdnet
- mds log-server (VNM Server) : 192.168.0.100, 192.168.0.200

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z
SG2124G(config)#mds log-server 192.168.0.100
SG2124G(config)#mds log-server 192.168.0.200
SG2124G(conf ig) #snmp—server community rw hdnet
SG2124G( conf ig)#end

SG2124G#

SG2124G#show mds |og-server

No. Server I[P Port Proto IP MGMT Sock.ID Status T P reConnect
1 192.168.0.100 8085 TCP 0 Fail 50
2 192.168.0.200 8085 TCP 5 0K

*x T : Discard traffic information data
*x P o Discard IP information data
SG2124G#

1. MDS Log-Server= Z U 10JH0tX && & £ USLIC

AN

2. VNM2 Sof 3 InterfaceE shutdown AlZ[21® snmp
communityJt Read / Write A&t 2 S&FEO{0F &LICH

3. Visual Node Manager? SG Switch Series A0l &3l S92

2ot FHIOF EXE0 AUHU, VNM ServerOll Z3tHS AtEot

A0l U39 Service Port= S 2 £ UAEE g
= HZAGIAHOF SLICH
- VNM Server - SG Switch Series

: UDP 161 (SNMP Query), UDP 162 (SNMP Set)
- SG Switch Series - VNM Server
: TCP 8085 (VNM Port)

i ]

4. “show mds log-server” &8 A| StatusJt Fail 2 Z <0l
==

VNMEO| Default Service Port2! TCP 80855 0|Est E410f

0] &gt 20122 S RO0b =&otAID| BHELICH

Olat

5. mds detect-listS 0l Al event £ Al AAI2ES 2 Visual Node

Manager Server& & &%/, VNM Serverdt & FO0[Xl

ol

[E=gyw—

AEHOIA &245H event LHE 2 VNM Serverfile MAZ X &5

LICtH.
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2.11.38 Visual IP Manager (VIPM)

Visual IP Manager= Ct==2| #HIE 2LIEHE & 22/& & A20, IP/MAC MOt Jtsst
28 ALICE Visual IP ManagerE Sofl SwitchE 22I5t)] fIoiAd= Switch0l SNMP
Community ¥ mds ipm-serverE &3&off =00t &LICH. (AMAE WHE& VIPM Manual=
Z00HAI Dl BHEFLICE.)

VIPM Serveret AESot0 SwitchE 2tciotei S BEOUE AISotYAL.

330 Rl s

Reboot Al IP2t2| S&D

°| Flash0ll 22t5t1] A= Dataz &
AOIXl Server?t 2= = Server2
DATAE =&l & 5%

SHLICH.

mds ipm-server [A.B.C.D |
X:X::X:X] bootmode {last- CONFIG
flash | server} <1-65535>

vipm-server2 M0 JIsS AIEE

mds ipm-port PORTRANGE | CONFIG Des xmE U

snmp-server community {ro

| rw} NAME CONFIG Snmp community@ S & & & LIC}.

Switch?l Interface0ll Al Collision2
CONFIG S Al AXFSE gF 0|0 VIPMS
Z olZYEventE A SELICH

mds ipm-collision {disable |
stress <1-10>}

routerip 25 JIS ALEAI0 ipm-
. L i A ) A
mds |Pm guard to-mac CONEIG port A mac addres_s | Xot=
security disable AL 20iole JlsE oHMIELIC.
(Default: enable)

VIPM && Al Th==2 VLANO| &HE

. . a4 =253& IPZ VIPMIt H=£06t=
mds ipm-interface {IFNAME o

| mgmt CONFIG A2 xeotd, XNEs InterfaceE S
9 Sl VIPML SAGIE= & 0 4Fa
LICH
VIPMOIAl HICISE AIE XA local
md ipm-local-dhcp CONFIG

dhcpE MEE == U €8 ELICH

VIPMOIAl SESIA &2 IP HHE A

mds ipm-range-over-msg- CONFIG 2 Al IIT+ Message £2|=2 4]

disable S| O
mds ipm-permit {ip [A.B.C.D CONFIG VIPM1t AS3IH AIEdt= JIs22
| A.B.C.D/M} High_A.B.C.D} EXMXAHNM IPHSE &2 VLAN BHE

408



H2&. AAE 293

MDS

| vlan [<1-4094> | range
VLAN_RANGE]}

VIPM Server2t2| ASAHE &25tHY 08 HEUHE AISSAARL
= = s
m-server (VIPM Server)2| &t &
show mds log-server TOP ‘:‘pg 50| 5t L(I L )

VIPM Server A& Jls2 oMol

IV

2380 BE s
ds i CONFIG VIPM Server2to| HAsJIsS Hl &4
no mds ipm-server s
no mds ipm-port VIPMOIA 22| & InterfaceE G HE
PORTRANGE CONFIG LI Ct.
Nno snmp-server community . o ===t
Snmp communityE & =J|&t&fLICt.
[ro | rw] NAME CONFIG P Y =
ipm-collisi Collision ZMAlS| Event &= Hl
no.mds ipm-collision CONFIG —otlision
{disable | stress} 43t gLt
ipm- -to- - VIPM S Al Router E3)|s2 &
no mc.:ls |pm guard-to-mac CONFIG oM =
security disable Aot & LIC.
ds | interf CONFIG VIPMIt ASHEE Al AIZE
no mds ipm-intertace Interface® XIEZ SHAELICH
ds i local-dh CONFIG DHCP &tE0IM 0leIE AZ Xt XHEHAI
RSl S ke Message £2J/5S Hl 438U
ipm- - - VIPM AtZ Al IPOHS XtEH Message
no md.s ipm-range-over CONFIG / A g
msg-disable £g)|ss 43t LI
no mds ipm-permit {ip
[A.B.C.D | 4.5.C.D/M} P2 CHAtOIM HIIZ aFe e
High_A.B.C.D} | vlan [<1- CONFIG 5

4094> | range
VLAN_RANGE]}

(=3
=

H &S LI C

[
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<OM>VIPM s &F

- SNMP Community : hdnet
- mds log-server (VNM Server) : 192.168.0.100, 192.168.0.200
- mds ipm-server (VIPM Server): 192.168.0.250

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z
SG2124G(config)#mds log-server 192.168.0.100
SG2124G(config)#mds log-server 192.168.0.200

SG2124G(conf ig)#mds ipm-server 192.168.0.250 bootmode server
SG2124G(conf ig)#snmp—server community rw hdnet

SG2124G(conf ig)#end

SG2124G#

SG2124G#show mds |og—server

No. Server |P Port Proto IP MGMT Sock.ID Status T P reConnect
1 192.168.0.100 8085 TCP 0 Fai l 50
2 192.168.0.200 8085 TCP 5 0K

3 192.168.0.250 8085 TCP YES 7 OK

*x T . Discard traffic information data
*x P . Discard IP information data
SG2124G#

1. MDS IPM-Server= 1008 883 = UsSLICH

N

. VIPME Soi €& InterfaceE shutdown Al2|e1® snmp
community?} Read/ Write 2&tez && T 0F &LIC

3. IP/MAC HIUHE ot RIHA= ipm-portE £ Foil =0 0F &LICH

4. Visual IP Manager? SG Switch Series At
U0 XS H UHLE, VNM Server0fl &3t
Ol= CIS2l Service Port= St 2 %= UEE &3
dotAHO0F &LICt.

- VIPM Server - SG Switch Series

: UDP 161 (SNMP Query), UDP 162 (SNMP Set)
- SG Switch Series > VIPM Server

: TCP 8085 (VIPM Port)

i ]

5. “show mds log-server” &3 Al StatusJt Fail 2! Z0l=
VIPM2| Default Service Port®! TCP 8085 0|&8H S4l0 Ol
AQl ZMst 210|122 RS Ot =FotAIDl BHELICE.
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2.12 DHCP

2.12.1 DHCP Server AH

DHCP (Dynamic Host Configuration Protocol)2t Network Z22lXt=0] XA LS Network
HOM IPFAE S20AM 22iotd g2l & = UAESF == Protocol &LICEH

oY
e
=
Q
N
0

—
Y/

TCP/IP ProtocolfilA= ZEH AIZ2XES0l QYN g O

AddressE JF M 0Bt C&'EW'OH =8 4+ USLICH DHCPE AM&6tHAl
OICH IP AddressE =& 26l0F ofH, AEEE CI2 Network?
Network2| IP Address2 HZoliOF &LICt. DHCP= Network 2 2|XtJt
2elotD e2otid, Z2EEIJF Networke O &AM EsDHe: IsS

= = W off SUICH

Ir
0¥ o

2 40

90 o

o [ !

09 0¥
=2

M x =2

FOINT
Uy o0 M

1] :& 2
R S=TRT

Hu
—
0
—
o=

C

DHCP= O &l IPF=A0F &S A2t SO ZREHN |&SotES dt= "LU" HES

SLICH 2O Al2t2 AIEXF EE38 HEA0M L0t 23S0 2

Ao et getd = U2, AE IJtsE P Address2| i
d20 % IP Address2 2HAIZEZ ZA X

Ct. &£5F DHCP= g+ &0l IP AddressE %‘9% ot= Server01| o= 1& IP Address

Ctst A o|AL|[}

o =2

(=}

H

=0}

ok
0> $© » =
corr e o

=2
=

o

DHCP Server Pool && Al TFTP Server?2| IP Address (Option-150)E S506t0{ Option-
1502 X2 35t= VoIP PhonelilAl DHCPE &Y 2 2M A Configuration2 TFTP Serverz
2£H 22 = VoIP Phone2 &M Firmware2t 2XI3tA 223 FirmwareE Download &t
H & = USLICEH TFTP Server= XU 500K S8 &= USLICH

DHCP Serverz & &5}
2 WHEs 4800 gL

=

O DHCP Client0llol DHCP ServiceE HZ06t)| fIohAd= st &
LICH.

DHCP Pool &3
DHCPE & 3AolD| A= & DHCP Pool2 XI&EGIH DHCP &8 RE=Z MEHEHL|ICH
[m;

DHCP &#F REZ FEGHH, TZZIZEJL SG2124G(config)#0lM SG2124G(config-
dhep)#2 HAE LI

DHCP Subnet &3
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DHCP Server2l JH¥ Network?! SubnetS XI& & LICH

IP Address ¥ &3

DHCP Subnet2 &2 &5 2™ Subnetll A AF2E IP Address2 BHAE & FELIC

My

Default Gateway &3

DHCP ClientOil A &% &= IPHl et Default GatewayE & & & LILCtH

IP A8 Jis A2t &3

DHCP Client0ll 2&aot= IP Address2 AIE 2:AlZh:E 2HRZ2 XNEE = UA2H Zoid
A2H0I U S Client= CHAl ServerOlA IPE &% 2H0t0F S LICH

DNS Server S2

J

=&HLICt. DNS Server= 2 WKl S

on

DHCP Clientll M AIE&& = U= DNS Servers
& %= QUSLICH

Domain Name S

= IP2F & M2 Domain NamesS & & & LILCH

O||

ClientJt IPE QEE M &%

£3& MAC AddressOl Al DHCPE 23s d<2 1A&E IP AddressE & &tLLh.

Option-150 &%

]
n
2
ol

-

[

TFTP Server2| IP Address

DHCP Server2 & &dotd™ O3 YE3UHE AIE0HAAIL.
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=R=10 Qec s
service dhcp CONFIG DHCP ServiceE F*S&LICt
ip dhcp server interface CONFIG DHCP ServerE =€ InterfaceE
VLAN_NAME S ESELCE,
DHCP Information Level Message
dhcp log mode verbose CONFIG = SyslogOil JI=ELIC
ip dhcp pool NAME DHCP Pool Name= & &&tLIC.
network IP_Addr/mask DHCP Subnet2 & &&tLICH.
range Low_Addr High_Addr DHCP IP Address BH{IE & AELICH.
default-router IP_Addr DHCP Default router IPE & A &fLILCT.
lease {<0-30> <0-24> <0- |, p IP AFE Jbs Al2tS AFBLICH
60> | infinite}
dns-server IP_Addr DHCP DNS ServerE & & & LICt.
domain-name IP_Addr DHCP Domain Names & & & LIC}.
host MAC_Addr static-ip DHCP EX HostOlH & IP AddressE
IP _Addr S A sHLIC,
TFTP Server2 IP AddressE & & &t
tftp-server IP_Addr DHCP
LICh.
DHCP Server S&f AMEHE &0lsteiH US HE AISSHAAIL.
=E=10y IS Jls
show ip dhcp CONFIG DHCP &% AMEHE &tQIEHLICH.
how i dh i ONFI DHCP Client0il Al &g& IP LHEE
show ip dhcp commit-list C G so15HL| )
) DHCP Pool2| && LHEE oIl
show ip dhcp pool [WORD] CONFIG o
DHCP Poollil SH HE2E =olsL
show ip dhcp pool-status DHCP cl
show ip dncp statistics DHCP DHCP Packet SH S =0I5tLIC},
[detail]
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DHCP ServerE =J|atotcAd® S FEUAHE AISoEAI2.
g0 = s
no network DHCP SubnetE AtMIELICY.
ooh  Low-Addr DHCP IP Address B9I8 ARIELICH
no default-router IP_Addr DHCP Default router IPE AfMI&HLICEH
no lease DHCP IP AHZ2 Jts AlZtE =D|3t&tUCh
no dns-server IP_Addr DHCP DNS ServerE AN &LICH
no domain-name IP_Addr DHCP Domain Name= AtHIELICH
& HostOlH g4& 0NE =AE 4

no host static-ip MAC_Addr DHCP HI%FLI ol
no tftp-server IP_Addr DHCP E:;P Server=l IP AddressS &
no ip dhcp pool NAME DHCP Pool NameZ At HI&LICH.

DHCP Information Level MessageE
no dhcp log mode verbose CONFIG SyslogOll JI=51K Y& LICH
no ip dhcp server interface CONEIG DHC{D Serverg #=¢g InterfaceE
VLAN_NAME AbRIBLIC
no service dhcp CONFIG DHCP ServiceE = XI&LILC.

1. DHCP ServerE =& Interface= =0 S5IHNHA &HE £ U

SLICH
=3
o —
i ns)

2. DHCP Server Pool2

ZI Ol 574, PoolY IP Range= ZICH 5004
MR &8 = AUASLLCHL(L3S 22 =W 304 ItXl Pool &F

3. TFTP Server S22 I} 5HNMA &F = USLICH

4. static-ip =

ZIH 640t K

M
=

0z
o
1
50
i
i
o
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<0l M > DHCP Server &3

SG2124G(config)#interface vlani.1
SG2124G(config-if)#ip address 172.1.1.254/24
SG2124G(config-if)#exit

SG2124G(config)#ip dhcp server interface vlani.1
SG2124G(config)#ip dhcp pool poold
SG2124G( conf ig-dhcp) #network 172.1.1.0/24
SG2124G(conf ig-dhcp)#range 172.1.1.10 172.1.1.100
SG2124G( conf ig-dhcp) #defaul t-router 172.1.1.254
SG2124G(conf ig-dhcp)#lease 0 1 0

SG2124G( conf ig-dhcp) #dns—server 10.10.10.1
SG2124G( conf ig-dhcp) #domain-name test.domain.com
SG2124G( conf ig-dhcp) #t f tp—server 172.1.1.252
SG2124G(conf ig-dhcp) #host 0000.1111.2222 static-ip 172.1.1.101
SG2124G(conf ig-dhcp) #end

SG2124G#

SG2124G#show ip dhcp

dhcp server/relay enabled

dhep pool list: pooli

vlian1.1 dhcp server active

SG2124G#

SG2124G#show ip dhcp pool

Pool pool1 :
network: 172.1.1.0/24
address range(s):
add: 172.1.1.10 to 172.1.1.100
lease <days:hours:minutes> <0:1:0>
domain: test.domain.com
dns-server(s): 10.10.10.1
tftp-server(s): 172.1.1.252
defaul t-router(s): 172.1.1.254
host static ip rease config
host entry #1
Mac address : 0000.1111.2222
static ip address : 172.1.1.101

SG2124G#show ip dhcp pool-status

Network prefixlen Total Used Available
172.1.1.0 24 9 1 90
SG2124G#
SG2124G#show ip dhcp commit-|ist

[P Address MAC Address Interface Commiter Expire time

172.1.1.100 0012.7957.1081 vlanl.1 server Sun Jan 21 19:21:35 2009
SG2124G#
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2.12.2 DHCP Relay

DHCP Relay 2&3&2 ClientOllAd IP AddressE A& M Ct2 Network(l U= DHCP
Server22H & Y& IP Address& DHCP Clienttl 8Zdl == 9&S off ELICH. DHCP
Servertil Al IPE &Y 2| fdiM= DHCP Server?t S8 VLANO Clientot Z=XHaol OF
otLt, DHCP RelayE AtEZ3dt™ DHCP Serverdt Zelg = U= @9 0|42 Subnet2 22|
g = A22=2 20 1A DHCP Servers 2clg = UASLICH
Relay Agentz &&&E Router= DHCP ServerJdt OtLIH ©X| DHCP Server2?t DHCP
ClientE ¢Zot= dgs & #ALICHL
DHCP RelayE &3&ctedi™ O3 FEUHE MESIYAIL.
2380 BE s
service dhcp CONFIG DHCP ServiceE =& LICH
ip dhcp relay helper-address CONEIG DHCP Server? IPE XI&8otH
IP_Addr DHCP RelayE & & & LIt
i [ DHCP RelayE =% InterfaceE
ip dhcp relay interface CONFIG i Y
VLAN_NAME S EHEELICY.
DHCP Relay 232 &0I5leid US BHUHE AIESHAAIL.
g3 BE s
show ip dhcp TOP DHCP && AEHES &QIstLICH
DHCP Relay &2 XJ|3Iotdd™ 0S8 B3 HE MESIHYAL.
g3 BE s
no service dhcp CONFIG DHCP ServiceE =DJ|&&LICt.
no ip dhcp relay interface CONFIG S™S DHCP Relay2 = 7|88
no ip dhcp relay helper- CONFIG &&= DHCP Relay2l DHCP Server
address [IP_Addr] IPE =DJ|st&LIlt.
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1. DHCP RelayE #*=& Interface= =0 500K 28 = US
=¥ LIC}.
o —
E 1 2. DHCP Relay Helper Address= ZI0H 200X 8™ & 4 UASL

Ct.

<0l K> DHCP Relay & &

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#ip dhcp relay interface vlani.1

At least one helper-address need,when relay interface exist.
SG2124G(config)#ip dhcp relay helper-address 1.1.1.1
SG2124G(conf ig)#show running-config

|

service password-encryption

!

username root password x*x*xx*x

!

ip domain-Ilookup

|

ip dhcp relay helper-address 1.1.1.1

ip dhcp relay interface vlani.1

bridge 1 protocol pvstp

|

—— ol5t M2k -

SG2124G(conf ig)#end
SG2124G#

SG2124G#show ip dhcp

dhcp server/relay enabled
dhcp pool list: <none>
vlian1.1 dhcp relay active
SG2124G#
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2.12.3 DHCP Unleased-IP

DHCP Client0i M DHCPE Sdll IP AddressE &% 2A| 210 Static IP Address£ 0|&3al
o QY S AIEE2o2 IPARS XH5EOZ AMSols A2 2| st JIse L

DHCP Unleased-ipg &&ol®™ DHCP ServerOlAd host2 Z W= DHCP ACK PacketsS
Snoopdtd DHCP ACK PacketOfl Al HostOll Al & & Gt= IP Address 012/0l 2= Source IP
Address= Blockdle Jls22& Interface= Any PacketOl CHGHOd Block&HEHOI QUCHE
DHCP PacketOil 2Joi M OpenZl&== =Z&LICH O IH DHCP ACK Packet2l Lease Time
ol Sloh Al ACLOlI MAT D TimerJt Update =l0f Dynamiclt Staticez =250 &8 Dt
S§&tLICH

DHCP Unleased-ipE &3&3tH™ I8 BB UHE AESAAL.

2380 ec s

_ _ DHCP Unleased-ip JIsS &4d3ste
ip dhcp unleased-ip acl CONFIG Lic

|pﬂ():|h/c\:5dunleased-|p permit CONFIG DHCP Unleased-ip = 5|2& Static
P r | range IP AddressE & & & LILCt.

Low_IP_Addr High_IP Addr}

DHCP Unleased-ipE =QIotH ™ 2 BEUHE AMEBSIAAIL.

gg0 Lo s

show ip dhcp unleased-ip TOP DHCP Unleased-ipE Sodll Block&
block-list IP Address ListS & QI&tLIC}.

show ip dhcp unleased-ip TOP DHCP Unleased-ip0il A &1 &8t Static
permit [IP_Addr | IP_Range] IP Address ListE = QI&tLICt.

DHCP Unleased-ip &8 2 =JI&loldidH S SHUHE AIZoAAI2L.

==L = Ji=
DHCP Unleased-ip J1s2 =JI5&
no ip dhcp unleased-ip acl CONFIG Lct P =
;Z ':](tj:j_‘; L:\‘Ij(ejasleda-ll’]p;e CONFIG DHCP Unleased-ip =& 5|28 Static
rmi r|r
o £ =JIggu g
Low_IP_Addr High IP Addr} IP Address erELt
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<0l H> DHCP Unleased-ip &%

- ip dhcp unleased-ip & 4.
- ip address 192.168.1.200= 1 & IP &4l 5 &

SG2124G#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#ip dhcp unleased-ip acl
SG2124G(config)#ip dhep unleased-ip permit 192.168.1.200
SG2124G(conf ig)#end
SG2124G#
SG2124G#show running-config
!
service password-encryption
|
username root password x*xxxx*x
!
ip domain-Ilookup
|
ip dhcp pool 1
network 192.168.1.0 255.255.255.0
range 192.168.1.10 192.168.1.200
dns-server 192.168.10.11
default-router 192.168.1.254
lease 0 1 0
|
ip dhcp server interface vlani.1
bridge 1 protocol pvstp
|
ip dhcp unleased-ip acl
ip dhcp unleased-ip permit 192.168.1.200
mls gos enable
mds enable gel1-22 detect

mds uplink ge23-24
|

el

—— 0|5} M2f —
SG2124G#
SG2124G#show ip dhcp unleased-ip block-Iist
[P Address MAC Address Interface Index Block-time

192.168.1.74 0021.00ab.ed7a vlanl.1 0x59000187 Fri Apr 17 12:21:31 2009
192.168.1.78 0021.00ab.da43 vlanl.1 0x59000193 Fri Apr 17 12:25:01 2009

SG2124G#
SG2124G#show ip dhcp unleased-ip permit
[P Address Type

192.168.1.200 manual

SG2124G#
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2.12.4 DHCP Option-82 AH

DHCP ServerOlAl Ct==2| DHCP ClientOlHl IP AddressE = YadliOFr & [ DHCP Option-

82 MEdotH E8XH2=Z JIPAss 22e = UsLIth

DHCP Option-82= DHCP Relay AgentJ)t DHCP Request Packet0||

k=)
Remote IDE Jt&l Option-82c2tl] ol= HE2E W= EH2EZM IIHPAE 2Scte XY

LICt. Ol O Interface B1SJI Remote ID ECt & =<Jt O =5LICH

=
se FEE

Option-82 &2 Jt 8= Request Packet2 U2 Mol=

Interface

& 235tH, Option-

t SRS
820l JIS& Remote IDJ} K&l A|AEN MAC Addresset S2& HR0l= Option-820i A

K& &t Interface HHEZ Option-828 XNHE & HSELITH

DHCP Option-820i (st EMES L HoteEH U3 BHUHE AMESIHAIL.

g2 2ec s

ip dhcp relay information Option-82 PacketOll st M= 4
policy {append | drop | CONFIG S ELICt. (Packetel 2 WA, AN,
keep} &E)

i i i DHCP RelayE & &gt #< Option-
ip c!hcp relay information CONFIG - ! p
option 82 ME HHRE XNEELIT

DHCP Option-820i Uiet EME =J|stotedH S BEUHE AISOHYAIL.

=N oc s

i i i Option-82 PacketOll st s =
no .|p dhcp relay information CONFIG P
policy J|St&LICt.

no ip dhcp relay information

. CONFIG Option-82 AIE =2
option

<0l > DHCP Option-82 & A &F

SG2124G(config)#ip dhcp relay information policy keep
SG2124G(config)#ip dhcp relay information option
SG2124G(config)#exit
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2.12.5 DHCP Snooping

DHCP Snooping JIs& &l2(Trust)g &= U= Interfacell DHCP ServerJdt EMol= R 2
Z OIAIGIH &ZE £ = (Untrust) Interface2 2612 DHCP Offer, Ack PacketOl =4l
Tl= 822 Client Source MAC Address2t DHCP PacketLi2| Client MAC AddressJt CtE
4% Drop ot= JIs&UICH

VLANOI DHCP Snooping2 Enablesct® 2= DHCP Packet2 CPUOIAM Forwarding St
E/0{ VLAN2 =0 3274,DHCP Snooping Binding Entry= =0 1024040tXAl XI&&LICt.
DHCP Snooping Binding Entry2| %0 +=XIE€ €= &< 0= Binding Tabletll H&&ZIX &

.

S0, 2& Binding Entry= 30 s0ll A Updatedtd Ol [ Lease Time EE2% 30 si
ZAELICH. DHCP Snooping Option-82 = 28 24 O0IA40NME S&0F dt0H, ==4lE
&G Serverz M&E6HL] ServerZFEH AlE

DHCP Packet(il option-82J g2 &
ol

option-82 ZEJt Xtal0l 48t A BLE Adote JIsLICH

DHCP Snooping2 & & L3t &=LICH

1. DHCP ServerJt H25 0 U= InterfacesS0l CHolAl= Trust Interfacez2 &&a6tH &3
X &2 LIHX Interface=2 25 Untrust Interface2 & & & LIC.

2. Trust InterfaceE2 £ &2l DHCP Replys 422 &G, Untrust Interface2 £ H 2
DHCP Reply2 Drop XclotHLt oY InterfaceE Disable XMc2l&LICH

3. 3422 =#4l% = DHCP Reply Packet2l HE2E J|82=Z Client2l MAC Address,
ServerZ 28 S0 & IP Address, Lease J|2t S2 Binding Entry0ll Update& LICt.

4. DHCP Packet 8% = ClientJt Request® GtAl %£U=0 Server2 £ EH Reply Packet
0] &tMist R &= Request? Reply &&2t2| Source IP Address)t CHE ZHRIF 25}
o 1 2 Y Interfacell DisablexiclE &= USLICH

— =

0y ng

1. DHCP SnoopingE &&& = A= VLANS Z[CH 32470HX L
Ct.

2. DHCP Snooping Binding Entry2 M& &&= Ji4== 102424010
ZUEE Entrys MEEX ZSLICH

i ]
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DHCP SnoopingE &3dtel™ U3 S8 E AIETINAIL.
=L RE s
DHCP Snooping JlsS &43&HL
ip dhcp snooping CONFIG o ping
ip dhcp snooping vlan £3& VLANOGI DHCP Snooping Jls
RANGE CONFIG = s488UCH
ip dhcp snooping information CONFIG DHCP Snoopingl A Option-82 & &
option 82 £ FIELILH
ip dhcp snooping trust INTERFACE InterfaceE Trust2 & & & LICt.
DHCP SnoopingE &0lotedid U3 G UHE AISoIYAIL.
2380 RE s
] . DHCP Snooping & AHE &0 g
show ip dhcp snooping TOP
LICF.
show ip dhcp snooping DHCP Binding Table / Counter =&
{ binding | statistics TOP = solaL0)
[interface IFNAME]Y} I
DHCP Snooping &8 =J|alotcdid U3 BSHUHE AIE0IAAIL.

g3 2c s
) ) DHCP Snooping JIs2 HI&43st& Ll
no ip dhcp snooping CONFIG cl
i i £3& VLANOI DHCP Snooping Jls2
no ip dhcp snooping vlan CONFIG ping
RANGE Hl & A 38t LICt.
no ip dhcp snooping CONFIG DHCP Snooping0il =Jt= Option -82
information option 82 HEE =JISELIC
] . Trustz &8 & InterfaceE =DJ|3IE
no ip dhcp snooping trust INTERFACE L
clear ip dhcp snooping . - e -
DHCP snooping binding entry== =
binding [interface IFNAME | CONFIG J1518tL O} ping g y
vlan <1-4094>] = '
i i DHCP snooping counter==2 =J|3&t
clear ip dhcp snooping CONFIG ping 2

statistics [interface IFNAME]

SfLICh.
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<0l HI> DHCP Snooping & &

- ip dhcp Snooping & &.
- DHCP ServerE gel, ge20f &

SG2124G(config)#ip dhcp snooping

=
-

gel®t Trust Interfacez &3

SG2124G(config)#ip dhcp snooping vian 1

SG2124G

config)#interface gel

(

SG2124G(config)#ip dhcp snooping information option 82
(
(

SG2124G(config-if)#ip dncp snooping trust
SG2124G(config-if)#end
SG2124G#sh ip dhcp snooping statistics interface ge2

DHCP snooping statistic counters for interface ge2

Discover

Discover dropped :

Offer

Offer dropped
Request

Request dropped
Ack

Ack dropped
Nack

Nack dropped
Release

Release dropped
Inform

Inform dropped
Decline

Decline dropped

0
0
8
0
0
0
0
: 0
0
0
0
0
0
0
0

0

SG2124G#sh ip dhcp snooping statistics interface gel

DHCP snooping statistic counters for interface gel

Discover

Offer

Offer dropped
Request

Request dropped
Ack

Ack dropped
Nack

Nack dropped
Release

Release dropped
Inform

Inform dropped
Decline

Decl ine dropped

0
3
0
0
0
2
: 0
: 0
: 0
0
0
0
0
0
0

: 0
Discover dropped :
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2.13 ERP

ERP(Ethernet Ring Protection)&t Layer2 &0lA loop 810l Ethernet Ring &2 %* =
U[UEZE olF== Protocol &LICI. Ethernet 22 ring2 #*4 Al Ethernet S&4 loo g
MotLE, G.8032 0lA= Ring Protection Link 2t 2cl= @35 block AIAA loopE

FLICH &4 23 ®&E Al signal fail R-APS frame £ & LE0 MYEE22ZM, Rlng
Protection Link £ CtAl unblock &t0{ ring O] 8&S& & = JUETS &LICT

>.

o

RPL(Ring Protection Link)Z2 JtXld MO{ot= =5 RPL Owner, RPL 3t HZ&E LEE
RPL Neighboret 5t0, & 4= 25t RPL owner2 RPL neighbordt @ #&LICH. RPL
Owner?t RPL NeighborZ &#&g L0 22 rpl XEE XI¥ot1, RPL Owner:s rpl-
owner Z2E0H=Z XIZ&LICH rpl-owner2 X&ETZX %2 == N=22 rpl neighborz
CIAIELICY.

ERPE & 16JH2 2IABA MH0l JtsELIO. HE=2 V1

=l

F V2 88 8&A&0| Jt=sgtL|Ct.

Version 1 0lA XI& Jf

oIr
roh
X
or

Signal Fail

Signal Fail recovery

Version 2 OlA XI& Jts8t JIs
Signal Fail

Signal Fail recovery

Manual Switch

Forced Switch

Non-revertive

Interconnected rings

RPL Neighbor
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[2& 2-17] ERP Single Ring 8HZ 24

Switch A (RPL Owner) Switch B (RPL Neighbor)

Switch C

RPL Block S% (&) —— Block Z4 (ZO0HAl) X Block

[2& 2-18] ERP Multi Ring ¢1Z 24

Switch C
Ring 1 (Major Ring)

Switch B (RPL Neighbor1) Switch D

Ring 2 (Sub Ring)

RPL
Switch E (RPL Owner2) Switch F (RPL Neighbor2)
ERPE &HHGteiH U2 ZHUHE MESINAIR.
==L BE s
erp NAME CONFIG ERP Name=2 & & &LILCH.
port0 interface IFNAME ERP ERP port0= & &g LIC
portl interface IFNAME ERP ERP portl= & Z&¢&LILC
rpl {port0 | portl} ERP rpl ZEE & &&LICH
rpl-owner ERP rpl ownerE & & &LICt
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enable-erp ERP ERPE & &3t &LICH
version {v1 | v2} ERP s Hds 8 LICH
sub-ring ERP SubringE & &&LICH
tert ERP CtE oA 25 topology HES
propagate-te HMgsle Jls2 BAsEL
) NodeJl Protection@z && = =74
non-revertive-mode ERP = =02 AssicE AFELC
KNFE ZEDL Signal Fail HE2t &
forced-switch [portO | portl] | ERP 2310l blockE +=¥ot=E £& gL
Cl.
switch X&E ZED} Signal Failol g8 &
manual-switch [port0 | ERP SO0t blockS +HotE= HHEL
portl]
Ch.
" fr <5-125 ERP Signal Fail Al 537 AlZ2t2 &&F &Ll
imer wir Ch (2420 : min)
timer wtb <5000-7000> ERP blockO| s&3dt= Al2tE & & LI
ERP AEHE 0I5l S YBUHE AIESSIAAI2L.
g2 2c s
show erp [NAME | detail] TOP ERP & & AEHE =QI&LIC
ERP 832 =)ot 43S HEUHE AIESHAAIL.
g3 HE s
clear erp { timer | NAME
timer} {wtr | wtb | guard | Top ERP &&= =& LICL
holdoff}
no erp NAME CONFIG ERP &&= AN &LIC
no port0 ERP ERP port0 &= =J|3t gfLILCH
no portl ERP ERP portl &= =J|3t gLILCH
no rpl ERP rpl ZE &2 =Dt &Ll
no rpl-owner ERP rpl owner &8 =J|3 &LICt.
no enable-erp ERP ERPE HIZ43st &fLICt
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no version ERP Version &8 =2 =J|3} &LICH
no sub-ring ERP Subring &85 =JI3t &LICt
te-t ERP CtE oM 228t topology HE =
no propagate-tc HUts Jl=S HEAsEL
ERP NodeJ} Protectionez && = 2
no non-revertive-mode £ s 2 +3#dt= JIs2 oAl
gtLICh.
no forced-switch ERP Signal Fail ({22 42810l block=
reed-swi AB5ls D52 HHELICH
| itch ERP Signal Fail0l 212 & <02 block2
no manual-swite +#ste JI5S HHMELICH
i ; ERP Signal Fail Al =7 Al2t2 =J|3t
no timer wtr S
_ ERP block0l S&tol= Al2tS =D|st &
no timer wtb Lc

1. Ring £ #4ddl=s 2 ARAX0N=E ERP £&0| T/ AOGOF &L
Ct.

2. Ring 0= %4 otLtel RPLYE RPL Owner node, RPL Neighbor
node Jt A0 OF &FLIC

ERP node 0= SIHS| TEJ}F @RELICH (&, sub-ring Ol EAl
o= 230 LR A0S ELICH)

i ]
(O8]

4. Subring O|&Al, subring 2% & &AM 0O sub-ring £&0| &
O QUO{0F &HLILCH.

5. ERP JIs2 SwitchtH& 2.x Ol& 0l A K& & LICH

<0l M 1> ERP- Single Ring & &
< ERP Single Ring >

1. A(RPL Owner)

SG2124G#configure terminal
SG2124G(config)#erp erpl
SG2124G(config-erp)#port0 interface gel
SG2124G(config-erp)#port1 interface ge2
SG2124G(config-erp)#rpl porti

SG2124G(conf ig-erp)#rpl-owner

SG2124G(conf ig-erp)#enable-erp

SG2124G( conf ig-erp)#end

2= =R = = =
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2. B(RPL Neighbor)

SG2124G#configure terminal

SG2124G(conf ig)#erp erpl
SG2124G(config-erp)#port0 interface gel
SG2124G(config-erp)#port1 interface ge2
SG2124G(config-erp)#rpl port0
SG2124G(conf ig-erp)#enable-erp
SG2124G(conf ig-erp)#end

3. C

SG2124G#configure terminal

SG2124G(conf ig)#erp erpl
SG2124G(config-erp)#port0 interface gel
SG2124G(config-erp)#port1 interface ge2
SG2124G(conf ig-erp)#enable-erp
SG2124G(conf ig-erp)#end

SG2124G#show erp erpl -> A Switch
Name
Node State Ring Link Link State
erpi port0(gel) Forwarding
ldle por t1(ge2) Blocked
SG2124G#show erp erpl - B Switch
Name
Node State Ring Link Link State
erpi port0(gel) Blocked
ldle por t1(ge2) Forwarding
SG2124G#show erp erpl - C Switch
Name
Node State Ring Link Link State
erpl por t0(gel) Forwarding
ldle por t1(ge2) Forwarding
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<0l M2> ERP - Multi Ring &€&
< ERP Multi Ring >

1. A(RPL Owner)

erpl

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#erp erpl
SG2124G(config-erp)#port0 interface gel
SG2124G(config-erp)#port1 interface ge2
SG2124G(config-erp)#rpl porti

SG2124G(conf ig-erp)#rpl-owner

SG2124G(conf ig-erp)#enable-erp

SG2124G(conf ig-erp)#end

—_— e~~~ —~

2. B(RPL Neighbor)

erpl

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#erp erpl

SG2124G(config-erp)#port0 interface gel
SG2124G(config-erp)#portl interface ge2
SG2124G(config-erp)#rpl port0

SG2124G(config-erp)#enable-erp

SG2124G(conf ig-erp)#end

erp2

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#erp erp2

SG2124G(config-erp)#port0 interface ge3

SG2124G(conf ig-erp)#sub-ring

SG2124G(conf ig-erp)#enable-erp

SG2124G(conf ig-erp)#end

 — — —

3.C

erpi

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#erp erpl

SG2124G(config-erp)#port0 interface gel
SG2124G(config-erp)#port1 interface ge2
SG2124G(config-erp)#enable-erp
SG2124G(conf ig-erp)#end

4. D

erpi

SG2124G#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(config)#erp erpl

SG2124G(config-erp)#port0 interface gel
SG2124G(config-erp)#port1 interface ge2

SG2124G(conf ig-erp)#enable-erp

SG2124G( conf ig-erp)#end

erp2

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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SG2124G(config)#erp erp2
SG2124G(config-erp)#port0 interface ge3
SG2124G(conf ig-erp)#sub-ring
SG2124G(conf ig-erp)#enable-erp
SG2124G(conf ig-erp)#end

5. E(RPL Owner)

erp2

SG2124GP#configure terminal
SG2124GP(config)#erp erp2
SG2124GP(config-erp)#port0 interface gel
SG2124GP(config-erp)#portl interface ge2
SG2124GP(config-erp)#rpl porti
SG2124GP(conf ig-erp)#rpl-owner
SG2124GP( conf ig-erp)#sub-r ing
SG2124GP(conf ig-erp)#enable-erp
SG2124GP(conf ig-erp)#end

6. F(RPL Neighbor)

erp2

SG2124GP#configure terminal
SG2124GP(config)#erp erp2
SG2124GP(config-erp)#port0 interface gel
SG2124GP(config-erp)#portl interface ge2
SG2124GP(config-erp)#rpl port0
SG2124GP(config-erp)#sub-ring

SG2124GP(conf ig-erp)#enable-erp
SG2124GP(conf ig-erp)#end

SG2124G#show erp -> A Switch
Name
Node State Ring Link Link State
erpl por tO( gel) Forwarding
ldle port1( ge?2) Blocked
SG2124G#show erp - B Switch
Name
Node State Ring Link Link State
erpi por t0( gel) Blocked
ldle por t1( ge2) Forwarding
Name
Node State Ring Link Link State
erp2 por t0( ged) Forwarding
ldle port1( N/A) N/A
SG2124G#show erp - C Switch
Name
Node State Ring Link Link State
erpl por t0(ge15) Forwarding
ldle port1(gel6) Forwarding
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SG2124G#show erp - D Switch
Name
Node State Ring Link Link State
erpl port0( gel) Forwarding
ldle port1( ge2) Forwarding
Name
Node State Ring Link Link State
erp2 por t0( ge3) Forwarding
ldle por t1( N/A) N/A
SG2124GP#show erp - E Switch
Name
Node State Ring Link Link State
erp2 port0( gel) Forwarding
ldle por t1( ge2) Blocked
SG2124GP#show erp - F Switch
Name
Node State Ring Link Link State
erp2 port0( gel) Blocked
ldle por t1( ge2) Forwarding
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H|3%&. Routing Protocol

3.1 BGP Routing Protocol

Border Gateway Protocol(BGP)2 2% UE</3AA A
Protocol) 2 LICt.

16t= EGP(Exterior Gateway

[U\J

BGP= A2 Ct2 22l Hlel(Autonomous System)
28 M2 2AUC. BGP FRE= W0 R
LI

[‘\J

tol 328 U

FD g2 + U=
HEHD piso 2el Shel ¢

for &

rr

BGP= RFC A 1163, 126701 E2=0 A0, SG Series Switch= RFC 177101 &2
= BGP HH& 45 XIE&LICH

BGPH & 4= ctSE HIOIZ2 3AJIE =00 floH UWIERAINA IPFAMHA IP PrefixE &
Z22Z M3 &LICL CIDR (Classless Inter-Domain Routing)2 0|25t0f S& & 2(Aggregate
Route)E HI=05t0, OSPFet RIPE CIDR dz& NMYg £ USLICH

SHE BGP ZUIAOI2] AS2H ASOI S €ote Z2E LE0IH Y FTZE Yot It
& S8H0 AS H2E MEStESE 6t IS LIC

MEXt= Route-Map2 0/206+t0d MED(Multi Exit Discriminator) gt=2 &8 %= USLICH
MZ2 28 HEDJL Neighbor BGP ctEHW &MY Z [, MEDgt=2 HHGHAI 2=LICH Iet
N SLe AS L0l |IXIE BGP 2tREHS2 s2s J|E22 BFTE HE8E £ USLIC
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3.1.1 7|244d

BGP £&¥2 A JI2 £33 1Ig 822 s = JUsUb. OS2 BGP JI2 83U

g U,

= CtRE FM HF

= BGP Weights &3

= AS HZ AME =X

 BGP 32 ZH¥

= AS 22 ZHE

= Prefix 2/AEE 0|28 BGP ZHY
» OIS s83X2 38 dY X

= BGP BH& &3
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3.1.2 BGP Routing 43}

>

4,

N ol

Ct.

1
|0 ASLICH ME ASE 2Z UIEAINANE MEE = U

S &&= &2l T2l (Autonomous System) HEZ BGP UWERIE FE261D] <ol AlE
S E 65535NtAl AMEE &= U2M 655120 A 655350tA= Atd AS Bis 2 FHQ

o =2 T A —
QON, 282 oA & Bl

Ethernet Ring Protection &EHE &0Ictei™ S TEUHE MEGHHAIL.
g3 RE s
AS HSE XIE, BGP ct8s 4
router bgp <1-65535> CONFIG a8 Ot

<0l M> BGP Routing

5N 5}

=2 O

SG2124GX#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124GX(config)#router bgp 32

SG2124GX(config-router)#
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BGP
3.1.3 BGP Neighbor Router &%

BGP= Neighbor ctREHE A&oH0F &LICt. BGP Neighbor 2tREHN= S8 ASH < X
st LIS Neighbor 2tRE 2 CIE ASOH =8t 215 Neighbor 2tREIF JCH, B SLs&t
ASCHH U= WHE Neighbor etREH= & HZDNH AKX LXC 22 Neighbor ctREHS
2 AE AZEH0 dUge ME UWERKIAE SKELILHL
BGPOIl AFEE UESIAZE XA, BGP 2tRE HOIS0H SZSE&LIC

g3 2c s

neighbor ip-address ROUTER BGP Neighbor 2I2EE & & &L
remote-as number (BGP) Ct.

=2 =og

<0l Kl> BGP Neighboret tH&fE AS NumberE & & & LICH

SG2124GX#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124GX(config)#router bgp 32

SG2124GX(config-router)#neighbor 192.168.254.254 remote-as 10
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3.1.4 Routing FX HZA

i route-map, distribute-list,

=
S0l O S22 Mg A2k 2

228 EMES Neighbor 2tREH 2
prefix-list, filter-list S 0/&3dt04
deLICH BGP 2t<*H= ct*E 3 ™

HU Sl 228 =P (route reset)dttl MEZ2 Y 3
Ct. BGP 2tRHI MZ2 FMu FEdle 3EE ¢
HN5t] Mz E2E MEsI== 6t2d™ Outbound resets A& &HLICH

10
m
uin
H
=
HU
H0

BGP B MZ22 ZFH0 X0 MZ22 =25 H306tH Neighbor ct

HEE 2o

I
=]
=
[
-
o

=

otet AL XH2) HIE-?-J ol ?XIst BGP 2tE 2 Neighbor 2tE It 25 Route Refresh
Capability J1s2 XI&8CtH Inbound ResetS 0/&ol0 2tRE HEE HAE > USL
Ct. O] &S OI st 2I2H MEF2 Sl 22 #E0| UASLICH

= 22Xt 2 EEE 2R 98
= ctRE EE g0 OE 0t HZ2el 2 S

Neighbor 2tE I} route refresh capability JIs2 XI&ol=Xl &0lolei™ 2lRE &3 2
CUHAM CE BEUHE MESIHAIR.
==L RE s

Route Refresh Capability J1s2
Neighbor 2tXEHIH & LICH
neighbor ip-address ROUTER Neighbor 2t2H&E 0| JIs2 K&
capability route-refresh (BGP) SO, G 22 HAIXIE &2
ZLICt : Received Route Refresh
Capability From Peer.

2= BGP 2tREIt route refresh capabilityE XI&StCHH, AIEXt= soft reset JIs
2 0|8ol0 ol& Bl Z2 HEE B0F 2 4= USLICH

0K

SHYAIL.

02

2E dEotH USH €2 BEUHE At

rr
Illlﬂl

Nz=2 30 FEot=s 4RE
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g3 Qc s
NZ2 H2E BI9&LIC. Me&
| o b % | AS HEE 2= UERD FALIASE
coar 1P ]gspof[t 1A TOP NEE & U=l Haz
Wildcard(*)E AM&dtH ZRE R0l
N Mz22 3828 B &LIC
Outbound Reset J|s& E&o ME 482 ZRZ ot ESLICH soft el BEUHE A
20t ctRE ZE2E Al dSELICH cte8 FE2E UAl H36ted®, TOP LEUHAM CS
22 BEUHE AISStA Al
2380 RE s
ARE FE2E MEdte RO0AM
Route Refresh CapabilityS =& &t
clear ip bgp [* | AS | TOP LICtH. BE2E Note 22 UWEH
address ] soft out 3 F=ALH ASE XIEESLICH B
EH(*)= 2 R0A 228 38
E NI ELICL
el HEE Y XS )| M2 S+ o= Route Refresh CapabilityJls
S MEELICH 0 JIs2 AIS6HH 2249 BHAE HES otUtA ANIGHA 20t &= #
cl&0l ASLICH
&HH, Route Refresh CapabilityE XI&otXl =Rot= &Hl2 B0 = neighbor x.x.x.x soft-
reconfiguration S8 HE AIE0I JIENH =10 2E 2tE F2E AXoHOF &LICH. 2
Lt 0Id2 UEIAN 2HMEO0l ZMdt= |0l & = JA2B =2 Ii2H Ildte A0l ESL
Ct.
BGP E2E M &H&5IX 210 M2 FEE MH0dH BGP ctREH= AR FEE HdE
Moz XYoot 21 BGP UERIAZ = 2= 2= E2E MEMHOF &LICH 0 gy
H2el FotE 01 AI21J1 20l Jts8t ALZ6tAl 2= A0l ESLICH B HEE &
2E H3ote A2 HZREelE QTG LSLICH BGP ctREI M2 BAE 328 MLt
o YN Z Neighbor ctRHE BHEE 2 E 20t S0/H &LICH
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i

(=}

MEE cte8 M= 0186t BGP &&= HhHeiH, Router 28 2E0HM OS EEA
ArZ St

1 G BGP ctHE T &&st = Neighbor ct2HI EU2 FEE MHECHEE L&

FE0f oc T
ighbor ip-add ft ROUTER BGP 2IREIE M £F& =
neighbor ip-address soft- _
Neighbor 2I2EJ} B AEE
reconfiguration inbound (BGP) ighbor 2t It 2LUY

JSESEHEINR

2 A MEE d2E 0I8otH M BHE =" F2E HOI=S0 SSot== gLt

%2 0f 2c Jls

clear ip bgp [* | as-number] = Z2E HOoIE0 S=E&ELICH 0

soft in TOP M 82X} S0 e R2Z HESR
3 =AU AS, ZE R (M2 XE
g = AsUC

2t 8 HOIZW BGP Neighbor 2tRHE Edll 2t2E E2JI MUz HIZA=K =016t
™ Top ZEUHA O8 ZTEAHE AMESHAAL.
==L = s
show ip bgp neighbors ip-
FHLE &

. . TOP
[advertised-routes | received- g 22 32

routes | routes]

address Neighbor ctRHZ &

438



HI3&. Routing Protocol BGP

3.1.5 BGP Weights &%

Weight= 320 €gcote =Xt 22 =2 A8 Al 8= J|=0
LIS ZOAME S8 222 0~65535tAl ALE Jts¢EHLICH Btef 1 ctREI EUHF=
d2E 24AlotdH i ctREHUAM dE58 F20 =2 weight £ f0ot2 ELILH BGP
weightE £Z5tei® Router &8 Z2E0HM O3S EEUHE AISoHEAIR.

=

k==

=
=3
Bl

LICt. Weight= BGP
X

HAEO 2= s
neighbor ip-address weight Router Router Neighbor 2tREHII 2EWH =
<0-65535> (BGP) = 20 WeightE S 0{&LICH

3.1.6 AS F=E FA

JI=2 otLtZ2 AS 2 AtEELICH 1

JI28 22 SG Series Switche 228 Z&ol=
£ 1otk &ZO0toF &LICH

ciLt IETF E& oS =28, AS 32

Flol 2R8 B2 Z0IE SAIGtAPH, Router €& Z2E0
A

HEA = s
. Router dZE HdE8E [ ASHKl Jt= &=
bgp bestpath as-path ignore (BGP) 2102 24 B0
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3.1.7 AS ZAZ AI2ZX|

oral A|AEQ] EF 228 HEE Hstoll ACHH Neighbor 2IREHS =1 2= HEE

A8 H2lohM 20 2 &= USLICH Ol A& Xt= Access List Lt Prefix ListE &3&83dt10

S JIEN EFH 2U4RE EEE ZHHYHLICH

BGP cIRE HEE HEs6ie{™, Router 88 ZEWA OIS 22 HHUHE AIE SlYAIL.
HAEO EIS s
neighbor ip-address distribute- Router Access ListE H&ot{ S8 UES
list (BGP) dE soll LIoF HLF S0Hese dE
access-list-name {in | out} E Hd¢ Hel&LIC

i ]

Distribute List = BGP W UWERAIWAE AIE Jts

St
=

LICt.
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3.1.8 AS A= =ZEZ
BGP Z0A UERZAD =AE JIELz H8E Het=x0l ASE dRote 20 UolME
AEXHO Melot JtsglLt. 228 d4dot)| flol E8tde FMs=2 Access List 0l S8
ELICH. ASE D=2 2 2teE @E% Mietoted™ Access List 0l Hst 8E d&st = 0]
HM == Neighbor ct2HWH HE oSt AIL.
Chs2 AS)I dYole 228 HMistete 2 L.
1 A =& ASE access listdl &2l stCt.
= = s
|P as-path access-list access- =X ASZ Access List0fl X olstL|
list-number CONFIG
. . Ct.
{permit | deny} expression

2 CHH Router €8 ZE==2 SO0 ZLICH

3 ©H 2 A HOSH Access ListE &0l oY ASIOE EolHL Y Bt= HEE HEt
SHC}.
==R=10) RE s
iahbor ib-add filter-list R 2N H2lst Access ListE &= &0t
recass st mumber {in 1 oty | (5GP e ASH € B HE ps
HEBE HSHELICEH
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3.1.9 Prefix ListE 0|8% BGP ZEZ

BGP ZZ2ZE HIStE M= st 22 0192 Access List &l Prefix ListE 20| AIS
LIC}.

= O S50 YUE 2R S5 WSS Mot Bg8dts Al20l B2E LT

= 2 S50 Rz Fs S5 4= USLICH

= AFEYO0| 2HEHELICH

Prefix ListE X &6t
Prefix Listlll S&&

=
—
HSE F0HE = UsL

Prefix ListE 0|28 EciZl ZEHE S& 24

prefix listE 018 ZEYS BE 2SN Iolst IS YEADN HE5H0 2+2E
22 H¥ Hols

list 28 RASHAIE Gl &2 & O MEAH - A0

- Prefix List0l Zolg€l H&0| 9iop 2= YESI LS SIS LICL

- WIESIT0 MEs Z0| Prefix Listll OIS0l UK LCHY HLoHs UIERDT I
He SLICH

- BLiSl HIEYA0 MBS FMS0| 0 N EMT O BS2 2% S AEsD
& me vss 2E M0 AN ME8Hs ¥

ctLE = Prefix Liste 2H <
A

|
gotle UHAl X2 Mg 2

BFE Al ALE Ol Prefix ListE Z&oi0F &LICH ALE XL

St
=

=

£ HdY¥ H2lote 272 access
(o]

st bet & A 24842 4 ZXt= ip prefix-
list ZEHOUM MEdt= seqE AIE0I0 & XUF AMEdle F3MES =5 A0 BHXE
=5 UsLITH
show ip prefix-list 383 = 20 20 2t HSE =0l sLICH AAZXDF 888 &
M= 28 B3I ASHEZ 20ELUCLCH 2 AR AsHEez M) ANEEHX =
otE HEHIAMULIHE BLEAl ip prefix-list SHHE AtEotd 2 ZH0 HSE KNEHMOF L

Ct.
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<& Prefix list M4

prefix listE ddoted™H, CONFIG €& ZE0A TS BE0HE AISotE Al 2.

o0 [ s

ip prefix-list name
{deny|permit} [descripttion Prefix ListE &g [ 25 0|
description] [seq value] prefix N&E &L,

[ge value] [le value]

o
o

ip prefix-list name CONFIG
{deny|permit} [descript tion
description] [seq value] any

E UHERKIW HEZ& = Prefix
ListE A& 8HLICt.

ip prefix-list name description Prefix ListOll ot 4= =HerL
description Ct.
== Prefix listS MA5IHH AISIE BHEAl permitOlLt deny =S
E 251 0F BHLICH

¢ Prefix List Ez{ & X

Prefix ListOl &&= otUA F=IHE &= USLICH

ted® CONFIG €& ZE0M OS BEUHE ALESHYAIL.

[o]]]

Prefix ListOll 22 =0}

80 2E s

ip prefix-list name seq value
{deny | permit} {any | CONFIG
prefix} [ge value] [le value]

Prefix List0ll &322 &H&dt0 M=
of HSE S0 ELIC

SEAHOZ HY = U= gelt le 2 0l W2 UWERIE NEE [H AFZELICH ge
ot lesd = O AMSotA 228 HERZ ERA & O 6t 4EELICH ¢ ge =
Hob 8FE 0 U™ ge-value OlAM 32 HIENX, le £H0 &FE0 U2 YOtAI0A
le-valuelt X0t LIERR A2 £&FELICHL
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%2 0f 2c Jls

show ip prefix-list [detail |

MNE
summary] EEHLICEH Prefix ListE MM O
Y 2= 022 NFELIC
show ip prefix-list [detail | X & &t Prefix Listtl =0 U= H
summary] name =2 gLt

show ip prefix-list name [seq XNZet H30l oiEYot=e B3Ms &4
number] TOP LI Ct.

show ip prefix-list name N&Ee HER/ADN H=cte EMS
[prefix] ESHELIC

show ip prefix-list name XNEet HEHIAN ZEot= Prefix
[prefix] longer Listel E= HMES E== LI
show ip prefix-list name AN&st HERKIN HE2&=s A HM
[prefix] first-match HMZ LI

¢ Prefix HOIE X3 = &

>

Prefix List2l 3| =5 AMHIGtei® CONFIG 2E0M OS BEHE AIESHAAIL.

80 2E s

Prefix List £3| =5 AfHIgCt. Dl
TOP 2802 AAHEZ Prefix Liste =

2 =8 JISELIC

clear ip prefix-list name
[prefix]

X
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3.1.11 BGP HHMH

stUCH XNI&E8 BGP HE2Z Neighbor ctSEH2E S

ANAEEZ JI2822 BGP HE 48 & =l
Aot Router €8 ZE0N OS5 SEUHE AIE0HAAIL.
330 = s

neighbor ip-address version Router Neighbor ctRE 2 S4&lIE I ALS
4 (BGP) g BGP &2 XIF&LIC.
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3.2 BGP 1g48%d

JlZ2 €301 EuUE 20+ XAl

o
N
i
iz
04
|0
HU
i
[=)
Uy
1
0
oy
C
o
o
ol
ro
@
o}
0O
kJ
i
iz
0

= Route-map= 0|28t 22 HA

» S8 F=A(Aggregate Address) & &
= BGP Community ZH% &3F

» CIREH MY S 4F

= BGPOl &2 HIZSHD|

» 2IRE SO AE
= 22 BFH A (Route Reflector) &3
= Neighbor 2N E 0/8st &&

* Neighbor ctSH & &=

* NLRI & 238
- Jelat 23
= BGP AIZ2} =F
» MY B2 HEY (Import Network) &
» A B AS £33

» 22 HERZY 6 =9 HE

X

= MEDE 0/E¢&t g 2 dH
= MEDE 0/&¢&t g W 22 dH
- BHEE 2 ME
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° s |
3.2.1 Route-MapE o|8ct A=HA
Route-map= AMESIH Z2E &8 H™lotAHL Ogs sd=2 8 = AsLT
Route-map2 &Y 2= 2L XSt 882 & O 88 Jts&Lt
USLICH

Route-map= &2|6tH Route-maplil F&dt= 20t MY ZHL BIEZE =
P8 HE= AS ¥Z, Community, HIERIZ HEE

AS ZZ= as-path access-list 38 2, Community = community-list Z3HZ, UES

3= ip access-list SEUHE AIE0tH Xel Z2AH= #EeLICH

Route-map2 &2/dlal™ Router &8 2S0M 8 H

o
2
i
>
0o
ol
ik
=
Y

o [ s

neighbor ip-address route-
map route-map -name {in |
out}

Router dY EHLE Y
(BGP) Route-map=

3.2.2 EgFA (Aggregate Address) 8™

CIDR(Classless Inter-Domain Routing)2 2t & HIOIZ2 FJIE A4S & = UAEE ME
Aot SEEZ2(E= Supernet)E Mg = U UL AIZXes S8 Z2E BGP 2=

BOl d2ctAL S8 Jlss 018
a8h ottt Olatel F2J SEH AT

LL'_
10
om
£
L=
nic
==
O
]
o
b
i
0z

>.
ol

te1®, Router & ZE0AM OS2 HHUHE AZSHYA

02

g0

H
In
S
or

aggregate-address prefix

MABHLICH
aggregate-address prefix as- | Router JIE BGPE L QUAINE &M
set summary-only (BGP) Z 0§ .

aggregate-address prefix
summary-only
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BGP

3.2.3 BGP Co ity 2E=2 A
BGP= ciRE JEE HiESEA AL FEHs XNFAELO. URE HE HZE:=
Community =5&8t OtLIct IP =4, AS B2E JIELZ MEFHLILL Community =5
2 =& g2 CommunityE 2H=10 CommunityE J|E2z 8 M2 A=
MEELICH 0] =52 228 HEE UlXZ6t= BGP Speaker 882 B2t 2HEHGHA off &
LICt. Community= Z JtXl SS& 42 ER/ole 2 X OASYLILH otLe SAX =
4 el Communitydl Z&E £ USLICH. AS 22lXk=s SEXIF 58 CommunityE
A& = JASLLCL JI2H2ez2 RLE =S8 A= 2AHY Communitylll =ote HA22 4F
T USLICH 2O ol 0lel 9T & 24& CommunityE no-export, no-advertise,
local-asJt 110 2t2t0] E4& Oteliet &=L
= no-export 2AL0l A= BGP Neighbor 2t2EM 0 25 HHESHK DM AIL.
* no-advertise: (LHEE 2AFE) Neighbor 2tREH0N 0 BZE UIESHA Ot AIL.
* |ocal-as BGP &g UWER AN fXIst ot?l AS2l Neighbor etEH=UA Ol
HdE2E HHEGHEALR. 22 ctRHUH= 0l 225 HHEGHA OHYAIL.
Community ListE M 40otei™, CONFIG & Z2S0AM C2 S2HE AIEotAAIL.
o fc s
ip community-list name
{permit | deny} {community . o _
) CONFIG Community ListE M4 StCH
|[local-AS | no-advertise | no-
export}
Community= RFC OlM &2& (HE 2 HIOIE 2012 =X & JHE AA:NN SEZ LIE
ELIC
X BN 2E2 AS BHE0l1 F B 222 2 HIOIE =X LICH
Router &8 Z2EUM O3 EEUHE AEotH Community Name= Neighbor ctEH2)
IP =42 ML &= USLILCH
==L RE s
neighbor ip-address send- Router AN&st IP =48 Xl Neighbor
community [both | standard | (BGP) S LEUH Community NameZ2
extended ] M EBHCt
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g3 Qc s
bap router-id add Router BGP 2tRHU 2tREH MY HSE
. ress -
g9p (BGP) 2013t
3.2.5 BGPOj| A2 Hj=ES}7|
CHE2 ROIA MMt HZE BGP c2tRE HOIE0 S=Eg % UsUL. s =9
Connected #Z, Kernel # 2, Static 22, cIRE ZZES0| MHs 22 52 BGP 0
HgE £+ UBLUCH 0l Jlse REIP 2428 Z2E20 H=EU L
CtE ROIAN Mdst 225 BGPOl MY6te™, Router &8 LRENAM OIS HEUHE &6t
AAIL
g3 HE s
redistribute {connected | Router BGP HIOIE0 <8 ZEE HIZE
kernel | static | ospf | rip} (BGP) & LICt.
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3.2.6 Routing Domain ¢gt 4%
BGP 2o 2xst [1E SIZS Z0/= & &Y otLe ASE ¥ JHe X2 AS 2 Us
012 ¥ MM RO sILIS oig XS ot=s= 21 ALICH HOAH =2 O oge &l
ASKE SQILICH 2 AS IR0 Us DE AIAHS M2 XF A0 UKD, 22 o
Ol Sot= C12 ASSlE &% XNE (20 UK LSLIC

[ 10 Hoh

Olh &l U= CrE ASOH =ot= Neighbor 2tREHA Sdlct= 212 WRH U= B
ctRHS Sdldte Aoz 2t= UL, S5l 2 =&KX, MED, UER®3 U 24 =<
2 iz BZELIC. BGP Hgfs AE5teld, g AlE HSE BEA ZFa0F &LIC
ARMAME LA ASTEO M=z OE HE HSE N =Hads ASZ Bt
BGP g AENIE HFolHM, Router &8 ZEUA OUS SHUHE AIESHAAIRL.

2380 2c s

L e Router [ —
bgp confederation identifier as BGP &= &&F&LIC
(BGP)

HE LHOIA Neighbor ASE &&5te ™, Router LEUHA TS SBUHE AIEoHAAIL.

80 2E pJ

oIr

bgp confederation peers as Router

HE0lA Neighbor ASE XI&&tCH.
[as...] (BGP) 0l 4 Neighbor I b
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3.2.7 42 "Hl"XI(Route Reflector) A%

BGP= WS 20 ®fIXIst 2= HHQ!I 2tRE(Speaker Router) 0| M2 HEEHAHUIIE
BictXI 2t CHEHQ etREI 2 e 2Jts LIt dgs 4%0t= Uald e BGP &
o sfst HZ2 =0l UE YUEH2 22 vty 2HRHE &8st 24 LI
42 PtE 2tREHE 018N, 8Y &2 ZZE Neighbor StREUA BIES &= JAJ| B2
Ol 2= BGP UHHQ! CIREII 2ESHH A2 HELN UsS E2= SSLICH HIIlA=
LH2 0l A= Neighbor 2t2H It 08 s&XZ Z22E HEELICH
d2 Bt 0 228 &Y 2= 2RHE &8otHA™, Router &8 2E0A G2 B3
HE A2 SHYAIL.
2 0f 2c Jls
bor i0add . cout 22 2I2E= BGP Z2 2t2EZ
”ef'lg t°r 'IP'at ress route- ;éper SM5D Neighbor 2tREZ 24l
reflector-clien ( ) T2 MEECL
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3.2.8 Neighbor HHEOE o|2%t A

NeighborE 0/E0%t0{ BGP 2ZE & &otd™, Router &8 ZEWAM IP =4AE 0lE0HH
OIS HYEOUE AISBSIYAIL.

=L L s

\ahbor ip-add tivat BGP Neighbor ct2EH2 32E 1
neighbor jp-address activate sie & o BLICH

_ ) Xl &8t Neighbor 2tREOUHA 2t
neighbor /p-aqdress remote & MU= MUET RE5S= s
NUMBER passive o
neighbor ip-address Neighbor ctREH2 ZHE HdHe
description text LICt.
neighbor ip-address default- BGP ctHJII Jl& &2 0.0.0.0=
originate Neighbor ct<& 0 dZ&LICH
neighbor ip-address send- Xl &8t Neighbor 2tRHZ
community Community &= MELICL
neighbor ip-address update- LHE BGP EEE TCP S4I0| Jts
source interface st CIHHIOIAN MY ELIC

. . Neighbor 2t2EJt BGP UWE<S3A
neighbor ip-address ebgp- router Ol ZE0l UK LOIE BGP S
multihop (BGP) - = o=

£ olESELICH

neighbor ip-address Neighbor 2t EHUHA K& = U
maximume-prefix maximum = BGP UER3A =& &&&LICL

neighbor ip-address weight

weight
neighbor ip-address distribute- Access List 0Ol Z2lgt 0| =of
list access-list-name {in | out} M Neighbor ctRH2 =1 2=

FEE HdZ XLt

neighbor ip-address filter-list

BGP ZHE &&F&LIC
access-list-name {in | out}

neighbor ip-address next-hop- 02 =S8XZ BGP 320t dg4
self A A XHEELICH

neighbor ip-address version

[ ctRE2 SAZ2 f0
VALUE Neighbor ct2H 2t | of
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BGP

BGPHAE = XIE&ELICH

neighbor ip-address route-
map name {in | out}

1 g= 20l Route-maps &

neighbor jp-address soft-
reconfiguration inbound

neighbor ip-address dont-
capability-negotiate

neighbor ip-address strict-
capability-match

i
o
-
O
e
: 10
=

override capability &
strict capability match E AME 2
Jts LI,

neighbor ip-address
transparent-as

Neighbor 2tSEIJ} 218 BGP UIE
$/30101< Neighbor 2tSEI2 AS

B E d&FotA &EsU

neighbor ip-address
transparent-nexthop

PeerJt 212 BGP UERZ0Ict &
F

neighbor ip-address override-
capability

Nete 08 SHXE G 2
LT

Peerdt M2 FZ e Z2 20
02 222 20 2 % A= &L

neighbor ip-address port

BGP UER 0N TCP ZE BSE
INESR=H I

neighbor jp-address interface
interface-name

Neighbor ctRE 2 IEHOIAS
INESR=H BB

neighbor ip-address route-
server-client

Neighbor 2tRE It HAZ AHIt &
= L.
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3.2.9 Neighbor Z}$E SEEE
ZM5t= BGP Neighbor 2tRHS S&HS S AlIIHAY, Router €3 Z2EUM OS EE
HE AISSHAAIR.
g3 Qc s
. Router BGP Neighbor AAEIS S&H=E &
neighbor ip-address shutdown (BGP) 2 AI21LICL
neighbor shutdown FENHE AIE0IH S&0| =& AMAES CAl 24stoted®, Router
SN O3 HSEHE AISSHAAIL.
T fc s
no neighbor ip-address Router BGP Neighbor ctSEHE M JtSAl
shutdown (BGP) 21C}.
3.2.10 Backdoor ZA=2X|H™
ZH ct<H (Backdoor Router) Jt AtEE == U= backdoor BZE AEZM HE HE
AW SEIISSXE LEIE 4= USLICH Backdoor HERA= HEEX 2=Cls O
o AFSX XAl HERIAY = 2&LIGH
Backdoor Z2E & &FotHdH, Router &8 ZEUA OS BHUHE AMESHAAL.
g3 HE s
Router Backdoor 32 E Sl H& JtsEt
(BGP) HESIZ XX

network ip-address backdoor
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3.2.11 A2
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gts IRl U
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LIEtLH= RIZELICH
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A &%F2 el

<D
~K

ol
g

Ju

WS Helgt, 2Z0lA

=
[—
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3.2.12 BGP A|Ztx=H

BGPJI keepalive HIAIXIE

=
e
ot s s&H= Fot=Ss 2

o =

60=0|12 holdtimer= 180= £

>_

|2t S92t keepalive HIAIXIE X
ANAEOl &S keepalive AlZt2
EFQE{OH CHoHA Z2LIH A2 &3

g = JAsUC
2= Neighbor ct22H0I CHol BGP AlZ2tE &&Fotd™, Router &8 ZE0AN O FBHO
£ AME SlAA2.
=L L s
8 B E MYot=E A2t =01
. Route _
bgp scan-time seconds (B(l;p)r Jl floll FII182=2 BGP 2tREE
ZAGtE AltE 83 gLt

Neighbor 2t2E 0l CHotd BGP Al2tS X&otHAH,

Router €8 ZE0A OsS FE0HE

AESHYAIL.
==L 2c s
neighbor ip-address timers £ Peer0ll (Holl keepalive2t
keepalive holdtimer holdtimer A2t && &LICt.
neighbor ip-address timers Router Neighbor ctSEH22 HAZE AlI2tS
connect time (BGP) A EHLICY.

no neighbor timers

BGP Neighbor 2tRE 0 &S Al

2t gtS AN LICH
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3.2.13 A HRj AS 4%

Neighbor 2tRHE FHE M ASE &FoIHH, Router &8 ZEUA OIS HHHE AIE6
AL,
g3 Qc s
Neighbor ctEHUW XM AS B
b f first b Router E Y5ttt BGP U ER NN &
gp enforce-first-as number (BGP) X Y E9g) MUs NEE= N2
StLICY.
3.2.14 2ZYEYIS| 24 =¢HZ
22 UELIAS 28 =2 S HEGIH 85352 =0lHL E& %= USLICH AIAHO0]
7S 26 &9 22 100 2UC. 22 UHERKIDS & =< 228 HZE5ta™, Router
SZI2E0M O3S BE0HE AMESHYAIZ.
2380 RE s
bgp default local-preference Router 2Z HERKAY JI2 4 =2 gt
value (BGP) £ HZELICL
3.2.15 QIR EQTo M &QHA
220l fXIS BGP Neighbor 2tREHII LSt A B2 JI20 2RH AYE BHSIH ItE
N2 HZE 2N HZE M5t Router &8 REUA OIS HHUHE MBS AIL.
g3 HE s
AS Jt Ct& Neighbor 2t2EIt 2
bgp bestpath compare- Router HES J24 =&Ee Z2E JH-
routerid (BGP) ot floll 2tREH AlE BSE Hluw
&HLICY.
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3.2.16 MED Q= A2E *do| 22 7IF
MED=40| gl 228 A9 Z=Z=Z 2tFot2d™, Router €38 REWM OIS 938U E
AMETIAAIL.
g3 Qc s
o Heg 32 S0A =& d2E M
bgp bestpath med missing-as- | Router eis [ MEDJI 98 2t 26—
worst confed (BGP) Sioz MmELCL.
3.2.17 ASE0| MYt MED {io2 A= AMEH
MED= Ol JHS EZ ZUAM X4 Z=2E M8 I Dete =eLICH MED g0l &
2 d2= MEDJ =2 Z=0l dldi R4A UG zAo Hd=E A8 M, JI=28e=
MED gt2| Hlue S8 AS HHIME JIsSatES S }ASLICH
ASOll &2t 810l MED g2 Blng = JUAESE A3 o™, Routerdd Z2EUHA G2 EE
HE AE8IMAIL.
==L 2c s
bap alwavs-compare-med Router CtE AS JI H&EZ36t= MED g2 Hl
ways- re- _
gp always-comp (BGP) DELICH
E | e |
3.2.18 MEDE o|27¢%t ¢gt A= MEH
M2 U8 dg Z2 SUA zHe Z2E Mg [l MED gt HIWdIEE &ZF5tddH,
Router 2E0IA CiS3t 22 HEHE AIZSSHAA
==L RE s
bab b h med fod R MEDE 0|&5dl0 M2 ChE HEH0|
3p destpath me Lconfed | ;;;er H2g %2 Jted HNo 28
missing-as-worst] (BGP) HEEE2 STt
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22 HEW 58 ot®l AS JF dEst 32 Jr20 xEe 28 AEGH)| ®Iof MED gt2
|W3tESE H36ld ™, Router LE0A CIS HEUHE +3oIAAIL
32 0f 2c Jls
A WO /XIS ASIE MEole &
bgp deterministic-med Router = Jtedl 215s 328 %6t
9p (BGP) Sl MED 2tS HID StE= &L
CF.

BGP Z2 Bt 2tRHIt 28s CHE EMHA BiEst d=2E H&EGHH D, Router 2 =0
AN CO8 BE3UHE =HOIYAIL
==E=10! EI= s
bgp client-to-client reflection Router BGP = trSfJt 218 H2ES
o (BGP) WH mas 22 = HESUC
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£ 2&stE (™ ZZIF ALE st SotsE =g M Jtsst 0 Z220F BHEE X &
£ DetE J|sgLIt. Z2It B=ERNoz ALE IJsbUI 20ts X2 2J0ts MOt
Al AFE DJtsE B2 Tl= XS Flapping €02 & LICH

Flap - 22t AtE Jisdt 2Jts &HE et=ots XS LEtELICL
F =

History State - Z2& FlapO| Ct, 282 20dt2 0l JISE2 EUWZ Y et
SEHI 4o ZZE MBG6HA X&Ct= XS LIEtHW = History State2 & &g LICH
Penalty - 22 Flap0l ZM4& WH0ICH, 2&3 H= 25 M3s 2t2HH €& 1000
0| 2UELICH EE32 SHEUCL. EE32 85 E+E = MK ctRE "Hol=
ol SHZ[UCHE BB +E = HotH F2 AEiDJ Historyll A Damp& BH&ELICH
Damp State - 0] &EH0IA U= 2= BIHS| AEHIF BRIl 20 2B = BGP
Neighbor ctEHOMNN 0l B=2E M30otX LSLIC

Suppress Limit - 320 2utE HEO ¥ &€ EI|H Y 2= AMELT
HE StEol JlEgte 2000 LICH

Half-life - 220 g€&0| 2= £ Half-life /20| AILH EAE2 2t EW0SLICH
ANAEO] &3t Half Life /22 1520110 €& 2tA= 0Of 5X0iCH stHA XISHELICH
Reuse Limit - Flapping Z 20 2UE L&HO 20 SHA W A JIEXE L= &
H RostEl 2= UAl &0F HUCG oY d=2= ChAl BGP HIOIEW F=ItT D BHEE
LICI. AIAEI0l A&E T AL JIE gt2 750 LI E2 2&% ol EXe 10=
OtCH 8b & SHGHELICEH. OH10=0tCH 2tREH= M MEE &= U= BZE FOIM ChHAl
BH I &L CF.

Maximum Suppress Limit - 0] gt2 Z2Jt &3t 4H UAS = U= zU Al

LICt. JI=3gt2 Half-life2l 44i & LICH

3t Jls& &£ZotA™ Router 88 ZEUM OS EEHE AIEoHE AR,

BGP 22 25
= =10 2E =
bap d eni Router BGP Z2E2 2535 Jlss 43t
gp dampening (BGP) SHLICH
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22 953 IS0 HQE CIUAS SRS HASAB, Router HF DA OIS 24210]
= ANEAAS.
2421 0f E= s
22 2535 IS0 ZoE (joE
) ) ) st=2g & ™ stHC. half-life-time2 1
bgp da?_"p_et”'”gl half-life-time (Ré’(‘;;e)r ZSE 452X IS5 reuse-
[reuse-limit -value] limit -value= 126 2,00001 Xl I}
S BLICH
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3.2.22 BGP A} g
MEX= A, HIOIE, OOIEHHIOIAS 2 =2 MAHEY = JUSLICH £&, SFHE SAH
£ =8¢ £+ UASLICH T2 22 0l &S0l CHol & Z&LIC.
1) JHAl, BIOIZ, TIOIEHBIOIA AMK
E& JHAILE, HIOIZ, HOIHHIOIAS B &2 MAHE = JUsLICH HAILE HIOIZ, U0l
HHOIAE HIcte S HY S=0] 53 ZJHL MZE £~ g2 O LLICH
CtS2 BGPOl CHSE SHAI, EHIOIZS, GIOIEHHIOIA AXQL 23E &HAS SHSLIC. Os H
J0HE Top 2E0AM AIESCHAAIR.
2380 RE s
clear ip bgp { * | ip-address BGP Neighbor 2t2E, AS , 2
| as- number } [in | out | TOP E BGP(*) HZ0 Oist E_‘?‘_E XH
soft [in | out]] S A ELIC.
2) AIABID HERA SH EA
MEXtE BGP 28 HIOIZ, HAl, dcl2 CIoIEH0IAR 22 S8 SHE =8¢ = U
SLICH
Hatle 32= B0 S28CZ UHESRID NS 2ot LMsH ZHE HZEdt=0 AtE
= LICH
el HIESRZ A& MEHLE AL JEst TH2I0l HHEIle d2& Eolg &= USLICH
el JHXl 2t2RE SHE £=20telH, Top 25 &= CONFIG &3 Z2E0M O3 980 E
ANZTHEAIL.
HAHEO RE s
how | fis.li BGP UERIAF LIt HLE
show ip bgp prefix-list name Neighbor2t SHE =21 8HLIC}.
how ib b i | MBE HE/AY &< HESKIE E
SnOW Ip bgp cidr-onty S5t DS BGP Z2E &8 LC
TOP
show ip bgp community & Communitylll =otle 228
[number|local-AS |no- E&LICH Community Number=
advertise | no-export] AA:NNZ2l EEHLICT.
show ip bgp community-list Community ListOll Jt 5i&ct= &
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community- list-name [exact-
match]

show ip bgp community-info

Qo
c 1n
oY)
Q)
0
0
o
3
3
c
3,
—~
<
0
HL
M
i
J

show ip bgp filter-list access-
list-name

show ip bgp regexp regular-
expression

show ip bgp attribute-info

show ip bgp network

show ip bgp [network]
[network -mask [longer-
prefix]]

BGP ct* & HIOI=ZS I
Longer-prefixe= 2C &AE 32

£ =HgLICh

show ip bgp neighbors [ip-
address]

Neighbor 29 TCP2 BGP X
BE DEets BEO ol AAIGHA
AASLICH

show ip bgp neighbors ip-
address [adver tised-routes |
received prefix-filter | rece
ived-routes | routes]

Neighbor 2t E{ 2t TCPZ BGPEE
E uWaote HE0 CHoll & AIGHA
22 ELICt. Advertised-routes =
Neighbor 2tE0l BHZs 2= &
£ 825 &5l Received-

Mg gt

show ip bgp paths

CIOIEHI Ol A0 (= 2= BGP &

ZE =L

show ip bgp summary

2= BGP ¢9Z &dHHE ==& LICH
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3.3 OSPF Routing Protocol

OSPF(Open Shortest Path First)= IETF(Internet Engineering Task Force)2 OSPF =1t
Jbogs Z2E2ALICH IP WIERKIE fol 12etE OSPF= IP Subnetting £ XI&0t1
gLICH O0l2I0& OSPF= IHA! oI&=

2IF UERAINAN S02 428 20
X@otD IP HEHAEZ etREY EFE

OSPF= HZE3steE UWESRKIA 2F0lAM HE Z0IotH s&EELICH OSPF WER AWM JHE
o

2N oiOF ol &2 Border ct<E (0

dot= 2 LIt

ol

HO

el OSPF ctREJF #Sot=0l 228 zagte Jie €82 ot EY(Area)lll IE
OlAE XEELICH AFZEXel &30 X OSFP ctHE £FE M= 2 ctRHM £33
| =tQIoHoF & LIC

LHES0l M2 Xl ot=X

PN
1) 2 AS 3 4RHE £

o =
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3.3.1 OSPF g/d3}
ZEZD OI&JIXNE OSFP 2tRY DE2ES

2l 2, OSPF 2 =2&g UERZD =42 UHERAD B2

g3t Al
OSPFE &4d3tot= Y- ALICH

1 &H CONFIG €& ZEZ=0IA Router E82E2 S0 LICH

380 2E s

router ospf CONFIG Router 2=2 S0 2LICH.

2 S OSPFS| YIET IDE XNNESLICH UESD ID= YES IO IPv4 TAS ANE
LIC}

=10 e s

router-id router-id ?g;;e;) OSFPS| HIEQT IDZ XIE&tLICH.

3 &H OSPFZ S#ote QEIHIOIAS oiE IEHOIAS ID £= IP =45 £FELICH

gE0 Ll s
OSPF Area-IDE XI&E&LICt. OSPF
network ip-address /m area Router Area-ID= <0- 4294967295> Al
{<0-4294967295> | ip- (OSPF) 01e] & &=Lt IPv4 Address = &t
address} I E HEHGIH AtE6HA 4= ASLI
Ct.
OSPFE 43t A2l R0l AIZXIF Sl 228 S35 HdE86tH 838 = ASLT

>

BR R& &%
S X2
- OSPF QIHHOIA &F

- OSPF LIER3 |8 &3

= Non-broadcast HER3 &3

0ge

fol
rig
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= HA(Area) &%

= OSPF & AOIOI THE 22 £F

= Jtat ctel 23

» D2 32 & 23

- 2 AN FI £F
- d2 Mg FI| 3

- OSPF LIES 0
- OlE P2 Ml

= OSPF JZ2lgt &3

0
HU
B
na
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3.3.2 ABR fd4¥H

OSPF HA S0l Ctefet 248, OSPF €8 & &8I0ttt GhELICH &8I0l OSPF Z2E==

F == g
dotd®, BHl RS2 XNEGIYAIL., 212 SG Series Switch= RFC 23280 A &2l &
F=ot=2 [MELIC.

HAHN IS s
ospf abr-type {cisco | ibm | Router Xy o8 X =L
shortcut | standard} (OSPF) cSoTEs aeEm

sgd XN&E Jls2 OSPF € dolgt 0431 JHXI RFC HE&Fot S8 JIsotEE LIt
OSPF Z2&EZ2 Odd JHAl THE Jls=S XNEoteS ofcid S BE0E =oAL

HaE o e =
Router RFC 1583 EZ0H) Mol J|=2
ible rfcl
compatible rfc1583 (OSPF) X 8L Ch
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3.3.4 OSPF QIE{Ho|A MH

AFETtel 0| T2t OSPF oI
I U F2S WL €A
= 226 2= Lo U

Ol Jt20 TOHE 2= d2HY €5

ospf dead-count, ip ospf authentication-key &L/

AZXE O SEUHE AEE [
SHEY=EXN HIGHUAIL

._.
>
—
(0]
=
3,
Q
(@)
(0]
nx
0%
o

2
P

A €38

COHA Ms&H=s s €2

of OF

= ASLICH OSPF QIHHIOIA &
X= sg8 WERIN fIXIs

= Y80 e ip ospf hello-interval, ip

ALZXS] UIER TN fIXIE TOE 2= AURHE =26

401 SUA AISA &8 250 228

s

ip ospf cost cost

ip ospf retransmit-interval
second

ip ospf transmit-delay second

ip ospf priority number

ip ospf hello-interval second

ip ospf dead-interval second

INTERFACE

OSPF QIEHHIOIANA TS XS
ot= costE &€& &LICH O0l= LSA
o ZZgt(Metic Value)2z JIE
T30 SPF A& Al AFSELILCH

ELICH. AIAEI0] HIS6ts JlEste
10=¢LICH
Hello TH3l S

=2
@,
Q
>
o
o
=
o
10
@
un
RS

ZotH OSPF
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3.3.5 OSPF 4 E93 E}QAMH

OSPF = UERIDE Usl &2 Al JHX ez EFE LI

= Broadcast WE®3A
= Non-Broadcast Multi-Access (NBMA) WER 3
= Point-to-Point UWIER 3

AMZX= OSPF UIE<®3E Broadcast Et20ILI Non-broadcast Elgiez AXE
LICH OE S0 AIE2X2 UWESR AL Multicasting2 XI&6tX Z=CtH Broadcast U E
3E Non-broadcastEll ez HAFE =T JALD H2Z Frame Relay 22 NBMP HES3A
£ Broadcast £tz 48 & =& USLICH

1>
0
i

4

At

oz HERIAE 2HolHdH cIRE2 2HRHE Jt4
M2 HZoloF &LICH. OHU OSPF= UWIESA 22 HissS &
&3 4 Z &t Point-to-Multipoint 2alg 888 =

2 2
T APEHE HE2E eFds B2 A a% Sotol 2te
oI5 ¢ ohe

—_

2| Z(Virtual Circuit) 2
JI ?loh WERZS «

oy
Q,J_

CtS&2 OSPF Point-to-Multipoint Et2l2] S&LICt.

= BFE Al Neighbor 2tRHEHE XNEE 2Rt
BHE &Z&0ot)| |8t 29 X0 ER AUS

» HERAZN |AXE 2= ct2EHF HOIEME A2 AS ZRIF S0 201 2l
BlE0l 22 &L

= Ot 220t HEE FR0UT S40| Jtsob)|l H20 0= ¢E= UWERI MBIAES
HMag &= UAsUC

OSPF UIER D Bt S HEHoIHAY, interface &8 2EUAM OIS BEUHE MESINAIL.

80 2E s

ip ospf network {broadcast |
non-broadcast |(point-to- Interface
multipoint | point-to-point)}

OSFP CIHHIOIAN HWERZA EIS
£ FAISHCY.
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3.3.6 Non-Broadcast 4 EQ3 M™

OSPF HIERAN %2 2tREHI AZ 0N JUCHH,

Router €& ZE0A OsS EE0HE ASotEAIL.

Y WERRS SAGDI A “==X
22E"S SFBLIC Broadcast SIX 2= USR0S, 22 H2S Mo
SNX| 2tREHES SFHOF BLICH Non-broadcast EIUS2 SHots 2tREE

s

FEO 2

neighbor ip-address [priorit

<0-9255> |p poll inter[vpal <1-y Router
(OSPF)

65535>]

Non-broadcast Et2 S22 Z4lol

ctSEHE £F8t.

rr
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3.3.7 OSPF g% (Area)d™d

AEX= OSPF AreasE £38g M ¢1S0ILE, Stub &9 2|, Ve B2d 5= NEEg =
O|§

o
il
it
i
]
o
50
rr
0
=
rr
o
wn
O
M
02
]Q
=2

SZ oUE UAREHE =06
5

t= A &LICH

29 ALICH THalddl, 99 & A (Area Border)
= | = S

ct
== ol A= AS 2 S4l &LICH stub ZH0 M St
= 32 HE(Link State Advertisement) =& =04 ™, ABR 0l no-summary £ &&0al
0 Stub E20 @ A2 AL (Summary Link Advertisement)Jt 8<&l= AS XHEHEL
Ch.
Router 88 ZE0UA, AFEX2 20 Oet TS TEUHE MESHAAL. H=2 area-id
= IP =4 SHZ LHEotHL 052 H 4,294,967,2950t K12 gteg HEE £ USLILCH
2380 RS s
. L OSPF JS0A HIY HSE 0|28t
area area-id authentication AS ol=0| I=iCt
_ o OSPF I 0lA MD52 2536t Hl
area area-lq authentication o Has=Z 0|20 As OI=Z B
message- digest P
area area-id stub [no- Stub 9= o2 mo|aiC)
summary] Router
(OSPF) Stub FAHMA AIEotE Jl2 Q9
area area-id default-cost cost 4 2 (Default Summary Route) 2
a2 S &F st
area area-id filter-list access OE gEo=zo dMgg s 43
access-list [in | out] StCt.
area area-id shortcut {default ZHE Siote 2H B2E &6
| disable | enable} Ct.
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3.3.8 OSPF ¥ Alo|o] CHEZARZ MH
dE2 22 (Route Summarization) JIs= O|E0ot ABR 0| otltZ2 A4 A28 UE <
o MLUSIT= AFNSLICH OSPF A ABR 2 8 Y0 =5t HERD HES 2 K
o MUSt=Ol, oY WERIASO Z=AJ IR0l (S IHK6HH, 2249 HERIS
TGl 5O OIE 42 YEYD F2E NFS £ UsLICH
HWES32 F=AZ XXold™, Router 88 TTOA OIS HHOZ 23sIQAIQ
22 0f 2c Jls
» - add Lol CHE Z22 LIEY 2 = U
alriea :ﬁéssﬁ?}gic{,t'p'a ress EYT (eSS HFEH. area-id=
P- & 05E14,294,967,2957 X2 2t
advertised Router
LICH.
(OSPF)

area area-id range ip-address
{suppress | substitute ip-
address}

pSl=!
o

= X

Je H
0x M

2 0
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3.3.9 7422l (Virtual Link) A/d
OSPFOIM, 2= ZY& BIEAl 2 JAA) AZE0O0F &LICH e 8= oy S40|
ZOHXAL e 992 22 290t Y, AASXts Jt4 2t2l8 0I26t0 B2 9t
HZg = UASLICH Ity ctela BIEAl etelE Soll HZ2D0 U= F 242RH 250 &3
CIO{0F ELICH Jtaletels AFE M AUH 2RHE HZ 82z S50t 5 2tRH=e
P& H e PY9(Transit Area)2 =2 & LICH © Ji4 21012 stub FH2 SN £+
Sl&LItH
b4t 2tols MAHoted™, Router &3 2E0A O3S YEUHE +E#GIMAIL. B0l area-
ide IP =4 EEZ2 LESIHL 02H 4,294,967,2950t K129 gteg HEE £ USLICH
==L 2c s
et ctels MAELICt Hello-
area area-id virtual-link interval Al2t2 1=2H 65535;,
router-id-address hello- Rout Retransmit-interval Al2t2 3x8
. : . outer _ .
interval time retransmit- (OSPF) B8 65535%, Transmit-delay Al2t
interval time transmit-delay 2 1=2H 65535=%, Dead-
time dead-interval time interval Al2t2 1xZ52E255%xE X
dg = AsLILH
3.3.10 ZA=o| HHA
Jlg &3t (Default Metric) #H&
OSPF= QIHHOIAS HE=E2 JIECZ 2 S MEELIOL WE &0, TL 2tele I
22 640/ Xt 64K 2tolo J|=23t2 1562 2 LICH.
Oror CHE =0 CHE O JHQ ctelol AUCHH, 2 eteldl 32 2 &9ot0 2t A=
st dHIE =2g = ASLIC
ol AIE0 AR% = CostE 7 E256t2!H Router &8 RLEUA OIS HEHE oA A
Q.
HEA E= s
¢  ref bandwidth | Rout 2t 2t2l0l M3ote WE=EE A28
a“fo'cos Le e;e”_‘;e;] anawl outer Ct. 1Mbit/sSE 4,294,967Mbir/s
reference-bandwidt (OSPF) DA HEE & oALIC)
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OSPF

3.3.11 AZAMN FI7|4H

AZX= OSPF UIERA F4E0l BHE HUSS
£ A&l Al&Gte B2 AL =18 88

> om
30 A

Jul
i

ZZ (shortest path first)

> na

AEZ2E Hiote FIIE &5 oldH, Router&d Z2EUA OIS Y80 E S3olAAlIL.
HAEO RE s
A2 A& FII1E & &Eth. Delay
. Router Timedt Hold Time& O-
timers spf spf-delay spf-hold | ooy 4294967295 ALOIOIA A Jlss
LICF.
3.3.12 OSPF H ELA0 A=HY
OSPF HIERIT0 TIE 2t2E Z2EZ0| MLE F2, Static 2, HE A2, AFE Al
AEN SYole 32 SS MY6lH 0 2222 OSPF 8 HZJF €L
OSPF U EHIAN AR0A MHE 28 AEE AMLolei™, Router &8 ZE0M OIS
HEUHE >=HIIYAIL.
HHEON HE s
redistribute {kernel |
connected | static | rip | bgp} OSPF WERIAN AR BZ2E &g
[metric value] [metric-type ghLICh.
(1]2) Router
(OSPF)
OSPFZ =l OE 22 Z=Z20
default-metric number ol sgst 22 g2 <0-
16777214> AtOI0INM & & ELIC
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3.3.13 7|24 2 (Default Route) AMH

MEXHs 22l Zoel ZH (Autonomous System Boundary) 2 EJF OSPF WER A
2P E MLolEE 888 = USLICH OSPF UWERIN AR0AM MHSH J2E &L
ole CHREDE HI2 AS X 2B QLICH J2U AS A 22HE AAHY D2 HZE
MAGHRI £SLICH

B2l SO ZH SASEI AAE I HRE MEE 52, Router HF DEUA C
S TYNE 2L
32 0f 2c Jls

default-information originate Do =Hol ZH 2hSEH I OSPF
[ < [ ] e

[always | metric value | Router MM AAE J|= H22 RA5C2
metric-type (1]2) | route- (OSPF) s
map] T
3.3.14 OSPF H2|# HE
Hel gte ctRHI M4ote 24EY A0 s MIIEE LIEt-LUICH A2l gt2 LIEH D]
fIol ORE 2550tKI2l =AE AIEE = JU=0 Hel 40l ==+ F2 dIATE 20

LICH Helgt 255¢ ct*E E2= dd dzlg = g W

Ol &Ll Ch.
OSPF& Intra-area, Inter-area, External, Ol Ml JIXl &2 Hel 22 AIEELICH O2
HERKIE Soll 8 &2 A8 J=Z= External 22, OSPF TOQl oty /Ae OIE Y
=0| dgst 2= Inter-area &5, & 39 UWUHM =1 &= Z=2= Intra-area E2ct
1 SLICH Al ORI Etel B=0l CHoll AlAE0l 488 J|2 Hel g2 110Ut
OSPF 2| 2t2 HZ5tel™, Router &8 SE0M C2 BEOUHE ASSHYAIR.
g3 HE s
distance ospf {external
distancel | inter-area Router Router OSPF2| 2| gt HAHE LI
distance2 | intra-area (OSPF) Ct.
distance3}
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OSPF

3.3.15 ™MBEXY Xjct

OSFP UWESR AW A Passivez &&8H CIHHOlA= Stub WERKIAME SHELICH etA
Passive 2IEHOIAN A= OSPF 2tRE HEE =1 ¥s = QU&LIC
OIEHIOIADl HRE HEE MYGHA £LE S olddH, Router &8 2E0AM OS HEOUHE
AMETHA AL
g3 Qc s
passive-interface interface- Router AN&st oIHHOlIA= ctRE EEE
name (OSPF) HMYSHRl 2&LIC
3.3.16 ZAE ME KJCt
CH2 2IRES0l OSPF d2 HEE 81X Rol== ofddH, HrIE clREe HEI MY6HA
HEE SFELLC E 0l JIs2 AR 20 UolMer HEgE = AsLI
Mz HZE 28 FED tHED = A2 XIHGte ™, Router 88 2E0A OS G8UHE
Al SHAAIL.
==L RE s
distribute-list name out {bgp | Router Access List 0l &&g8t 20| et
connected | kernel | rip | u HAE AR HEE HIESEHLE Xt
. (OSPF) _
static} cHsk(},
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3.3.17 OSPF ZL|E{2 1} 22|

AEAE TP 228 HIOISH JIM=E 6 JHX SAHLE HIOIEBIOIAE &g = UASLICH
Ol 2= AMAES 284 =010 S0 2dAl 2 2= <ol =SotH AtsS=ELICH
Ol BH0lE UWERZS HZ AEHLE CIOIH M SAl OIOIEHI HAM2 2% &ole = USL

O JtXl 24RE SHE =4otd™, Top 2E £ = CONFIG SE0AM TS BHHE ME
Al

show ip ospf

OSPF OIOIEHIOIAS 2=l 8

show ip ospf database option = zas 0,

ABR(Area Border Router)1dt ASBR

(Autonomous System Boundary

Router)W| Al OSPF ct< 8 HIOI=
TOP NB=Z 280}

o L= &9

show ip ospf border-routers

how i £ rout PF ct*E HOIZ0 S5& &=2
show ip ospf route X % s 0},
show ip ospf interface OSPF 2IHHIOIA HEEE =48
interface-name Ct.
show ip ospf neighbor OSPF ct*E2 =S415t= Neighbor
[neighbor id | interface-name] UAREH BE2E =S LU

HERIZ EO0ot LdMHS A ArEX= Debugging ZEHE AIE0tH SHQ &elg It

80 2E s

debug ospf packet {hello | dd
| Is-ack | Is-request | Is-
update | all} [send | recv
[detail]]

TOP _
OSPF Neighbortil, g8t 38, 5
Al

Al ctRH HdE, 2 22
debug ospf event

roroin
[w
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debug ospf ifsm [events | OSPF L& ZH0M 88 229
status | timers] S Z2 HA S8 sttt
debug ospf Isa [flooding | OSPFIt &dgst EE2% =2 &=
generate | refresh] Het 52 &4 &t

debug ospf nsm [events |
status | timers]

debug ospf route OSPF route 82 &6t

OSPFet 2 & LB BIAIXE &

245,

show debugging ospf
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3.4 RIP Routing Protocol

RIP(Routing Information Protocol)= &HECZ el ZZ2ES0/AS #E2IJF &0 &
8t Z2EZEZ 2AH= UERAINM= W&ol Z0l 40110 ASLICH RFC 1058 of HolE
RIP = 22 ==(Hop Count) & 3! B E ZHote 2R Z2&E2 ALICH

RIP= ct®8 FEE W&ol <o UDP(User Datagram Protocol) If
SGAI2IE 2t2RHE= Of 30x0tCh 2t*E EF2E #< LIt 180 =0t X c s
SHZFH M22 25 22X RotH ctSE HOIS0 Sct 2t 3EE AEEY = 8l=
St HEAIEUCL. O212 UM 120 =JF AIUH 1 8= 28 HOIEHA AW &
Ct.

RIP= A2 OE ZZ=2 Hluoh)| ?of 3=
22 == UWERKIANM HH™EILOF o= et2
=001 =& gle UERdE &=

A
=0l RIP = 72t 2 UWERAIUA AE

% (Hop Count)E Hlu Sz AIEELICH
= QLICH &E AZE UESIAY 22 =
DF 1 . 0lMEg 22 =9 YAJt &I

o 4 m

:l:

ruan
pa}
n

RIP 2t2H= CtE RIP 2tRHZFH Default Network &2 e gL AAZ Default
Network 82 E MAH&LICt Default Network 825 MAHEH RIP 2t2H= 012 CHE RIP
HREHZ MYELICH RIP = RMECZ FAIE HERIAL CHHOIAZ 2tRE FE2E &
SEILICH 2RE FEE MY QHHOIAL UWEKIAIN AN UK 229, RIP 2
= Neighbor 2IREZ M Xl LSLICH SG Series 2IREE= RIP HAE 1/2 & K& &L

|_

o'””

ol

o

481



HI3&. Routing Protocol RIP

3.4.1 RIP 243}

RIP Z2EZ2S AMEGteAE BtEA| RIPE &3t AIFH0F &LICH

RIPE & AlJIdd®, CONFIG €& Z2E0AM S BE0E AEGHH Router €8 2EZ2
SHIEAI2.

=L L s
ter ri CONFIG RIP 2IRE ZZEZES PSAI|L
routerip Router £X2c2 =0j2LICH
RIPE 29 & UERKIE XNFELICH
2380 - s
network {ip-address | Router RIPCZ 2Zg UHERKIE NEFE
interface-name} (RIP) LICt.

network ip-address 2EHE O0IE56tH RIP Jt s&ol=e S8 UESRZA UHEs NE & =
USLICH

Ol =04, 10.0.0.0/24 UWIE 30 RIP J} &30 UCHH 10.0.0.0 OlAM 10.0.0.255
A0l B& F=A= RIP 2 S&6H EULCH RIP 32 network interface-name 2 & 04
2 F=1 2 ELICH RIPE 243 A2 Z0les AFEXe 2320 ek C
A

ZzE
sS== dHotH €8 & = USLICH

= RIP Neighbor 2t2E XIH

= RIP HH& XIE

= RIP OIM2t 258t Static 32 M4

- 2tRE FE MY

s NYCE HIZO A2 &F

= J2lgt(Administrative Distance) & &
= J|2 ZZ(Default Route) M4

» CIRE FE ZHE

(=}
= A2 4

A
0
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XEH(Split-horizon) EA&3H/HIE A5}
J

| 2t

e

0
O Hu

=
d]

el

I

- RIP =0

Al
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RIP
3.4.2 RIP Neighbor 2}SE XX
RIP = EZ2EHAE Z2&Z20(J] HE0, RIP 2 28 HEII BEZ2EHAE S E&=
HERAQW MEDI| M eE 2REDel A2 A2 QAN 0k SLICEH
RIP 82E &YZZ Neighbor 2tRHE &A&FotHA™, Router &8 Z2E0A OG22 SEUHE

ArEotE Al 2.

HHof =1 Is
neiahbor ip-address Router ctRE HEE 1Wetst Neighbor 2t
gnpor tpraddt (RIP) SEHE XIHELICH
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RIP

3.4.3 RIP Version X|H

S2XO

J2HLZE SGAlelE AfXI= RIP HA 10t HM 28 AF&LULCH dedu & 1 BF IH
20ILE H&E 2 Bt Wale =10 2= = JAEE HEs NEBE = UAsLUI
H&ES Hi3ReiH, Router 28 R2E0AM OS2 HEHE oA AL
g3 RE s
Rout RIP 1 Et& m=2!0ILt RIP 2 Et IH
version {1 | 2} outer 210 M25t0| Sloh HES KR
(RIP)
Ct.
MEX= AIAEO0l XI&ot= RIP HES XN&Eg =& U EHE CAIHHBIOIANM XIESt
RIP HM2Z IH3ls MEYESIEE 48 =5 UASLILH
& HHOIAMM 2= RIP MH3lel HAEE X &EGtHAH, Interface &8 ZE0AM O3
HHANHE =& SIEAR.

2380 2c s

o . oie AIEHMHOIANAM RIP H&E 1 EF

ip rip send version 1 of T3IoIS WL,

o ) _ ois CIHHOIANAM RIP HME 2 EF

ip rip send version 2 interface o W3OS SulL|C),

o d ion 1 2 o CIHHOIAMA RIP HA 1,

'P b send version MA 2 B S SYLUICH
ORI Z E3 CHHOIAIN EF HE2 RIP I3 22 #=40GtESE ot H interface &3
CEUAM OS SEUHE oA AIL.

g3 2c s

o . . ols QIHHOIANAM RIP HAE 1 EF

ip rip receive version 1 o W3I0rS SraL|C)

o _ _ oie CIEHHIOIANAM RIP H&E 2 Ef

ip rip receive version 2 Interface of m3tS SaL|C

N . ion 12 oie AIEHHOIAMAM RIP HA 1,

ip rip receive version HE 2 Bol T3S w0t
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RIP

|E|_|.

3.4.4 RIP 0f A

o535l Static A2

MM

route Y= RIP LHUHA S |58 Static 22 & MHELICH &Y RIP Z2E22 20|
R0 2 0= AFZADL oftLiet®, 0 EE8 A CHalol redistribute static SZHE ALZSH(
static 32 E HHESIAAI 2.

HAHN Qc s

route ip-address/m Router RIP LHOIA S AE&l= Static 22

P (RIP) = oisSLUCH
3.4.5 Routing HE XM

SG Series Switche &g 22 224 B E CI2 RIP 2RHZ s = USLUILCH 2t
BHet M HZE(Connected) &UHIW O0l2= &2, HE FZ, static B2, ctRE Zg2&E
20| Y8 2 S22 U2 22H0H 24 =10 0l W2 dY ¢ etRHE= 224 HI0l
=0 ol 32 E SEELICHL
ctREe HEE C2 Zd| RIP HIOIEW SSold™, Router EHI2E0AM OIS HEHE A
Zota Al 2.

= RE s

redistribute {connected |

kernel | static | ospf |bgp} Router g g2 AdRY 28 U2 =

[metric value | route-map (RIP) B2l RIP HIOIE Ol SS&LICH

tag]
MEX= Z 0 M2t route-map ZEAHE AIESIH S UESRKI2NeE =1 g= ctE dE
£ H&E = USLICH Route map=2 0|26t S8 HLELHS MLotHAH, CONFIG =0 A
CS B0 E AEdHl Route-map &8 2EZ SHIAIL.

HAH N HE s

route-map tag {deny | CONFIG Route-mapS 444 8tLICt

permit} sequence-number

route-map S8 FH0Ol= BF=Al match U set Y80I HELICH 8HF match &0t
QICIH, RE A2 5180l set FEOUII Qo H, OIRAT X 2LSLICH D242,

486



HI3&. Routing Protocol RIP

AE A= BFEAl match LE set YEOHE AFZ6H0F & LILCH

CE 2tRHZ MLE 228 FEE MStotel™, Routemap 88 Z2S0AM O HEH Ot
20 otLIE ™ot A2
=L 2= s
match interface interface- X&st QIHHOIAZE BEE &Y
name LI Ct.
match ip ac.Idr(.ass.{access-hst- KNI &8 Access-listLt Prefix-list0l
name| prefix-list ip-address- SatEl MU0l MOEL|C)
name}
match ip next-hop {access- Access-listLt Prefix-listtl U=
list-name | prefix-list ip- Route-map Neighbor ctHUNE HEE MY
address-name} ghLICh.
h . . | XN&Eet Hel gt EXlol= E26t
match metric metric-value XL O
set. ip next-hop ip-address Slof A= MmSLC
Neighbor
set metric value Hel gt= d&eLIdt.
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TZ2ES0A

Z g0l OE A4RE
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FXl s LICH
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110
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LICt.
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Router
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10
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RIP

3.4.9 Routing Infomation Filtering

(s g8 #8560 2RE T2ES0| Mdotle FEE MsSte & AUsU
» S8 QHHOIAZ MLE = tRE FEE NHELICH 0lHS oY EHHOIARL HA
E AIAEOZ gtRY FEI MEh= A2 YRS /s AL,
= 2IRE FHEO A= 30l ANs2e2 &SI U= &LICH
O QIHHOIAZ LJte 2tRE 2 Xt
E3 CtRHS CIHHOIAZ MYEE=E ctRE HEE XUHOIW 22 UWESRZA FF0l £dt=
CtE ctRES0| ct2E ZFEE 21X RGtEE & = UASLILH 0l JIs& BGPE Hs 2
E IP J|EtRY ZZES0 HEELIC
==L gc s
passive-interface interface- Router ct2HS QIHHOIAD ctRE EE
name (RIP) £ MYolXl 26t == &LICH
O 23 It Jls &4
Offset List = RIPE 0I&diA =1 &= 2tRE B2 JZ US SIHAIle HAHUSY
LICt. AFEXH= Access List0l Offset ListE &&& 4= USLICH
Meo= F2o HZ S SIHAIII2IH, Router &8 REUA OIS HHUHE &I Al
Q.
==L 2c =
offset-list access-list-name {in | Router MEE= 222 A2 gE SIHAIZ
| out} metric [interface] (RIP) LICt.
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RIP

3.4.11 ZZXIcH(Split-horizon) Z43}/H|E43}

ol
=

2IRE ZR2ESES AIE0l
Horizon HHLIES AIEE&LIC
E

/) —

0

T 8

b
g8 ctRHEMANE 2t2E 2 HEE X

Moz ExEiAE EHYS IP UWIERIN HZ2E0 2|
ctREH=2 d4RE

Split Horizon2 ¢

ot =2
[E= e

g2t Fst QEOH

CHE Helgt(dlglk)s Ad
i/ JNPN

r

9T = Split

0 Jls& S5l O U 2tEIt A2 HZEHNH US O & S&2 JisdtA gul
Ct. J2iLt Frame Relayd & EZSIHAEE 6t 2= UEKRINME MEE £ SSLITH
etA Olgl d20= Split Horizon 2 HI& 43S A2H0F &LICH

StLIS| CIEHHIOIAM & JH2l IP =40t 8&&3 & AL Split Horizon0| 43 & JUCHH,
SR8 8= & WM IP =42 HEDXN 25 IEP JeiUt Split Horizon0| 243 & ™
S2st 2RY HEI A2 UERKIANAMN Y& Aoz 2FCHN P& FZIF SMELICH

Split HorizonE &4 32t AIJI{LE HI
£ Siola AL,

St A
=

A3 AlIIHAD Interface &8 2E0A O3 ¥EO

==L oc s
ip rip split-horizon Split HorizonS & &3t AIZLICt.
Interface -
Split Horizon2 HIZ &3t AIZLICH

no ip rip split-horizon
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3.5 VRRP (Virtual Router Redundancy
Protocol)

VRRP(Virtual Router Redundancy Protocol)= Virtual Router2 0|20 & VRRP Groups
NEGHH S 2UHREHE MESA ZMHE = A= HHE M = USLICH

VRRP= Z|CH 255JH2] Jt&t 2tREHE A& £+ A2M, 1942l VRRP IDUIA 0f2fchel Ot
NEURHE 28 =+ USLULLCL 0 &% JidetRHe 2d=fE XEGHH JE =2
PriorityE JI& JtA2tRE It Masterdt &0, 1 22 JIA2IRE = Prioritydl =2 =A0f
et Xt Backuplez S&6HH ELICH

o
0z
(T

VRRP GroupOl A Masterdt Z0HDI &aist A<, Priority)t =2 CE Jt&et<EIL Master
ot €U,

VRRPE &&Z [MH0l= VRRP Grouplll =otidl & cd<RHOH =28 VRRP-IDZ VRRP
gdst =, L& Virtual-IPE 2 E&LICH

Jtatet 2B 8 Prioritydt S28 22 IP =42 HIWoHH JtE &2 IPE JHAL U= Ity
et E It Master2 SZ&G6HA ELICH

<OlM> 192.168.1.1/24, 192.168.1.2/24, 192.168.1.3/242| =45 21
SEOl 192.168.1.254/32 ct= Virtual-IP =22 Virtual RouterE &£ &8 Ol M LICH

2t 2ILEIQ Priority 260l SYSHCID JIEE M, 192.168.1.1/242t= 1P FAE It 2
= | 2

SEIF JIE &2 IP FAE JHXLD JAJ| ME0l Master Router2 ZAHELICH &HH, 0l
Virtual Routertff HZ3 ALXILI PCE2 Virtual Router2 IP =401 192.168.1.254E

Default Gateway2 JtXIAH & LICH.
Internet

Virtual Router
Virtual-IP : 192.168.1.254/32

Master Router
IP: 192.168.1.3/24

Backup Router 2
IP: 192.168.1.2/24

Backup Router 1
IP: 192.168.1.1/24

Default Gateway : 192.168.1.254
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3.5.1 VRRP 7|24%d

£ Virtual Router Group0ll =6t= ZHIZ £Z&otd®H, & CONFIG &8 ZE0IA

|
ChE FE0E ASOHYAR.

VRRPJI 43t SAI0 VRRP2E 2&HAE 0l JHXl 4832 & = U= VRRP €8 25
2 S0HZ = AsLILH
=L 2= s
Virtual Router 2t VRRP-IDE &%
router vrrp vrrp-id CONFIG & LICH. VRRP ID&= (1~255) ItAXl
NEE = JUsLICH

ot VRRP €& 2E2 S0t LYLIC. VRRP &€& ZEZR
b SG2124GX(config)#UH A SG2124GX(config-vrrp)#2 ™

<OH>vrrp &8 2& XY

SG2124GX#conf igure terminal
Enter configuration commands, one per line. End with CNTL/Z.

SG2124GX(config)#router vrrp 1
SG2124GX(config-router)#

VRRPE aHHIGtHASE OIS SEUHE AIEoHYAIL.

80 2E s

no router vrrp vrrp-id CONFIG VRRPE ol MI&fLICt.

VRRP €& WES &olotd S BE0UH=S= ASoIEAL.

g3 = s
virp 28 2 SHYHE SH5EU
show vrrp <vrrp-id> 0
TOP A vrrp 28 L ST HEE

show vrrp brief

show running-config
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-

<O H> vrrp =& &E} &0l

SG2124GX#show vrrp
Vrild <2>
State is Master
Virtual IP is 10.10.2.10 (Not IP owner)
Interface is vlanl.2
Configured priority is 120, Current priority is 120
Adver tisement interval is 2 sec
Master down interval is 15 sec
Preempt mode is TRUE
Circuit failover interface vlan1.51, Priority Delta 30, Status UP

SG2124GX#show vrrp brief
VRID State Interface VIP Prio(conf/curr) Adv-interval Master-down Preempt Circuit-failover

Vr2  Master vian1.2  10.10.2.10 120/120 2 15 True vlan1.51(30)

> Virtual IP =4 &3

Virtual Router Group2 &3&38H Z0l= Virtual Router?| Virtual IP =45 &F5i0F &L
Ct. S8 Grouplll &3t= 2HEHUH SLSHH IP =AE HFSHAAL.
Ct&2 Virtual Router Groupll =6t= 2REHSHH IP =45 &HFoUL, 833HH
Virtual IP =4AE AHE I AFSole EEOLICH
HAH N 2c s
Virtual RouterS0| JiXl= S8t
Virtual IP =45 & & & LI
) b ipadd masterz &d&5t= d= X
\[lé:gusa’]ce-:?balcplj ]ress Interface 0Off A= IPE U=
P Router Virtual-IP2 A5t 2 0/01,
(vrrp) L2 IPZ Virtual-IP2 AF2AI0S
backupez &AXE LI
rtual-ip  ipadd Virtual RouterS 0l Al & &6t
no virtual-ip Ip-adaress Virtual IP =AE AKIBILICH

i

[

1042l vrrp-idOI A 100HDEXIS) virtual-ipg A& & = UASLICH

13
d

Ct82 SG Series Switch0fl Virtual Router Group®l IP F=4E 192.168.1.2542 & X &t
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<O Xl> vrrp virtual ip &&

SG2124GX#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124GX(config)#router vrrp 1
SG2124GX(config-router)#virtual-ip 192.168.1.254 backup

> VRRP Interface &3

Virtual Router Group2 &&&t 0= Virtual Router? Virtual d IP =45 &350t &
ot=

LICt. S8 Groupll = ctEO SL6tH IP =4S HEoIYAL.

Ct&2 Virtual Router GroupOil
Virtual IP =245 AHME [ AHE5H

_J'C__Jlk_% /\4756'.]1 Ll., M X SHE

g
Ql
rr
=
H0
|
un
=2
~
o

2 0f 2c s

Router VRRPE & A& InterfaceE XI&E

interface ifname (vrrp) LICH

> Master Router? Backup Router A&

SG Alel= Switche Jt&tetSE Groupdl =8 ZHIS2| Priority gttt IP =4AE HIWotH
H

Master Router?t Backup RouterE A&LICI. RHAX2Z Priority g2 Blust=d,
Priority 2t01 2 ZH|J} & =20} =1, Priority 8t0] S28t A20=s IP =AZ Hl W5}

|
H &= O IP =42 g0l &2 R0l 24 =2t =5LICH

SG Series Switch2| At&At= Priority @t & &0t Master Router®t Backup RouterE

g & USLULCH IP =A0 &0l Priority 30 =28 24 =91 =0t"AAM

Priority a(0] JI& =2 &H|Jt Master Router2 &o{&LICH. S, Master Routertl X

b A5 AMEE= Backup Router 204 Ol& [ Sgst 4 =20 Ot AIE
|. S

Ct&& Virtual Router0fl Priority a2 &g [l AIEot= B3 ALICH

380 2E s

Router Virtual Router0ff & =%IE &Y

priority - priority (vrrp) & LICt. Priority= 1~255 AHOIOf
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A XNE8g += AsLICH

no priority

Virtual Router0fl &Y= 24 =%
£ AMHIELIC

i ]

SG Series Switch= JIZ2& 22 Priority gt0l “100"22 &L U
SLICH

Priority 2t2 152H 255Xl &8 & USLICH
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Ct=&2 Virtual Router GrouplzZ &EE( U= Layer 3 SG2124GX_11t Layer 3
SG2124GX_20ll Priority gt2 22t 101, 1022 & & 5t0d Master?t Backup Routerdt &
ot= d<YLICH Y, IP =42 &A2810| Priority 2t01 2 Layer 3 SG2124GX_2Jt
MasterJt & LILCH

<0l H> vrrp priority &&

SG2124GX_1 : IP =4 - 192.168.1.1/24, virtual-ip - 192.168.1.254
SG2124GX_2 : IP =24 - 192.168.1.2/24, virtual-ip - 192.168.1.254

SG2124GX_1#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124GX_1(config)#router vrrp 1
SG2124GX_1(config-router)#virtual-ip 192.168.1.254 backup
SG2124GX_1(config-router)#priority 120
SG2124GX_1(config-router)#interface vlani.10
SG2124GX_1(config-router)#enable
SG2124GX_1(config-router)#end

SG2124GX_1#show vrrp

Vrid <1>

State is Master

Virtual IP is 192.168.1.254 (Not [P owner)

Interface is vlan1.10

Priority is 120

Advertisement interval is 1 sec

Preempt mode is TRUE

SG2124GX_2#conf igure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124GX_2(config)#router vrrp 1
SG2124GX_2(config-router)#virtual-ip 192.168.1.254 backup
SG2124GX_2(config-router)#priority 100
SG2124GX_2(config-router)#interface vlani.10
SG2124GX_2(config-router)#enable
SG2124GX_2(config-router)#end

SG2124GX_2#show vrrp

Vrild <1>

State is Backup

Virtual [P is 192.168.1.254 (Not [P owner)

Interface is vlan1.10

Priority is 100

Advertisement interval is 1 sec

Preempt mode is TRUE
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3.5.2 Authentication fjA g MH

= jé*I:IIE Virtual Router Group01I é% = AsLICH OI 0, AtSKAHD P
Router Group LHOIAM2H TH3!

=2
A=
Group2Z E&&EHes As %= = USLICHL

ANEXIL &&F8 Virtual Router Groupll EZ20ot= =XIot)| ol HARE=E EFHotAH
VRRP 2EZE0A TS SEUHE AIE0EAIL.

= 2c s
thenticati tri Rout CtE &EHIJt Virtual Router Group
authentication string outer 0 AZc|s S 0] 2F WAL
password (vrrp) c= amsL D)
CtE ZEHIJt Virtual Router Group
no authentication string Ol A%&= s YI| o L&
IHAREE AMMELIT
== Authentication HARIEE 20 16X212 2X2 AFE & Usl
e Ct
#x '

ﬂJ>
Qﬂ
kJ
J
=
0F0
o
Jo
e
o
o

Ct&& Virtual Router Group2l Authentication HARKIEE
o ol LICt

<Ol M > vrrp authentication A= &F

SG2124GX#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124GX(config)#router vrrp 1
SG2124GX(config-router)#authentication string handreamnet123456
% VRRPv2 authentication must be shorter than 16
SG2124GX(config-router)#show running-config

router vrrp 1

virtual-ip 192.168.1.254 backup
interface vlan1.10

authentication string handreamnet123456

enable
|
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3.5.3 Preempt 7| 47d

Preempt= VRRP GroupO| &= &Ei0A £ CE FHIE FOt= W, FIte IO
Priority gt= JI& = £&0otd &dle MFE0ILt 28 801 M2 =It= 810t IS

2 Master Routerdt & &5 ot= JIsgLICH

Preempt Jls= 280t VRRP 28 Z2C0A OS BEUHE AISOHYAIL.

FEO 2= Jls
Router Preempt J|sS E4/HIE4sH Al

preempt-mode {true | false}

(vrrp) 2 LIC.

SG Series Switche JI12& 22 Preempt JIs0| “enable”2 &3
O USLICH

i ]

o
o

Ct&2 Virtual Router Group2l Preempt Jls2 AME0HA REE &3

<O Xl> vrrp preempt HIZ4 3}

SG2124GX#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124GX(config)#router vrrp 1
SG2124GX(config-router)#preempt false
SG2124GX(config-router)#end

SG2124GX#show vrrp

Vrild <1>

State is Master

Virtual IP is 192.168.1.254 (Not [P owner)
Interface is vlanl.6

Priority is 100

Adver tisement interval is 1 sec

Preempt mode is FALSE

Preempt JIsS JI232& H=2lad™ Router 252 VRRP E&FHUHA OIS YEHUHE Al
St A2,
=10 2c s
Preempt JIs2 JI&3(true)2 =
preempt-mode true CONFIG =2y,
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3.5.4 Advertisement Time AHN

Virtual Router GroupOlM Master Router= &S 2tH22Z VRRP A8 Wel CO&
Virtual Router=0llH Atdel B2 E 2WH=0 0lE Advertisement timeOlct] &LICH.

SG Series Switch2l AlsXt= 0l1218 Advertisement Time=2 23 &

4

USLICH

Advertisement Time2 & &5t ™, VRRP &8 ZE0A CS BEUHE MESIYAIL.

FEO 2= s
Master Routerdt Xtalel H2E [
advertisement-interval time Router < Virtual Routerdfl Biitoh= At
(vrrp) 2+ 01 Advertisement Time 2 &
& &L,
Ct&2 Virtual Router Group?2| Advertisemen Time2 &&ot1 1 WSS o8 ER2
0l & LI CF,
<0l H> vrrp advertisemen time &%
SG2124GX#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124GX(config)#router vrrp 1
SG2124GX(config-router)#advertisement-interval 10
SG2124GX(config-router)#end
SG2124GX#show vrrp
Vrild <1>
State is Master
Virtual IP is 192.168.1.254 (Not IP owner)
Interface is vlanl.6
Priority is 100
Advertisement interval is 10 sec
Preempt mode is FALSE
Advertisement Time=2 JI22C 2 H=clddH O3S SEUHE AIE0HAAIL.
HEO 25 s
1o advertisement-interval Router (vrrp)Advertisement TimeZ J|&
verti -interv
(vrrp) A2 ESE LI
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AAE. 2E

4.1 OS Image Upgrade

FTP ServerE &XI&t 22IX2 PCOHl ME&& 0OS ImageE UWd &2 = Switch0l New OS

1 &H : PCOl FTP Server Programs &X & MZ2 OI0IXl IIES Wl 25LICH

-

2 SH ¢ SwitchOl IP Address& & &8t & FTP Server2 Networkz HZ&HLILH.

3 StHl : Update @E S 0I25610 FTP Server0l &&56101 ME2 OI0IXl IS
Download ot OS ImageE Upgrade St = reboot &LILC}.

Switch OI0IXIE Upgradeoctei® S BEUHE AISOIYAIL.

880 ec Ns

update system {IP_Addr |
IPv6_Addr}y IMAGEFILENAME
ID PASSWD [port <1- CONFIG
65535>] flash {primary |
secondary | third}

FTP ServerE 0I5t OS ImageE
Upgrade & LIC}.

update system sftp {IP_Addr
| IPv6_Addr}
IMAGEFILENAME ID [port CONFIG
PORT_Num] flash {primary |
secondary | third}

SFTP Serverg 0/&06t0H OS Image
£ Upgrade &LICt.

update system tftp {IP_Addr

| IPv6_Addr} TFTP ServerE 0|86t OS Image

IMAGEFILENAME flash CONFIG = _
. £ Upgrade &LICt.

{primary | secondary |

third}

update system usb

IMAGEFILENAME flash USB MEMHAM2 W= 0l85tH 0OS
. CONFIG _

{primary | secondary | ImageE Upgrade &LIL.

third}

update system {IP_Addr | CONFIG OS ImageE Upgrade &t2| & &M
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0OS Image Upgrade

IPv6_Addr}y IMAGEFILENAME

2| ImageE Memoryll 2AIZ

ID PASSWD recovery [port Backup®&LICt.

PORT_Num]

update system {xmodem |
ymodem | zmodem} flash

xmodem, ymodem, zmodem2 0| &

{primary | secondary | CONFIG ot OS ImageE Upgrade & LILH.
third}
gd0lE &2 = reload &2 Soil CtAl Booting= o0 OF
gadole= Mz ol0Ixz HEE LI
=
2— Ol0IKl &0l Al FTP2| passive modeE Xl &otAl &I [
#a Z 0l Firewall 220 A= FTP Server2 &=0| ¢t £ USLI

Ct.

<0l Xl> OS Image Upgrade

SG2124G#conf igure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#update system 192.168.1.1 system.bin userid passwd

SG2124G(config)#exi t
SG2124G#rel oad

reboot system? (y/n): vy
INIT: Switching to runlevel: 6

Broadcast message from root Sat May 16 21:43:15 2009. ..

The system is going down for reboot NOW !!
INIT: Sending processes the TERM signal

% Connection is closed by administrator!

Restarting system.

RESET. .

HDNBR-2

4.0

* 0S Number
* 0S Name

* 0S S

* Build Date :

Loading
Initial

SG2124G login:

ize

izing

. SG2124G 0S Image ver. 2.0.7
9964 KiB

2012. 6.21 9:51:35

16777216 bytes read

.................. Done
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4.2 USB Auto Upgrade

SG Switch Series= USBE 0I2ct0H XA=22 0S Imagell Upgradelt ConfigE
update/backupok‘— Dlo AMNE2E = USLICH Keyvalue gt DIEFAIH= MAC F=A0
ClelE2l2 sg_usb_upgrade.conf It
=8 &LICt (‘sg_usb_upgrade.conf’ It

|HJ

—_

e o

2

IM S&HELIC &M flashOl H&

OS Image Upgrade= &M boot flash2 &&= IIEIAE
215 S Xl 4&LICH

£l 0S9 HAOl S25tH OS Image Upgrades= &34

sg_usb_upgrade.conf It2e R4 810 Z&LICH

B FUOl 012 JHOl key ZJIJb JHS5HKIOH Key 2tDF HostnameOl OHXIDF =9t 04Xl
key SX0b 2850 =2EUCL. /(2 E) SAl 02 dEZ|(reload=’, &S
‘filename=")J} SO{JI0F BLICH NERHS ASXE2 UAGHOF BLICH

-3l 2 XU MAC =4AZ KFELICH MAC TAS ASK 220l AaLICH

(MAC =2= 00:00:00:00:00:00 =2 0000.0000.0000 &4!)

LI Ct.

-
>
A
P
4J
HI
i

o

- model & : Hostnamell S oH0t
- reload : USB Xt= Upgrade Jls sZ& 225 MAIE A2t 88 = ASLICH
(24 24 0tY) +min, now, HH:MM 2| &Ei2 XI& JtsELICt,

- action : =8 =A= &F W 2AHLO0l &4 syslog > startup_config >
update_startup_config > update_os =AUIEZ S&E&LICH

1) syslog (syslog backup)
2) startup_config (startup config backup)
3) update_startup_config (2RI A EHHIZ Startup-config ZHI0IE)

4) update_os (OS Image Upgrade)

I

- filename : 22 EFAIZE = J2H LHEL= V/'E A2ELILCH
(s HE) OIAl GO0 & = AsLICH

1) ¢0d0lEg WY H (action : update_os)

2) MEE Iy XE =2 default XI&E (defaultAl sysloge <Serial>.log,
startup_confige= <Serial>.confZ s M&)

506



M4, 25 USB Auto Upgrade
usb & Al U4=2Z Upgradest= JISS AMEotdY s BEUHE AMESOIEAL.
=L RE s
b aut de KEYVALUE | CONFIG usb HZ Al It&S2=& Upgrade ote=
usb auto-upgrade Jl=s MEELC
b aut d CONEIG usb HZ Al Nts2=Z Upgrade ot=
no usb auto-upgrade Jl== SHHELCH
usb EHIC 2IAEE EO/AHGIHHH OIS BHOUHE AMESIYAIL.
2380 RE s
_ usb ZHlS Wt 2IAEE & 0lgfL
show usb dir TOP 0
remove usb FILENAME TOP usb ZHILHS MtES AMELICH

<0l Xl> sg_usb_upgrade.conf Ol &l

sg_usb_upgrade.conf

aa.bb.cc.dd.ee. ff

{
mode |=5G2124G,
reload=now

(action=update_os, filename
action=syslog, filename=default)
action=startup_config, filename=default)

(
(
}

>

9
9

./update/system.sg2124g.

>

SG2124G(conf ig)#usb auto-upgrade aa.bb.cc.dd.ee.ff

SG2124G#
SG2124G#show running-config
!
service password-encryption
|
username root passSword xxx*x*xx
!
ip domain-Ilookup
!
bridge 1 protocol pvstp
|
vlan database
vlan range 10 bridge 1
|
mls gos enable
usb auto-upgrade aa.bb.cc.dd.ee.ff
mes enable ge23-24 detect

Key @t XA (MAC A2 7ts)

ZH|2| Hostname(CH &E2XF +&)
Upgrade ¥ AA[=F XA
bin.encrypted” )

action, filename XA
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USB Auto Upgrade

—— O|5} MzF —
SG2124G#
SG2124G#show syslog

— M

Jun 22

14:47:41 SG2124G USBD[989]:

usb auto-config.

Jun 22
Jun 22
Jun 22
Jun 22
Jun 22
Jun 22

14:47:41 SG2124G USBD[989]:

[
14:47:43 SG2124G USBD[ 989
14:47:43 SG2124G USBD[
[
[
[

14:47:43 SG2124G USBD[989]:
14:48:42 SG2124G USBD[989]:

"/usb/ual/sg_usb_upgrade.conf" file exist. active

USB Auto-Upgrade - excute backup syslog

]

]: Success syslog backup

989]:

14:47:43 SG2124G USBD[989]:
]
]

USB Auto-Upgrade - excute backup startup-config
Success startup-config backup

USB Auto-Upgrade - excute update system

Success update system

system.sg2124g.bin.encrypted
Jun 22 14:48:42 SG2124G USBD[989]: Ends usb auto-upgarde. Rebooting Schedule
2012/06/22 14:48:42
—— 0|5t M2f —
== SG2000 Series, SG2128G Series, SG2152G Series H=Z2 USB 2
— 2 JlsS XRGHK 2aLUch
-1
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4.3 OS Image MEH

SG Switch Series= OSE 3Kl MEE = /U200, FE OI0IXNE &AL AHote

s AEE = UAsLIL

FEYA AHEE OSE H8olel™ U2 YEUHE AISoHAAIL.
HAHN Qc s
boot flash {primary | — el =
NFI &g 0OS ImageE &&ELICH
secondary | third} CONFIG v 9
HEEZHN Ues 0S ImageE EOClotHdH CIS HEOUHE AESIYAIL
HAHO Qoc Jls
show flash TOP OS ImageE & QI&LICt.

MHEZON A= 0S ImageE AHSHAH U8 THUHE AMEIIEAL

2 0f 2c ols

remove flash {primary |

TOP &XIE 0S ImageE AHHIELIC.
secondary | third} 9

I~

<O H> 0OS Image && & =0l

SG2124G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2124G(conf ig)#boot flash primary

SG2124G(config)#

SG2124G#show flash

Default Boot : Primary

| Size | Build Date | Image Name
Primary | 9957 KiB | 2012. 5. 7 | SG2124G 0S Image ver. 2.0.7
Secondary | 9957 KiB | 2012. 5. 7 | SG2124G 0S Image ver. 2.0.7
Third | 9966 KiB | 2012. 4.23 | SG2124G 0S Image ver. 2.0.7

Flash Memory 2% 64MBO0I5I2 HZ2(SG2024, SG2024P) Multi-
0S JIsS XK &&SLICH (0S Image 142 XIR)

i ]

509



N4&.

===}
T

FTP=Z CONFIG backup/restore, SYSLOG backup

4.4 FTP=Z Config Backup/Restore, Syslog

Backup

Switch CONFIG LHES
S350t Switche &=
HiE=3]

[=Z]

=
=
=

CONFIG LHE2 Backup % Restoredtdd ™ C

USLICH (H=2l name2 Backupdte
23 = UsLILL)

=L RE s
copy running-config startup- running-configE startup-configE
i TOP =
config copy&LICt.
;ng;;artuD'li;’Lng\?A%pE startup-configS ftp server0il X & &
de_faultgefsg I{DASSWORD I[port TOP HICH (default &5 A
1 X &l
PORT_Num] <Serial>.conf2 MZ&ELICH)
;?Eg;;%ép;giirgguORD ftp servertl M&E O UE startup-
TOP config Wt (<Serial>.conf)2S LAl
{dotix web-auth flash | port startup-config Ol restore&LICt
PORT_Num | startup-config} up 9 = '
;ng;gartuD';;’Lng\?Ai:? startup-configS sftp server0il X%
_Address { | TOP SHLICH (default &4 Al
default} ID [port <Serial> f2 &I c
PORT_Num] erial>.con e )
,(i_?Lp;'NS/:E;P—dAgfressb th sftp servertl &SN UAH startup-
{dotlx web-au TOP config It2(<Serial>.conf)S CAl
flash | port PORT_Num | , ~
i startup-config 0l restore&tL|Ct.
startup-config}
copy startup-config tftp startup-config= tftp servertil H&
IP_Address {FILENAME | TOP g LICH (default A& Al
default} <Serial>.conf2 MZ&ELICL)

o IP Add tftp serverOl &I UAH startup-
copy tHb IF_ ress , TOP config Wt (<Serial>.conf)S LAl
FILENAME startup-config , _

startup-config Oll restore&fLICt.
copy startup-config {xmoden TOP startup-config= X, y, zmodem= At
| ymodem | zmodem} ot MEELIC
q q X, ¥, zmodemZ AtE3StO startup-
copy {xmoden | ymodem | TOP config W& CtAl startup-config

zmodem} startup-config

0l restoreg&tL|C}.
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MAE. B2 FTP2 CONFIG backup/restore, SYSLOG backup

tart . b startup-config2 usb0il copy& LILCt.
copy startup-config us :

TOP (default &€ Al <Serial>.confZ XA
[FILENAME | default] ==L0H)
copy usb FILENAME {dot1x usbOll M&EEIH UAY startup-config
web-auth flash | startup- TOP It (<Serial>.conf)= CtAl startup-
config} config Ol restore&tL|Ct.

<OX> &8 s It2= Backup

SG2124G#copy startup—config ftp 192.168.1.1 default user password
Filename is SG1149780001.conf

Starting Transmission. ...

Finished ....

SG2124G#

SG2124G#copy ftp 192.168.1.1 SG1149780001.conf user password startup-config
Filename is SG1149780001.conf

Starting Transmission. ...

Finished ....

SyslogE %ot 2IUHA=S MESHAH

i

el

w

= AsLICH

Syslog2l AFOIZ=DJF 2MBJF Z=&E™H Syslog-backup mH2I0] MAHAETIHAM J|=2 Sysloge
2% AHIELUCH Syslog-backup W0l MATI™H, Syslogll “syslogd Because syslog
exceeds the size of 2MB, It has been back-up." 2 15 <2 LIC}.

Syslog Backup &2 olei® 02 SEUHE AIE0HAAIL.
==L BE s
copy {syslog | syslog-
backup} ftp IP_Address SyslogZE ftp server®il X & &LIC
{FILENAME | default} ID TOP (default 8& Al <Serial>.log2 M
PASSWORD [port = LU CH)

PORT_Num)]

copy {syslog | syslog-

SyslogE sftp server®l & & LICH
backup?} sftp IP_Address

default 8&8 Al <Serial>.log& A
{FILENAME | default} ID TOP (ﬂE' uua ) " ’
[port PORT_Num] == '
copy {syslog | syslog- SyslogE tftp server®il H&&LICt
backup?} tftp IP_Address TOP (default 8& Al <Serial>.log2 N
{FILENAME | default} ELICH)
copy {syslog | syslog- TOP SyslogE X, y, zmodem2 AIE5tH
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M4E. 25 FTP2 CONFIG backup/restore, SYSLOG backup

backup} {xmoden | ymodem MZEELICH (default <& Al
| zmodem?} <Serial>.log2 X&ELICH)

copy {syslog | syslog-
backup} usb {FILENAME | TOP
default}

SyslogE usb0l copy&LICt.(default
HEHAl <Serial>.log2 M&EELICH)

<0l K> SyslogE Ut = Backup

SG2124G#copy syslog tftp 192.168.1.1 default
Filename is SG1149780001. log

Starting Transmission....

Finished ....

SG2124G#

SG2124G#copy syslog-backup tftp 192.168.1.1 default
Filename is SG1203800001.backup. log

Starting Transmission....

Finished ....
— Copy Z&= 028 Config #g 2 =+ Al User ID/Password,
S= Enable PasswordE M8 LIHAl HIZE1S(SNMP User Password,
-1 ) Dotlx shared key)= S & Xl Z&LICH
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4. 25 Reload Schedule

4.5 Reload A7|EE

Switch€ AHEBLLZ Al2tS K& ot AR & = A= JIsSLTL S8 A2 012
Z&ots after?t Zoi&l A2l THAIE & = U= at B0 MAIEHS H
SE0i0t UAsLILH

Reload AHEY JIsS AIS0tdH O3S BHUHE AISINAIL.

HHO oc s

reload after {HH:MM TOP reloadE S MAIZ OIF2 AHH A

<1-31>| MM} stX| KIEELICY

reload at HH:MM <1-31> TOP reload & Al2Z2 Al2t/2/E2 XIE

<1-12> LI Ct,

reload cancel TOP reload XI&2 oHXMIELICEH

show reload TOP SHAE reload JIs2 &0QIELICH
tchd CONEIG AMAEI0l hang-up & = 10s Ol

watchdog XS reboot & LIC.

<Ol X > reload AHE &4

SG2124G#reload at 10:10 ?
<1-31> set day
<cr>

SG2124G#reload at 10:10 15 ?
<1-12> Set month

SG2124G#reload at 10:10 15 6
Reload scheduled at 2012/06/15 10:10:00
in 3 days, 23 hours, 6 minutes
System will be rebooted at the scheduled time from Primary image.
Do you want to continue? (y/n): y

SG2124G#show reload
Reload scheduled at 2012/06/15 10:10:00
in 3 days, 23 hours, 8 minutes
SG2124G#reload cancel
SG2124G#show reload
SG2124G#
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Packet Debug

4.6 Packet Debug 7|5

AX2 CPUZ ReYD=E BE EdEHg BUFs JlsgUb. EdiEes dzg=E Z2&01U
telnet 3010 & AIZt2 2 LIEILIH, SHotdd ™ Ctrl+CE =& LICH
Packet Debug JIs= AtSotdd® Us ZEUHE AMSOHYAIL
=L RE s
debug pkt [dest-ip {IP_Addr/M | rqp HESTAS 2 oS selsLD
| network/m}]
debug pkt src-ip IP_Addr/M - o = A=
HERIAZ 2 g s =olgl
dest-ip IP_Addr/M TOP 1ER3 | IH H | Ct
debug pkt interface VLAN TOP HERI&AS A LHHE=ES =elsLICh
debug pkt protocol {arp | icmp
| tcp | udp} {src-ip IP_Addr/M - o =10 =
HER a2 W3 WES =eleUc
dest-ip IP_Addr/M | dest-ip TOP 1= | T d It
IP_Addr/MY}

<0l Xl> Packet debug 3tH

SG2124G#debug pkt ?

dest-ip

Destination IP address or network

interface Select a vlan interface to dump packet

protocol
src-ip
<cr>

Protocol
Source |P address or network

SG2124G#debug pkt
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on vlan1.1, link-type EN1OMB (Ethernet), capture size 68 bytes

[P 192.168.255.201.51021 > 192.168.255.32. telnet:

15:17:49.231367
1258236707, win
15:17:49.231568
win 183, length
15:17:49.449570
151, win 16425,
15:17:49.449801
win 183, length
15:17:49.644595
192.168.255.50,
15:17:49.652344
371, win 16370,
15:17:49.652540
win 183, length

— o3t M2f —-

16088,

IP 192.168.255.32. telnet

150

IP 192.168.255.201.51021

length 0

length 0

IP 192.168.255.32. telnet

220

> 192.168.255.201.51021:

> 192.168.255.32. telnet:

> 192.168.255.201.51021 :

ARP, Request who-has 192.168.200.122 (Broadcast)

length 46

IP 192.168.255.201.51021

length 0

[P 192.168.255.32. telnet

310

> 192.168.255.32. telnet:

> 192.168.255.201.51021:

Flags [.], ack
Flags [P.], ack

Flags [.], ack

0,

Flags [P.],

tell

ack 0,

Flags [.], ack

Flags [P.],

ack 0,
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M4, 25 Password and Config Recovery on the Boot Loader

4.7 Boot Loadero0jix{2] Password 5 Config
Recovery

22| XF PasswordE LO0HB S HSL Boot Loader Z=0 A recover 2 NHE 0|0t
cl Xt PasswordE &5t 2 3|ﬁgmam 22| X+ PasswordE M&&SHHLE Switch2
q Es i]lsaf%* 2 QUSLICH (& On Al Ctrl+CE <2 Al™ Boot Loader 22

= nx g

<0l Xl > Boot Loader ZEH AN =L AIE2Y
HDNBR-2.4.0
Automatic startup canceled via Ctrl-C

HDNBR> help
Available commands:

reset Reset the system.

recover recover administrator password, or reset configuration.
flash Update a flash memory device

boot System bootstrap.

0S Multi-0S feature

ping Ping a remote IP host.

arp Display or modify the ARP Table

ifconfig Configure the Ethernet interface

help Obtain help for CFE commands

For more information about a command, enter 'help command-name'
x** command status = 0

HDNBR> help recover
SUMMARY
recover administrator password, or reset configuration.
USAGE
recover —password|-config
system recover from missing password or configration problem
OPTIONS

-password override administrator password
-config reset configuration to the factory default

*x*x command status = 0

HDNBR>
— -password = Z2|X Login HIZHSE L6HA £L0tE Login & =+
e J[UEE dt= JIs0I0, -config 2 configuration ﬁleE ll2stes #
-1 dote JlsYLICh.
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4.8 OS Y 0|E Fail A| 54 it

OS Image Z1A01E S0 &0l Off HAHLE, Z2RE 0OS Imagez LAY 0IEE X
ot0d, OS Imagelt =45 &4 BootingE 6tXl R6t= &< Boot Loader 20 A
ImageE Z1H01E & %= JUSLICH (B&F On Al Ctrl+CE =2 AlH Boot Loader
2 MEg £+ JASLICH) SOdI0IEAIN= TFTP Server?t MGMT EZEE HZ5I A
LICE.

02 o
© N n

<0l Xl1> Boot Loader 2=0IlA OS &Ql/HA

HDNBR> os
0/N | Image Name | Build Date | Size
» 1 | SG2124G 0S Image ver. 2.0.7 | 2012. 6.21 9:51:35 | 9964 KiB
2 | SG2124G 0S Image ver. 2.0.7 | 2012. 6.21 9:51:35 | 9964 KiB
3 | No 0S | ——. — — —i—=1— | - KiB
*x*x command status = 0
HDNBR> os 2 > Boot 0SE 2HoZ WA

*
*

x% DO NOT TURN OFF YOUR MACHINE UNTIL THE FLASH UPDATE COMPLETES!!
*x*x Completed

0/N | Image Name | Build Date | Size
1 | SG2124G 0S Image ver. 2.0.7 | 2012. 6.21 9:51:35 | 9964 KiB
% 2 | SG2124G 0S Image ver. 2.0.7 | 2012. 6.21 9:51:35 | 9964 KiB
3 | No 0S | ———— — —— | - KiB

*x**x command status = 0

<0 X2> Boot Loader 2=2| flash Y& Help
HDNBR> help flash
flash filename os1|os2|os3
Copies data from a source file name or device to a flash memory device.

The source device can be a remote file(TFTP) or a flash device
The destination device may be a flash.

os1 0s image #1
0s2 0S image #2
0s3 0s image #3

*** command status = -2
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<0l HI3> Boot Loader 2E=E0 A2 OS Z1A0IE &Y

HDNBR > ifconfig eth0 —addr=192.168.100.1 -mask=255.255.255.0

Device ethO: hwaddr 00-1A-F4-80-04-00, ipaddr 192.168.100.1, mask 255.255.255.0
gateway not set, nameserver not set

**x command status = 0

HDNBR >

HDNBR > flash 192.168.100.10:/system.bin.encrypted ost

Reading 192.168.100.10:/system.bin.encrypted: Done. 12065479 bytes read

Verify 0S Image...Done

Programming...done. 12065479 bytes written

**% command status = 0

<0l XHl4> SG2128G, SG2128GX, SG2152G, SG2152GX Series® 22 Boot Loader 2=
AL OS Ed01E e
- PC2 Switch interface Gel 81 TEE UTP CableZ &0l Al

HDNBR > HDRMGMT netboot

HDNBR > ifconfig eth2 -addr=192.168.100.1 -mask=255.255.255.0

Device eth2: hwaddr 00-1A-F4-80-04-00, ipaddr 192.168.100.1, mask 255.255.255.0
gateway not set, nameserver not set

*x** command status = 0

HDNBR >

HDNBR > flash 192.168.100.10:/system.bin.encrypted ost

Reading 192.168.100.10:/system.bin.encrypted: Done. 12065479 bytes read

Verify 0S Image...Done

Programming. ..done. 12065479 bytes written

*x** command status = 0

1. gd0lE &2 = reload Z22= Soll LAl Booting= ot OF
AOd0lE= M2 01012 EEELIC

A 2. Multi-0S J|1s0l KNN3 2= MB2(SG2024, SG2024P)=
Boot OSE WEHE 4= g2 2 CLI AIE Al osl, 0s2 Jf Of:l
‘flash 192.168.100.10:/system.bin.encrypted os’ 2t 20| At
Z0oH0F S LICH

i
10
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M4, 25 Checks when Alarming

Switch2 Alarm LED= Switche ds0l E&= S &= U= &3 0/HL st=A012 ZO0it

> T A
LMSH 2 HBotH SHELICH
Alarm LEDJI #Zot= Z20= Switch W22 2&It U2 =L &2 Z=2, WEION
FANS| S0l 0l&0] 48t B0 S0k, Alarm0l 2 E X ZSA0l= S0l E55
O

A #SLICH StERANS Fail2 218 Alarm 24 Al D24 HIE0 HASSHH FHAIL.

Switch2 Alarm &EE &QI5tHAM S HEUHE AIESHYAIL.

880 ec Ns

FAN / Temperature / PSU2| Alarm
SEHE =olgrLILt.

show system alarm TOP

<OIX> Alarm 2fEf =0l

SG2124G#show system alarm

Temperature Sensor : Too high temperature detected (42.250) -> T} Alarm
(ME2x Hcl £8)

SG2124G#show system alarm

system Status : OK
SG2124G#

N2
Off

ZAME] oS

10 o
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Checks when Alarming

4.9.1 &g 25 9l

Switchll B= 20 &= 24N Chip2 Soll WE2 2= &0l Al +70 T 0lA0]

HLE -20 T 0late! L0 Alarm LEDJOF 8 & &HLILH.

2C =2 018t Alarm LED HZ Al FAN Fail2 Qlolf WE 2%JF As5s H20 = NEE D2

HEZ A6l E@2sS 2OAID| HHZLICH Switch Z0Z Qlst LR 2% As0] oY A

P s2st50], KA, ol S22 Soll A2 SE2 HEGHH ZZSHAIDl BHLICEH

Switch2 L8 222 20I6eiH U3 FEUHE AZ20leAI2.

o0 oc s

show system temperature TOP LR 255 =olgUt

<WH> e 25 =0l

SG2124G#show system temperature > AAH 25 HE gl

M/B Temp D 42.4 C

Qutside Temp : 19.6 C

Fan Start 20 C

Fan Stop 15 C

Alarm Low =20 C

Alarm High 70 C

SG2124G#
—y WA T UAes FANOK e S& 28 BHAEGHA 22 d2 Default
e HdF2 WE 22%IF 420 T 0O/l&42 @ FANOl =2 AI&GHH,
- +15 C 0|3t [ FAN R=ES HSLILCH
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4.9.2 FAN Fail 22l

Switch0l LHEE0! = FANS S0 0l&0] £d4st B2 Alarm LEDJt EE&LICH

FAN Fail0] &2&0ot0f Alarm LED EE806t= d<0ls 12 dEHZ HE6IH BHS 22A1D
BHESLICH

FAN SX AEHS 20l M S HANS ABIIAAIR.

==L 2= s
LHEE FANS =& AHE =0olgl
show system fan TOP EH+ | H |

=

<0IXl> FAN S AEHZ stol

SG2124GP#show system fan > FAN & S=F AE)
System Fan : OK

SG2124GP#show system fan
Board Fan #1 : OK

Board Fan #2 : OK

Board Fan #3 : OK

PSU1 Fan #1 : OK

PSU1 Fan #2 : Failed > FAN SZF MEf Fail
PSU1 Fan #3 : Failed
PSU1 Fan #4 : OK

PSU2 Fan #1 : OK

PSU2 Fan #2 : OK

PSU2 Fan #3 : OK

PSU2 Fan #4 : OK
SG2124GP#
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M4E. 25 Checks when Alarming

T

4.9.3 PSU Fail 9l

Dual PSUJI & && SG Switch SeriesOlAl PSU2l S&0 0l&0l &8 H<2 Alarm LED
Jb ZZgLICh

[O8 4-1] ZHl =% 2/&

@ @

| |

(D Default SMPS AC Inlet
(@ Option SMPS AC Inlet (Factory Option)

PSU Fail2 2I5td Alarm LED &Z Al, &
EiQl XIS X EQIotAID| Hi2tH, &2 FilE S22 A0 HS &
M=z A6t EdS 22A0] HiefLICh.

{0
~
o
e
o
il
0
Il
[z
Im
2
0= M
o
il
ol
=~
e
N

PSU S& &EHE &elotd® Us S80HE MESHEAIL.

880 ec Ns

show system psu TOP PSUSl =% AEHE =QlELICH

=

<OlH>PSU S& &fEf =el

SG2124G#show system psu

Number of PSU D2

PSU #1 Installed : ON > PSU ZH&to{ &

PSU #1 Board Power : OK > Board Power HAFSZEL of H
PSU #1 Fan Power : OK > FAN Power HAFSZEF o £
PSU #1 AC Power : ON > 2 ON/OFF AHef

PSU #2 Installed : ON
PSU #2 Board Power : OK
PSU #2 Fan Power o 0K
PSU #2 AC Power : ON
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4. 25 Wizard

4.10 Wizard 7|5 0|29t &4 AXK]

ol

Wizard JI1s2 ASIXI0 2L=6tX 2= AESXE <8t Easy Config Jls & LICH
Wizard Jls2 ipt, mgmt, security? AIJIXIZ EFE0, 22 IPT && =2 <ol
voice-vlan 8382 & & = U= wizard ipt, ip configuration O|L} gateway & S

management & &S 98t wizard mgmt, DSS 2 2t E uplink ZEU downlink &, ¥

on
nio

& & ol= wizard securityJt A& ELILCH

Wizard Jls& AMEotdE Us 20 E MEStEAIL.

2380 e s
wizard {ipt | mgmt | security} | TOP Wizard (ipt, mgmtm security)Jls
= adeLIC

Wizard J|s2 factory-default 20N &&ote AS AEGHO,
mgmt 2 ipt= console &&0| Otdl, vty(ssh, telnet) 30U MH= Al
SP..oI— A O-IALl |:|.

i ]

ror
0¥
nx
0

<0 H1> WizardJ|s€ 0l8t IPT

SG2124GP#wizard ipt

Configuration Wizard

*

[t is recommended to run in the factory-default state.
[f you press Ctrl+C will be terminated at any time.
Want to continue? (y/n) vy

*

*

[P Telephony configuration

Voice VLAN ID : (200) > 72U 2 MESI=E ZS Enter

Data VLAN ID : (100)

Uplink Port-Range : (ge23-24)

User Port-Range : (gel-22)

Auto Voice-vlan & Q0S (y/n) : (n) vy
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Jhu

Wizard

gl

- Voice-vlan Telephony OUI : (ex 00-11-22)
- Queue scheduling : Strictly Priority Queue (SPQ) (y/n) : (y)

queue sched spq

vlan add 100

vlan add 200

ge23-24 switchport mode trunk

0e23-24 switchport trunk allowed vlan add 200,100

gel1-22 switchport mode hybrid

gel1-22 switchport hybrid vian 100

gel1-22 switchport voice vlian 200

gel1-22 switchport hybrid allowed vlian add 100 egress—-tagged disable

L S SR R T S

- Apply configuration? (y/n): vy

- Write memory (y/n): (y) vy
Building configuration...
[OK]

SG2124GP#show vlan
Bridge Group : 1

VLAN 1D Name State  Member ports (u)-Untagged, (t)-Tagged

1 default ACTIVE ge23(u) ge24(u)

100 VLANO100 ACTIVE 0e23(t) ge24(t) gel(u) ge2(u) ge3(u) ged(u)
ge5(u) geb(u) ge7(u) ge8(u) ge9(u) gel0(u)
gel1(u) gel2(u) gel13(u) geld(u) gels5(u)
ge16(u) gel7(u) gel18(u) gel9(u) ge20(u)
ge21(u) ge22(u)

200 VLANO200 ACTIVE ge23(t) ge24(t) gel(t) ge2(t) ge3(t) ged(t)
0e5(t) geb(t) ge7(t) ge8(t) ge9(t) gelO(t)
gel1(t) gel2(t) gel13(t) geld(t) gels(t)
gel6(t) gel7(t) gel18(t) gel19(t) ge20(t)
ge21(t) ge22(t)

SG2124GP#show | Idp config

- Global LLDP > Enabled

- Message Tx Interval : 30 sec

- Message Tx HoldMultiplier : 4

- Relnit Delay 12

- Tx Delay 12

- MED Device Type Value . Network Connectivity
- MED Fast Start Count - Disabled

Port Status PortEnable tlvMgmt MedTxEnable Policy

gel RxTx Enable Voice
ge2 RxTx Enable Voice
ge3d RxTx Enable Voice
ged RxTx Enable Voice
ged RxTx Enable Voice
_§§|lc_
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N4, 2=

SG2124GP#show running-config

!
service password-encryption

!
username root password xxxxxxxx

!
ip domain-Ilookup

!
!
snmp-server disable

!
bridge 1 protocol pvstp

|
vlan database
vlan range 100,200 bridge 1

!
bridge 1 pvstp vlan 1
no bridge 1 pvstp enable bridge-forward bpdu-flood

|
mds enable gel1-22 detect
mds uplink ge23-24
mds syslog enable
mds auto—-config config-save

!
mls gos enable

queue sched spq

|
[ldp enable
[ldp port both all
[ldp tlv dot3tlv power-via—-mdi all
[ 1dp med port tx-enable gel-22
|

inter face gel
switchport mode hybrid
switchport hybrid vlian 100
switchport mode hybrid acceptable-frame-type all
switchport hybrid allowed vlian add 100 egress-tagged disable

switchport voice vlan 200
switchport hybrid native vlan 100

!
— o3t M2f -

nx
04

-

=235
S 20

<Ol M2> WizardJ)Is& Ol

SG2124GP#wizard mgmt

Configuration Wizard
524
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Wizard

gl
Jhu

Want to continue? (y/n) vy

Management configuration

IP Address of Vlan 1 @ 192.168.255.205

Subnet mask of Vlan 1 : (255.255.255.0)

Default Gateway : 192.168.255.254

SNMP ReadOnly Community String : (public) sg2124g
SNMP ReadWr ite Community String : (private) sg2124gp
VNM(Visual Node Manager) IP Address : 192.168.255.135
ip address 192.168.255.205/24

ip route 0.0.0.0/0 192.168.255.254

snmp-server community ro sg2124g
snmp-server community rw sg2124gp

* % X %

mds log-server 192.168.255.135

- Apply configuration? (y/n) : vy
% Config not enabled
% Config not enabled

- Write memory (y/n): (y) vy
Building configuration...
[OK]

SG2124GP#show running-config

|

service password-encryption

!

username root password **x*x*xx*
!

ip domain-lookup

|

|

snmp-server disable

snmp-server community ro sg2124g
snmp-server community rw sg2124gp
!

— o|ah Mz —

> SNMP-Server 7} Disable
Wizard 4% 2t & SN

525



H4E. 22 Wizard

<0l M 3> WizardJ)Is2 0l28t Security &3 4%

SG2124GP#wizard security

Configuration Wizard

* |t is recommended to run in the factory-default state.
* |f you press Ctrl+C will be terminated at any time.
* Want to continue? (y/n) y

- Security configuration

- MDS Uplink Port-Range : (ge23-24)

- MDS Downlink Port-Range : (ge1-22)

- MDS Mode configuration (detect/drop): (detect)

- MDS ARP Spoofing Attack (y/n) : (y)

- MDS ARP Spoofing Port-Range : (gel-22)

- MDS ARP Spoofing Mode (detect/drop) : (drop)

- MDS Self-loop Detect Enable (y/n) @ (y)

- MDS Self-loop Detect Port-Range : (ge1-22)

- MDS WEB-Alert Enable (y/n) : (n)

mds uplink ge23-24

mds enable ge1-22 detect

mds arp-spoofing drop gel-22
mds self-loop-detect gel-22

* % X %

- Apply configuration? (y/n): vy

- Write memory (y/n): (y) vy
Building configuration. ..
[0K]

SG2124GP#show running-config

|

éervioe password-encryption

|

Qsername root password **x*x*xx*
|

ip domain-lookup

!

|

snmp-server disable
|

bridge 1 protocol pvstp
!
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Wizard

bridge 1 pvstp vian 1

no bridge 1 pvstp enable bridge-forward bpdu-flood

[

mds enable gel1-22 detect

mds uplink ge23-24

mds self-loop-detect gel-22
mds syslog enable

mds auto—config config-save
mds arp-spoofing drop gel-22

|
_%il:_

SG2124GP#show mds config

- Syslog
- Mode Button

- Detect port lock
- DDOS

- DHCP-Filter

- Bandwidth-Moni tor
- |CMP Redirect

- Fragement Attack
- Smurf Attack

- Crc Attack

- |PV6 DAD Attack

- Smar t-Phone Filter
- AUTO Config

- AUTO Config Relay
- |IPM Col lision Check

- IPM Local DHCP

* Downlink Mode : Drop "0",
* Arp-Spoofing Mode : Drop "0",

. Enable
- Disable
- Detect Service Port Range :

Enable

> Disable
. Enable
. Enable
. Enable
. Enable
> Disable
> Disable
. Enable
> Disable
> Disable
. Enable
> Disable
. Enable
- |PM Guard To Mac Security :

Enable

: Disable

Detect
Detect

Port | UP |[Down | ARP |Self | Mac | DAD |IfPkt| IPM |Smart
[Link |Link |Spoof|Loop |Flood]

|Loss |Port |Phone

T T T

gel | | - 1 0 | 0 |
ge2 | | - | 0 | 0 |
ge3 | | - | 0 | 0 |
gesd | | - 1 0 | 0 |
ge5 | | - 1 0 | 0 |
—- olat M=2f —-

! ! !
T T T

!
+
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4.11 Tech-Support

Tech-support= &4l &2 Al 20Ial0F

ol

=2 AFUAD AH

==}
=2o [=] =/

on

FLICH.

i
1]

Version &Y, cpu-load, memory, system alarm 2/0l < interface 8%, mds U S
25 =2 20 SLICH ftp/sftp/tftp M2 usbE: HHEE MEE & USLICH

Tech-Support §2E £=olcid S TE0HE ASOIEAIL.

g3 Qec s

Tech-support LS = st 0 &8
show tech-support [terminal] | TOP Lc PP =
show tech-support ftp
{IP_Addr | IPv6_Addr} Top Tech-support LHE = ftp servertil M
FILENAME ID PASSWORD &L Ch.
[port <1-65535>]
show tech-support sftp
{IP_Addr | IPv6_Addr} TOP Tech-support LSS sftp server0|
FILENAME ID [port <1- X & EHLICH
65535>]
show tech-support tftp Tech-support LS =2 tftp serverOl
{IP_Addr | IPv6_Addr} TOP NEEL
FILENAME -5
show tech-support usb Top Tech-support LWS = usb X & 01X O
FILENAME N & ELIC

==
=

[L}]

<0l Xl> FTP ServerZ tech-support M& & 35t™

SG2124G#show tech—support ftp 192.168.1.1 tech_support.log user password
Filename is tech_support.log

Starting Transmission....

Finished ....

SG2124G#

SG2124G#show tech—suppor t

*%%*% SNOW VErsion *x*x

SG-24GX-2.0.7 04/23/12 16:38:41
Copyright (C) HanDreamNet. All rights reserved.

*%%*x SNOW CloCk ****

Mon Jun 11 11:22:33 GMT+9 2012
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*xx%* ghow system system—info xx*x

Vendor

Mode |

Serial No
Main Memory
Flash Memory
MGMT MAC

SF BASE MAC
HW Version
BootLoader Version :

. HanDreamNet

© SG2124G

: SG1149780001

: 512MB

. 64MB

© 00:1A:F4:BC:00:0A
© 00:1A:F4:3C:00:0A
V1

2.4.0

*x*x% Show system uptime ***x

11:22:33 up 6 days, 22:00,

0 users,

*x**x% ghow system cpu-load ***=

load average: 1.05, 1.20, 1.17

Time sum user system
5 sec 10.88% 3.45% 7.42%
30 sec 12.82% 4.71% 8.08%
1 min 13.59% 5.17% 8.34%
5 min 13.97% 5.25% 8.43%
15 min 13.19% 4.41% 7.68%
60 min 9.99%% 0.91% 5.51%
all-time 12.64% 4.58% 8.05%

*x*%%x ghow System memory detail x**x

MemTotal : 498324 kB

MemFree: 334340 kB

Buffers: 0 kB

Cached: 48516 kB

SwapCached: 0 kB

Active: 67396 kB

-More—

— O|st M=k —
= ‘show tech-support’ AIE & ‘terminal length 0’ H32 A &5IH
== show tech-support &2 Al ‘-more-' ZAl 20| SHHHHN 2 UL
g 0 E=ELIC
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RAW IP Protocol Number

4.12 RAW IP Protocol

Keyword Protocol References
0 HOPOPT IPv6 Hop-by-Hop Option [RFC1883]
1 ICMP Internet Control Message [RFC792]
2 IGMP Internet Group Management [RFC1112]
3 GGP Gateway-to-Gateway [RFC823]
4 IP IP in IP (encapsulation) [RFC2003]
5 ST Stream E[BF]{FC119O][RFC181
6 TCP Transmission Control [RFC793]
7 CBT CBT [Ballardie]
8 EGP Exterior Gateway Protocol [RFC888][DLM1]
o |1ep oy Cico for ther 1GRE) | (AN
10 BBN-RCC-MON | BBN RCC Monitoring [SGC]
11 NVP-II Network Voice Protocol [RFC741][SC3]
12 PUP PUP [PUP][XEROX]
13 ARGUS ARGUS [RWS4]
14 EMCON EMCON [BN7]
15 XNET Cross Net Debugger [TIEN158][JFH2]
16 CHAOS Chaos [NC3]
17 UDP User Datagram [RFC768][J1BP]
18 MUX Multiplexing [IENSO][IBP]
19 DCN-MEAS DCN Measurement Subsystems [DLM1]
20 HMP Host Monitoring [RFC869][RH6]
21 PRM Packet Radio Measurement [ZSU]
22 XNS-IDP XEROX NS IDP SETHERNET][XEROX
23 TRUNK-1 Trunk-1 [BWB6]
24 TRUNK-2 Trunk-2 [BWB6]
25 LEAF-1 Leaf-1 [BWB6]
26 LEAF-2 Leaf-2 [BWB6]
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27 RDP Reliable Data Protocol [RFC908][RH6]
28 IRTP Internet Reliable Transaction [RFC938][TXM]
29 ISO-TP4 ISO Transport Protocol Class 4 [RFC905][RC77]
30 NETBLT Bulk Data Transfer Protocol [RFC969][DDC1]
31 MFE-NSP MFE Network Services Protocol [MFENET][BCH2]
32 MERIT-INP MERIT Internodal Protocol [HWB]

33 DCCP Efotfogcroalm Congestion Control [RFC4340]

34 3PC Third Party Connect Protocol [SAF3]

35 IDPR Inter-Domain Policy Routing [MXS1]
Protocol

36 XTP XTP [GXC]

37 DDP Datagram Delivery Protocol [WXC]

38 IDPR-CMTP IDPR Control Message Transport [MXS1]
Proto

39 TP++ TP++ Transport Protocol [DXF]

40 IL IL Transport Protocol [Presotto]

41 IPv6 Ipv6 [Deering]

42 SDRP Source Demand Routing Protocol [DXE1]

43 IPv6-Route Routing Header for IPv6 [Deering]

44 IPv6-Frag Fragment Header for IPv6 [Deering]

45 IDRP Inter-Domain Routing Protocol [Hares]

46 RSVP Reservation Protocol [Braden]

47 GRE General Routing Encapsulation [Li]

48 DSR Dynamic Source Routing Protocol [RFC4728]

49 BNA BNA [Salamon]

50 ESP Encap Security Payload [RFC2406]

51 AH Authentication Header [RFC2402]

5o -NLSP _Irrijcgirated Net Layer Security [GLENN]

53 SWIPE IP with Encryption [Jie]

54 NARP NBMA Address Resolution Protocol [RFC1735]

55 MOBILE IP Mobility [Perkins]

s [mee | Ternenone seny peroes | omen
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57 SKIP SKIP [Markson]

58 IPv6-ICMP ICMP for IPv6 [RFC1883]

59 IPv6-NoNxt No Next Header for IPv6 [RFC1883]

60 IPv6-Opts Destination Options for IPv6 [RFC1883]

61 any host internal protocol [TANA]

62 | CFTP CFTP [CFTP][HCF2]

63 any local network [TANA]

64 SAT-EXPAK SATNET and Backroom EXPAK [SHB]

65 KRYPTOLAN Kryptolan [PXL1]

66 RVD MIT Remote Virtual Disk Protocol [MBG]

67 IPPC Internet Pluribus Packet Core [SHB]

68 any distributed file system [TIANA]

69 SAT-MON SATNET Monitoring [SHB]

70 VISA VISA Protocol [GXT1]

71 IPCV Internet Packet Core Utility [SHB]

22 CPNX Compu.ter Protocol Network [DXM2]
Executive

73 CPHB Computer Protocol Heart Beat [DXM2]

74 WSN Wang Span Network [VXD]

75 PVP Packet Video Protocol [SC3]

76 BR-SAT-MON Backroom SATNET Monitoring [SHB]

77 SUN-ND SUN ND PROTOCOL-Temporary [WM3]

78 WB-MON WIDEBAND Monitoring [SHB]

79 WB-EXPAK WIDEBAND EXPAK [SHB]

80 ISO-IP ISO Internet Protocol [MTR]

81 VMTP VMTP [DRC3]

82 SECURE-VMTP | SECURE-VMTP [DRC3]

83 VINES VINES [BXH]

84 TTP TTP [IXS]

85 NSFNET-IGP NSFNET-IGP [HWB]

86 DGP Dissimilar Gateway Protocol [DGP][ML109]

87 TCF TCF [GAL5]

88 EIGRP EIGRP [CISCO][GXS]
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89 OSPFIGP OSPFIGP [RFC1583][ITM4]
90 Sprite-RPC Sprite RPC Protocol [SPRITE][BXW]
91 LARP Locus Address Resolution Protocol [BXH]

92 MTP Multicast Transport Protocol [SXA]

93 AX.25 AX.25 Frames [BK29]

94 IPIP IP-within-IP Encapsulation Protocol | [JI6]

95 MICP Mobile Internetworking Control Pro. | [JI6]

9% SCC-sp ?fon:\aphore Communications Sec. [HXH]

97 ETHERIP Ethernet-within-IP Encapsulation [RFC3378]
98 ENCAP Encapsulation Header [RFC1241,RXB3]
99 any private encryption scheme [TIANA]

100 | GMTP GMTP [RXB5]

101 | IFMP Ipsilon Flow Management Protocol [Hinden]
102 | PNNI PNNI over IP [Callon]

103 | PIM Protocol Independent Multicast [Farinacci]
104 | ARIS ARIS [Feldman]
105 | SCPS SCPS [Durst]

106 | QNX QNX [Hunter]
107 | A/N Active Networks [Braden]
108 | IPComp IP Payload Compression Protocol [RFC2393]
109 | SNP Sitara Networks Protocol [Sridhar]
110 | Compaqg-Peer Compagq Peer Protocol [Volpe]

111 IPX-in-IP IPX in IP [Lee]

112 | VRRP Virtual Router Redundancy Protocol | [RFC3768]
113 | PGM PGM Reliable Transport Protocol [Speakman]
114 any 0-hop protocol [TANA]

115 | L2TP Layer Two Tunneling Protocol [Aboba]

116 | DDX D-II Data Exchange (DDX) [Worley]
117 | IATP Interactive Agent Transfer Protocol | [Murphy]
118 | STP Schedule Transfer Protocol [JMP]

119 [ SRP SpectralLink Radio Protocol [Hamilton]
120 UTI UTI [Lothberg]
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121 | SMP Simple Message Protocol [Ekblad]
122 | SM SM [Crowcroft]
123 | PTP Performance Transparency Protocol | [Welzl]
124 | ISIS over IPv4 [Przygienda]
125 | FIRE [Partridge]
126 | CRTP Combat Radio Transport Protocol [Sautter]
127 | CRUDP Combat Radio User Datagram [Sautter]
128 | SSCOPMCE [Waber]
129 | IPLT [Hollbach]
130 | SPS Secure Packet Shield [McIntosh]
131 | PIPE Private IP Encapsulation within IP [Petri]
132 | scTp Stream Control Transmission [Stewart]
Protocol
133 | FC Fibre Channel [Rajagopal]
134 ?g&/g;{EEZE' [RFC3175]
135 m;’:g'etry [RFC3775]
136 | UDPLite [RFC3828]
137 MPLS-in-IP [RFC4023]
138 | manet MANET Protocols i[:nFaC_'(i]‘;t_i;(Ea”et'
139 | HIP Host Identity Protocol [RFC5201]
140-252 Unassigned [TANA]
253 tJessii:;r experimentation and [RFC3692]
254 L.Jessetii;(;r experimentation and [RFC3692]
255 | Reserved [IANA]
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4.13 RFC / IEEE Support

4.13.1 RFC Support

RFC 768 User Datagram Protocol
RFC 783 Trivial File Transfer Protocol (TFTP)

RFC 791/950 Internet Protocol (IP)

RFC 792 Internet Control Message Protocol (ICMP)
RFC 793 Transmission Control Protocol

RFC 826 Address Resolution Protocol (ARP)

RFC 854 Telnet Server and Client

RFC 894 IP Datagrams over Ethernet Networks

RFC 951/1542 BOOTP

RFC 1112 Internet Group Management Protocol v1
RFC 1157 Simple Network Management Protocol (SNMP)
RFC 1213 Management Information Base for Network Management of TCP/IP-based
Internets (MIB II)
RFC 1215 SNMP Traps Definition
RFC 1271/ Remote Network Monitoring Management Information Base
1757/
2819
RFC 1350 TFTP Protocol
RFC 1354 IP Forwarding Table MIB

RFC 1361/1769 Simple Network Time Protocol (SNTP)

RFC 1442 Simple Network Management Protocol (SNMPv2)
RFC 1450 MIBv2 for SNMPv2
RFC 1492 Access Control Protocol aka TACACS

RFC 1493/4188 Bridge MIB

RFC 1519 Classless Inter-Domain Routing (CIDR)
RFC 1541 Dynamic Host Configuration Protocol
RFC 1542 Bootstrap Protocol (Clarifications and Extensions)

RFC 1573/2863 Interface MIB
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RFC 1591 Domain Name System

RFC 1643/2665 Ethernet Interface MIB

RFC 1901 Introduction to Community-based SNMPv2
RFC 1905/3416 SNMP

RFC 1906/3417 SNMP Transport Mappings

RFC 1907/3418 SNMP MIB

RFC 2011 SNMP v2 MIB for IP
RFC 2012 SNMP v2 MIB for TCP
RFC 2013 SNMP v2 MIB for UDP
RFC 2131 DHCP

RFC 2138/2865 RADIUS Authentication

RFC 2139/2866 RADIUS Accounting

RFC 2030 Simple Network Time Protocol (SNTP) Version 4 for IPv4, IPv6 and OSI
RFC 2096 IP Forwarding Table MIB

RFC 2236/3376 Internet Group Management Protocol v2/ v3

RFC 2328 Open Shortest Path First v2

RFC 2452 IPv6 TCP MIB

RFC 2454 IPv6 UDP MIB

RFC 2460 IPv6 (for switch management only)

RFC 2463 ICMPv6

RFC 2464 Transmission of IPv6 over Ethernet

RFC 2465 IPv6 MIB

RFC 2466 ICMPv6 MIB

RFC 2474 Differentiated Services Support

RFC 2475 An Architecture for Differentiated Service
RFC 2526 Reserved IPv6 Subnet Anycast Addresses

RFC 2570/3410 SNMPv3

RFC 2571/3411 SNMP Frameworks

RFC 2572/3412 SNMP Message Processing
RFC 2573/3413 SNMPv3 Applications

RFC 2574/3414 SNMPv3 USM
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RFC 2575/3415 SNMPv3 VACM
RFC 2576/3584 Co-existence of SNMP v1/v2/v3
RFC 2665 Ethernet MIB

RFC 2674/4363 Q-Bridge MIB

RFC 2737 Entity MIBv2

RFC 2819 RMON MIB (group 1, 2, 3, 9)

RFC 2868 RADIUS Attributes for Tunnel Protocol Support
RFC 2925 Managed objects for Ping, Traceroute & Lookup
RFC 2992 ECMP Algorithm

RFC 3046 DHCP Relay agent

RFC 3176 sFlow

RFC 3576 IEEE 802.1X Security Extensions

RFC 3621 Power Ethernet MIB

RFC 3748 Extensible Authentication Protocol (EAP)

RFC 3826 Advanced Encryption Standard (AES) Cipher Algorithm in SNMP
RFC 4251 SSH Protocol architecture

RFC 4252 SSH Authentication Protocol

RFC 4253 SSH Transport protocol

RFC 4254 SSH Connection protocol
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4.13.2 IEEE Support

IEEE 802.1D
IEEE 802.1p
IEEE 802.1Q
IEEE 802.1s
IEEE 802.1v
IEEE 802.1w
IEEE 802.1X
IEEE 802.1AB
IEEE 802.1AB
IEEE 802.1ad
IEEE 802.3
IEEE 802.3ab
IEEE 802.3ad
IEEE 802.3i
IEEE 802.3u
IEEE 802.3u
IEEE 802.3x

IEEE 802.3z

Spanning Tree Protocol

Priority Queues, Class of Service (CoS)

VLANs

Multiple Spanning Tree Protocol

VLAN Classification

Rapid Spanning Tree Protocol

Port Based Network Access Control (Extensible Authentication Protocol)
Link Layer Discovery Protocol

LLDP MED & Location TLV

VLAN Stacking (QinQ, Provider Bridges)

10BASE-T Ethernet

1000Base-T Ethernet

Static or Dynamic Link Aggregation (LACP)

10BASE-T Auto-negotiation

100BASE-TX Fast Ethernet

Auto-Negotiation on Twisted Pair (ISO/IEC 8802-3, Clause 28)
Full-duplex Flow Control

Gigabit Ethernet (1000BASE-X)
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4.14

Syslog Event 49|

No | Syslog Messages Description Level
Link AggregatorE Bridge0ll It
1 NSM: Bridge Port add failed on | & M BHEEST Bridgell =Jt error
aggregator member ot BHEE FI @2 &M
st 2=
Link AggregatorE BridgeOl M 4f
5 NSM: Bridge Port delete failed | XM& [ HHEZESSE BridgeOil Al error
on aggregator member AHSt=0 BHEZE AFH 2FIt
ghast A2
3 NSM: To and From interface is Mirror && Al Mirror ZE %t error
the same Mirrored-to ZEJ} 22 &2
NSM: Can't enable vlan VLAN StackingES 24d3e = gle
4 . error
stacking 3%
NSM: Can't disable vlan VLAN Stacking2 Hlg4&3te =~ ol
5 i C error
stacking = 32
6 NSM message send error NSM OI20l NSM Client di20l O error
socket AMXE EU = Sl 3R
NSM: Can't set interface's Interface IP AddressE Kerneldi )
7| address smE 4 9s ¥9 warning
NSM: Cannot initialize routing Kerneldt Switch Chip Z=J13t0 & )
8 . o warning
socket. Exiting!!! st 22
9 NSM_: Port up notification Interface Link-Up Event informational
received for port
10 NSM_: Port down notification Interface Link-Down Event informational
received for port
. . NSM Clientdt NSM2 22 H . .
11 NSM: NSM client disconnect . informational
Disconnect & &%
802.1X Authenticator &E{Dt Idle | . .
12 802.1X: BE[]: State IDLE o| o informational
— o T
) ) 802.1X Authenticator &E{Dt , ,
13 802.1X: BE[]: State REQUEST Requestol 2 informational
802.1X Authenticator &E{Dt . .
14 802.1X: BE[]: State RESPONSE informational
Response?l &<
802.1X Authenticator &E{Dt , .
15 802.1X: BE[]: State SUCCESS informational
Success@! &=
802.1X Authenticator &EiJt Fail | . .
16 802.1X: BE[]: State FAIL o| o informational
- o T
17 802.1X: BEM: State TIMEOUT 802.1X Authenticator &fEiD} inf ti |
.1X: BE[]: State Timeoutol < informationa
18 802.1X: BE[]: State INITIALIZE | 802.1X Authenticator &'E{Jt informational

539



M4, 25 SYSLOG Event &2
Initialize?! &<
19 802.1X: No Current RADIUS 802.1X o5& RADIUS AW It X warnin
server B0l UK LS HS d
20 802.1X: [EAPOL]: Wrong 802.1X EAPOL Zg&lel DST MAC informational
destination MAC address 0l 2x& &=
802.1X: [EAPOL-Unknown]: 802.1X EAPO L T2 Packet . i
21 informational
Wrong packet type Typell Z2R& &=
802.1X: [EAPOL]: Wrong EAP 802.1X EAPOL Zgel 200t & | . .
22 informational
length & 3R
23 802.1X: PORTI: Up th ; Interface Link-Up EventE +&I5t | ¢ tional
X [1: Up the por D 802.1X OI=S AR informationa
24 802.1X: PORTI: D th ; Interface Link-Down EventE = inf ti |
X []1: Down the por ABID 802.1X O1=2 =7| informationa
25 802.1X: PORT[]: 802.1Xorize 802.1X0l 2|of Interfacelt informational
the port Authorizeg Z<
26 802.1X: PORTI]: 802.1X0ll 2ol Interfacedt inf tional
Un802.1Xorize the port Unauthorizeg &< informationa
27 802.1X: PORT[]: Add the port Interface0il 802.1X & &3t informational
28 ingtJX: PORTL]: Delete the Interface0il 802.1X HI &4 3} informational
STP: stp_handle_bpdu: Invalid | STP 252 S S0 RSTP BPDU )
29 . = - warning
BPDU received on port £ He FE=R
30 :‘FI)'E:Ustp_harLdfle.l_bdpdu: Config #4158t STP BPDUS| Message Age )
on port failed message 5 Max AgeZ Z148t 22 warning
age check
STP: stp_handle_bpdu: Invalid | Config €2 TCN BPDUJt Ot & )
31 . warning
BPDU type received on port ?
STP: 2 * (Forward delay - 1) STP max-age & & 3t0l Forward )
32 warning
must be >= Max age Delay &3& gt0ll Hloh LR 2 Z=
STP: M tb ¢ STP max-age &3& 3gt0| hello-
: Max age must be greater . )
time &3 gtoll 8 U &2 Z
33 than 2 * (Hello time + 1) o atoil Bt U warning
STP: Hello time must be STP hello-time && 240l hold- .
34 . . warning
greater than Hold time time 20 &#2 &=
35 STP: Unable to set ageing time | STPJI MAC Table Aging-timeS warnin
for bridge HIEE = gl 82 9
s ?Tpt:FRetce"’ebc: BPDrLt’ o STP bpdu-guardJt 4= g _
ortrast enable port. SNUtNG | 1nterfaceti M BPDUDF 441g = | WaMINg
down
37 in.telnetd[]: connect from 192.168.100.194 HostJt Switch informational
192.168.100.194 0l Telnet &8 &<
38 inetd[]: pid 2084: exit status 1 | HostJt Telnet %5 28 &% | informational
telnetd[]: ttloop: peer died: Host2l Telnet ¥£0| HIZAECSZ | )
39 EOF =g e informational
40 kernel: too high temperature S Switchel 2%t XIEE 2% | warning
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detected

9| High2t2C =2 A2
f==J
2

41 kernel: too low temperature S Switchel 2%t XIFE 25 warnin
detected o Low2t2L we #e d
42 kernel: system fan malfunction FAN £x0| MK 2 warning
detected
43 kernel: system fan malfunction FAN SX0| CHA| Alsiel 2o warning
recoverd
sensor_comm:
sensgr_event_znt;yA;o:iule- MDSAU X0l M AttackS 2 XIGHN
number name:Do ac
44 - D -li MAHE EVENT inf i I
attacker:Attacker-IP proto:TCP Metect Isto Informationa
dest_ip:Destination-IP essage
svc_port:Attack Port
sensor_comm:
sensor_event_leave no:Rule-
e D At p | MDSE A Detect-listol 2%
45 @ ac_er. a_c e_r proto: AUS AttackO| cHHIE Event Informational
dest_ip:Destination-IP M
svc_port:Attack port essage
drop_count:count
conn_sec:lease-time
CPU ACL drop, src_ip:IP=2 -
46 _ P, Sre1p | cPu-AcLOl B xtztE A informational
service_type:ssh=2 snmp
acl match - Rule_No Deny ==
47 Permit O§x/& &2/ (Count: G4/ ACL rule0fl DiXIE &= informational
IHEH)
B_ecause syslog exceeds the SyslogJt Z515/0 backup & 2 _ _
48 size of 2MB, It has been back- o informational
up v
49 MDS Lodfile remove MDS 210t EsteE H=2 Informational
50 Starting system log daemon 27 t=2 s Informational
51 Sensor start MDS <= Informational
) OI0IXl ool OH& It Hal&A .
52 Bad magic number 247 Oj= 2o Informational
53 Invalid im ) OIBIXI 221Dt OIOIAI SO FAl Informational
valid image size s 399 = Ao ormationa
OI0IXl dllH0il CHE CRC32
54 Bad header checksum checksum &X01 101X GIE U S Informational
r ) r i
Y AME olld checksum gt THE &
o
_I_
OI0IXI CHIOIE ol CH&t CRC32
55 Bad data check checksum g0l OIOIXI B0 & inf ti |
ad data checksum AE OI0Ie checksum gtdt CHE informationa
3=
OI0IXl o0l ”}= OI0IXI OIS
56 Invalid image name S AAES 22 0|50l G5 & | Informational

o
e
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MDSAUXMA EX5ts ZHRSES O
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&9

IPv4/IPv6 DoS Attack

IPv4/1Pv6 IP Spoofing Attack S22 22X IPE BHXEG6HH Packet= X &dt= SHA
S22 Xt ARPE ?IEot SAUAMA 8EotH Sl

IPv4 ARP Spoofing Attack

IPv4/IPv6 Host Scan Attack
IPv4/IPv6 Host Scan Flooding Attack

S2XIF UA WEKIUN JAse 2E SAEWAH TCP,
UDP, ICMP Request PacketS IPE ZJi6t0,

SCANNING ot= EH

IPv4/IPv6 Port Scan Attack

IPv4/IPv6 Host Random Attack
IPv4/IPv6 Host Random Flooding
Attack

ZAIIF BHUHA SAEQ TCP, UDP ZE( &=XRO
£ dZ0ot= e

22T 223 TCP, UDP ZEZ 9|9 2XIX| IP =
42 PacketZ Floodingdl= &EH

IPv4/1IPv6 MAC Flooding Attack

22X A2IXI2 MAC Address Tables 25 A&
T2 RandomdtHl fx=& MAC =24 Packet= &N &6t

IPv4 ARP Attack

IPv4/IPv6 Broadcast Attack

=22 X0} Broadcast Packets 2 £== d&o6t0d Ul

ERIo £ MotE 2otz Sl

IPv4 IGMP DoS

222X S& IPv4 ZEIH
report HIAIXIE HE =&

IPv6 MLD DoS

32X S8 IPve HEINAE F=4Z2 MLD query,
report, done HIAIXIE WE = &

i
J
mn
HU
i
Ok
Qi
il
o
o

IPv6 DAD Attack

IPv6 link local =4 =
dE i =5 1P}t &
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